
Sensitivity: Company

Title
Zero Trust

Key take-aways en hoe nu 
verder?
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11,8% of Flemish companies
indicate they have been a victim in the past year

Smaller companies are more vulnerable
and have greater operational consequences

23,5% of impacted companies
experienced corporate data destruction

13,3% of impacted companies
experienced corporate data theft
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Digital transformation forces re-examination of traditional security models

The old way of security does not provide business agility, user experiences, and 

protections needed for a rapidly evolving digital estate. Many organizations

are implementing Zero Trust to alleviate these challenges and enable the new

normal of working anywhere, with anyone, at any time.

Securing digital transformation
requires Zero Trust
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Visibility and Analytics

Automation

Zero Trust Architecture

Governance
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Zero Trust Roadmap



TRADITIONAL

ADVANCED

OPTIMAL

Identities Devices Network & 
Infrastructure Applications Data

No SSO between cloud 
and on-premises apps

Visibility into identity 
risk is very limited

Basic conditional access 
policies with basic MFA

Cloud identity 
federation and visibility 

into identity risk

Password less 
authentication

Phishing-proof MFA

User behavior is 
analyzed in real time

Enforce least privilege 
access

Devices are domain 
joined

No overview and 
inventory of devices

Devices are registered 
with a cloud identity 

provider

DLP policies for 
BYOD

Endpoint threat 
protection is used to 
monitor device risk

Access control is gated 
on device risk

Flat open network with 
unencrypted traffic

Minimal threat 
protection

Basic network 
segmentation

Cloud native filtering 
and threat protection

Micro segmentation

ML-based threat 
protection and filtering

On-premises apps 
and no cloud apps

No overview of 
shadow IT

Apps configured with 
SSO + discover shadow 

IT

Critical apps are 
monitored

Apps are available using 
least privilege access

In-session monitoring 
and response

Access is governed by 
perimeter

Unencrypted and 
without classification

Access is governed by 
classification

Encrypted and 
classified via keywords

Classification by AI

DLP policies based on 
classification

Continuous risk-based 
asset management All traffic is encrypted

Assess the security 
posture of cloud apps

Access governed by 
cloud security policy 

engine

Zero Trust Roadmap

Visibility, analytics, automation & governance



Adopting Zero Trust
Think big, start small, move fast

Implementation
Start with quick wins and move 

forward on the road to zero 
trust

Security Roadmap
Maturity assessment with clear 

overview of risks and their mitigations 
including budget & projects mapping 

Managed Services
Visibility and analytics are key 

to a successful zero trust 
adoption

Technology Specific
Focus on specific technologies & platforms like firewalling, networking, M365, Azure, back-up, …

Security adoption



CURRENT SITUATION
What’s our maturity?
Benchmark with best 
practices & scans

01

FUTURE SITUATION
Where do we want to go?
“How much is enough?”

02

SECURITY 
ROADMAP

RECOMMENDATIONS
What risks do I run and 
how can I cover them? 03

BUDGET
Which projects and

budgets must be foreseen? 04

Security Roadmap



SECURITY 
ROADMAP

0 1 0 3

0 2 0 4

170  bes t prac tic es  over 
18 topic s  divided in 3 
levels  

Benc hmark

Sec urity assessment of 
the Ac tive Direc tory  
environment

AD Sec urity  Sc an

Identifying all 
vulnerabilities in the IT 
infrastruc ture

V ulnerability  Sc an

Analysis  of all external
IP’s &  open ports

External Sc an

Security Roadmap



Security Roadmap



SECURITY 
ROADMP
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Quick wins Middel termijn Lange termijn
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Security Roadmap



The road to secure success
We offer different solutions, a quick glance



Woensdag 14/12/2022 @ 11:00u
Identity Protection: meer dan enkel een 
wachtwoord

Woensdag 25/01/2023 @ 11:00u
Privileged accounts: een gemakkelijk 
doelwit voor hackers?

Woensdag 01/02/2023 @ 11:00u
Hou grip op uw documenten met Azure 
Information Protection

Woensdag 08/02/2023 @ 11:00u
Microsoft 365 Defender Threat Protection: 
een gedegen security-oplossing

Woensdag 15/02/2023 @ 11:00u
Aan de slag met big data? Beheer de 
overvloed aan data met Azure Purview

Upcoming Webinars
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Bedankt!

Rondleiding? Nog even blijven 
zitten a.u.b.
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