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Ar uba  ESP Ar chitectur e For  Connect ivity  And Secur ity
Converting Edge data into B uisness Outcomes

Onboarding Provisioning Orchestration Analytics Location Management

ARUBA CENTRAL (Cloud or On-prem)

Wireless Wired 5G IoTSD-WAN

REMOTE BRANCH OFFICE CAMPUS DATA 
CENTERCLOUD

Visibility Policy
Enforcement SASE | Zero TrustContinuous

MonitoringAuthentication

SD-Branch 
Gateway

SOFTWARE-
DEFINED
POLICY

SERVICES

INFRASTRUCTURE

EDGE-TO-CLOUD

AIOPS

UNIFIED 
INFRASTRUCTURE

Unify network operations across
all domains and locations

AI-Powered features identify issues before they impact 
business and help IT resolve issues more quickly

Applying principles of Zero Trust Security and SASE to 
increase protection levels while simplifying operations

Network-as-a-Service
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CONDITIONAL 
MONITORING

Real-time Threat
Telemetry from Aruba

solutions and
150+ integrations

ENFORCEMENT
AND RESPONSE

Attack Response
Event-triggered actions

VISIBILITY
Device Discovery

and Profiling
Custom Fingerprinting

AUTHENTICATION
One Role, One Network

AAA and Non-
AAA Options

ROLE-BASED 
ACCESS CONTROL

Precision Access Privileges
Identity and context-based rules

ClearPass Policy Manager
Policy Enforcement FW
Dynamic Segmentation

Policy Enforcement Firewall
SD-WAN
UTM/IPS

360 Security Exchange

Aruba Zero Trust Foundation

ClearPass
Policy Manager

Cloud Auth

ClearPass Device Insight
Central Client Insights

ClearPass
Policy Manager



Ca m pu s
Dynamic Segmentation
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W ha t  is  Dyna m ic Segm enta t ion ?

 Establishes least-privilege access to IT resources

 Traffic is  segmented based on ‘Roles’ and associated 

access permissions

 Trust is  based on roles and policies : Fundamental 

concept of both Zero Trust and SASE frameworks 

 Users and devices only communicate with destinations 

consistent with their Role
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Complete Endpoint Inventory Solution B uilt Into Aruba Central cloud

N o a ddit iona l
ha rdw a re - reduces  
com plex ity  &  CAPEX

Accura te AI/M L profiling 
w ith up to 99%  a ccura cy

Alw a ys-on AI/M L
m onitor ing protects a ga inst  
secur ity  brea ches  tha t  could 

potent ia lly  cost  up to $4 m illion 1

Im m edia te R O I
w ith IT eff iciency ga ins

Ar uba  Centr a l

1 As per the Cost of Data breach 2021 report by Ponemon Institute, data 
breach costs rose from USD 3.86 million to U SD 4.24 m illion in 2021.

A Look  At  Client  Ins ights
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Squa re R egister

H ow  Client  Ins ights  Wor k s
Scale and Client Variety Make AI a Necessity

Cloudvue
Server

Tyco Cloudvue CCTV

2

Clients a utom a t ica lly  
st rea m telemetry without 
dedicated appliances

3

1

O ur  AI  models pinpoint 
exact client types

AI continuously monitors 
expected beha vior  to match that 
of like types

Welch Allyn Connex

HL7
Server

Square
Server

Ar u ba  Centr a l clou d
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Authent ica t ion opt ions  in  the cloud a nd on-pr em ises

In-the Clou d

On-pr em ises

Ident ity  Stor es Authent ica t ion Ser vices

Aruba Central

Cloud Guest Cloud Auth

Runs on:

Runs on:

Virtualized Hardware

Ia a SSa a S
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Unifying role-based access and policy enforcement across wired, wireless, and WAN networks 

R oles  a r e

Office
365

Academic
Records

n0tma1ware
.biz

AirGroup

APPLICATION S AN D 
DESTIN ATION S

R & D

B YO D

IO T

GU EST

U SER S AN D DEVICES

AR U B A 
SW ITCH

AR U B A AP

AR U B A 
GATEWAY

POLICY 
EN FOR CEM EN T 

FIR EW ALL

r efer s  to the 
sepa r a t ion of  t r a ff icDYN AM IC

SEGM EN TATION

GR E 
Tu nnels

Centr a lized O ver la y  



11

Cloud-Native Single 
Pane of Glass

Zer o Tr u st  &  SASE Secu r ity  
w ith  R ole-B a sed Policies

Flex ible a nd Sca la ble 
N etw or k s

Distributed overlay
Aruba Central NetConductor

 Enhancement of Dynamic Segmentation for global 
scale and performance 

 Cloud-native network &  security services

 Overlay-based (EVPN/VXLAN) automation with 
intent-based workflows

 ‘Inline’ policy enforcement by CX switches and 
gateways

 Flexible migration and investment protection
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Choice of  Fa br ics  w ith  Dyna m ic Segm enta t ion

Enforcement Done at Gateway

CEN TR ALIZED
O VER LAY EN FO R CEM EN T

e.g.,  EVPN /VXLAN

DISTR IB U TED
O VER LAY EN FO R CEM EN T

Enforcement at Ingress and Egress

 Simple and easy to deploy
 Consistent experience across wired &  

wireless
 Enhanced security features

 Open &  multi-vendor ready
 Higher scale and performance

 Consistent operations across campus &  data 
center

GR E tu nnels



SD-WAN
B est of breed solutions
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Delivering Zero Trust and SASE Frameworks
Some Critical B uilding B locks

Users and devices

• ClearPass integration with 
Aruba SD-WAN

• Fine-grained segmentation

• Highest quality of experience 
and compliance

Zero Trust Segmentation

Advanced threat defense 

• Integration of Aruba IDS/IPS 
to SD-WAN

• Built-in threat detection and 
prevention

• Policy-driven enforcement

Unified Branch Security

Freedom of choice

• Service orchestration 
workflow

• Pre-configured default 
information

• Automatically associate 
sites with proximity-based 
cloud security services

Expanding Partner 
Ecosystem
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Ar uba  Pr ovides  a  Single SD-WAN  Fa br ic

Connectivity for locations of all 
sizes

Automated integration with 
industry leading cloud-based 
security providers

Centralized QoS and security 
policy configuration with Aruba 
Central
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Zero Trust Dynamic Segmentation Extended to WAN
Users/Clients only communicate with destinations consistent with roles

DC

Surveillance
HeadendTransaction

Processing

SD-WAN

Branch Branch

 Identify users and devices by identity, role and 
security posture

 Dynamically segment and isolate application 
traffic based on context

Meet compliance mandates
 Business-driven policy example

Camera Surveillance 
Headend POS Transaction 

Processing
Contrac-

tor
HR 

Apps

Camera

Surveillance 
Headend

POS 
Terminal

Transaction 
Processing

Contract 
Recruiter

HR Apps
Camera CameraPOS POS Contract

Recruiter

HR
Apps

HR
Apps



Da ta center
Protecting the unprotected
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Ser vices  Lea fLega cy Lea f

Spine Sw itches

Fir ew a ll,  DDoS, Encr ypt ion, TAP … 

Lega cy Lea f

 Appliances become 
bottlenecks for east-west 
traffic

 Impacts application 
latency, performance, 
compliance

 Increases complexity and 
cost 

 (Appliance sprawl, 
licensing) 

Cha llenges  w ith  DC ser vices  toda y
Tromboning to services appliance clusters
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Spine Sw itches

 Services applied closer 
to applications at scale

 Stateful zero-trust, 
firewalling, DDoS natively 
embedded for any 
workload

 Reduces appliance sprawl 
and cost

 Future proof architecture –
additional functionality 
enabled on demand

 Encryption, Stateful NAT, 
Load-balancing

Fir ew a ll,  DDoS, En cr ypt ion , TAP … 

CX 10000 Lea f  La yerCX 10000 Lea f  La yer

W ha t if ther e w a s  a  better w a y ?
Services distributed across all leafs
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DDoS TELEM ETR YFI R EW A LL EN CR Y PTI ON * N A T* SLB *

L 4-L 7 St a t e f u l Sof t w a r e  Se r v ice s

* Roadmap for software enablement

A R U B A  CX  10000 
 Industry first smartswitch

for the enterprise

 Embedded Pensando DPU’s 
and extensible services 
built into the fabric

 Aruba AOS-CX and 
Orchestration (AFC)

10X  PER FO R M A N CE,  
100X  SCA L E A T 1/3 TCO

M eet  the Distr ibuted Ser vices  Sw itch
A new switching category



Tha nk  you
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