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10.00u
10.30u

12.15u

13.00u
14.00u
15.00u

Ontvangst met koffie

De hybride werkplek

* Intro-Thierry Delcor

* PCmegatrends - Thierry Delcor

* Printin de hybride werkplek - Ivo Van Campenhout

» De Power of Poly - Kristof Maes

» Security -JanDas

« HP Sustainability en Digital For Youth- Katrien Vandewaerde en Hans De Backer
» HP Services - Jelle De Greef

Lunch en netwerkmoment

De hybride en duurzame werkplek: let's make it happen - lves Ledegen, Inetum-Realdolmen

Demo

Afsluiting van de dag met een tasije koffie @
/
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The world has changed o ]
The journey to the newworld. . <
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Your ticket for the journey













Hedlthand
sustainibility










As super-enabler







OFFICE BY DEFAULT HYBRID BY DESIGN

WORKFORCE WORKPLACE WORKSTYLE

More More
Distributed Collaboration




Working Working

An office Fromhome Onthego




CULTURE HRST OFFICE PRODUCTIVITY HRST HOME

Super-performing office for employees Ecosystem of devices seamlessly working together

A culture hub for socializing and collaboration Flexibility, productivity and deep thinking
Flexible, dynamic and intuitive spaces for any type of work An optimized set-up for the long-term
New desired experiences that inspire employees Clear and transparent support services and models

Optimized mobility around the working space
Wellbeing and mental health support
Equivalent digital presence regardless of location






Maijor area’s of focus to make your journey successful

—_—
% Productivity Collaboration

Having people interact with each other in the
most efficient way

Data Driven %

To enable you to take the right decision

In all parts of the hybrid office

Because during a journey, things will happen “

Sustamablllty

As foundation to everything we do



Maijor area’s of focus to make your journey successful

tnjd

Sustamablllty

As foundation to everything we do
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We must drive digital inclusion toward a world
equitable access to improve the lives of our
communities.



Maijor area’s of focus to make your journey successful

—

Data Driven %

To enable you to take the right decision



First step of the journey. Identifying the persona’s

WHO:
HOME & OFFICE FRONTLINE & BACK POWER USER PROFESSIONAL
PROFILES AIEB L= VR NAVIGATOR OFFICE HERO CREATOR

WORK FROM HOME/REMOTE ONLY
WHERE:

WORKPLACE WORK FROM OFFICE ONLY
HYBRID-WORK AT HOME SOME TIME, MOBILE

OFFICE/COLLABORATION APPLICATIONS

WHAT: BUSINESS SPECIFIC APPLICATIONS
TOOLS +
SYSTEM SPECIFIC
HOW:

NEEDS/CONCERNS B (@ [0] g B = = (Y

/
+ Examples : Ticketing, Accounting, Back End, etc @



Maijor area’s of focus to make your journey successful

Because during a journey, things will happen



The journey to the new world

Security

Every T Decision
Is a Security Decision




Managing the entire lifecyle of the device

. Configure

« Device standardization (BIOS, Asset Tag)

« Device Provisioning (static, dynamic, modern)
“« Logistics Integration & Packaging

. Discovery andDesign
 Assessments (EUWS, ModernIT)
¢ Transition to Modern Management
* Legacy disposal & valuation
» Windows Images creation

Deploy
e Onprem/Home Office
* Assistedinstallations
e End-users support
* Executive Services

' Dispose andRefresh
* DataWipe (managed &

self-service \ : o
_ nz 7 g ' Optimize & Secure
2 s pese At Ll 1 s “ » Quarterly Business Review
recycling 3 - S Y
- : * Proactive Insights + Business Insights

* Device Refresh Reports

'r (" 1 !‘ ¢ Virtualization & Al-based anti-malware
e Priority Support
e HP Wolf

Maintain
¢ On-site Services
e Resident Technician

» Quote for Repair
» Tech Café Solutions

« Support options (Accidental Damage Protection, Travel, CTR..)



Maijor area’s of focus to make your journey successful

Collaboration %

Having people interact with each other in the
most efficient way




DELIVERING THE FUTURE OF WORK



Maijor area’s of focus to make your journey successful

% Productivity ‘

In all parts of the hybrid office Having people interact with each other in the

most efficient way




One concrete example of a persona

WO Mobile Trailbl
pROF”—ES oDile lrallblazer
WHERE: HYBRID-WORK AT HOME SOME TIME, MOBILE
WORKPLACE
Yo OFFICE/COLLABORATION APPLICATIONS
TOOLS BUSINESS SPECIFIC APPLICATIONS

HOW:
NEEDS/CONCERNS B (1)

WHICH: _
DEV'CES Ultramobile

ORI

WHICH:  Bundle: Mobile
Ecocsystem  Bundle Home Office

WHICH:
Services

Interacting with customers

Travelling to other offices, partners etc.

Meetings
Reviewing reports, dashboards etc.

Office Suite

Business applications

Travel Break and Fix,
Home installation,
Proactive Support
Security Suite



One cycle of that persona

» Delivery On-prem/Home Office

e End User Support
» Device standardization (BIOS, Asset Tag) , qu,
) . : .  Executive Services
» Device Provisioning (static, dynamic, modern)
New Employee Tst day
* HP Care Pack
Personis being hired * HP Accidental Damage Protection
e HP Call to Repair
* HP Workshop v * Proactive Ins..ights
¢ Persona Assessment  Business InS|ghtS Reports

* HP Tech Café

End of Cycle
* HP Quarterly Business Review

Oops, he clicked

 Data Wipe (managed & self-service)
» Disposal, 2nd hand market & recycling

e HP Sure Click Enterprise
e Device Refresh et el

* HP Wolf
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HP is the World's #1 printer vendor

The smartest, most connected and accessible, secure printing ecosystem in the world
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Preferred way to consume comblex content
Engages the creative process

Makes a lasting impact

e

Required for business or legal reasons

The reliable way to access legacy cont

The universal bridge between often -

incompatible processes 7







Today: Our

ostpowerful solution

For the reimagined offi
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More!;\‘/e and efficiet

More scalable and serviceable




Key Concepts
1) Security
@ 2) HP Future Smart 5
3) HP Smart UPD
HP WOLF SECURITY
4) HP Workpath

5) Manageability

6) Sustainability

038






Protection from
security threats

HP Wolf Enterprise Security provides
the world’s most secure printing.

HP WOLF SECURITY

OROROROIORO

HP Sure Start works behind the scenes, during
start-up and repairs itself if compromised.

Whitelisting automatically checks firmware during
start-up to determine if it's authentic code.

Run-time intrusion detection with Memory Shield
active system identifies anomalies in code execution.

HP Connection Inspector automatically self-heals
if it spots suspicious network connections.

Safeguard data stored on the printer—keys,
passwords, certificates, and more with HP
Trusted Platform Module.

Thwart potential attacks and take immediate action
with instant notification of possible security issues.?

@ HP Confidential

1 HP's most advanced embedded security features are available on HP Managed and Enterprise devices with HP FutureSmart firmware 4.5 or above. Claim based on HP review of 2022 published
features of competitive in-class printers. Only HP offers a combination of security features to automatically detect, stop, and recover from attacks with a self-healing reboot, in alignment with NIST SP
800-198 guidelines for device cyber resiliency. For a list of compatible products, visit hp.com/go/PrintersThatProtect For more information, visit hp.com/go/PrinterSecurityClaims

2 Instant threat notifications can

appear on the device control panel when a potential threat occurs from malicious intent or there is a bug or vulnerability in the firmware code of the device.


http://hp.com/go/PrintersThatProtect
http://hp.com/go/PrinterSecurityClaims

HP Confidential

What if your printer could evolve with the
needs of your hybrid workforce?

What if your printer could evolve with the needs of your hybrid workforce?

HP FutureSmart



HP FutureSmart 5

Make your Enterprise devices
easier to use and even more

productive, teday and.well into. &
the future ¥ T

@ @ 917AM @) Reset  Signin @ @ 0806 “ Scan @ *12AM

() e siqun B AOO @113 < Copy B O () Reset Signin

Customization Centralized contacts NEEPE

Common User Interface Preview

&



Color LaserJet!

A4 A3 A4 A3 A4 A3
== — — = = -
— = ~ < = —= ” r == =
7] 3 . — > [ i *® ]
= . : - - . ; - . v -
Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet Color LaserJet
Managed Managed Managed Managed Managed Managed Managed Managed Managed Managed Managed Managed Managed
E45028 MFP E47528 MFP E785 MFP E786 MFP E877 X55745 MFP X57945°/ E75245 MFP E877 X654 MFP X677 E85055 MFP E877
X58045'
Upto29 Upto 29 Up to 23/28° Up to 25/305/35° Upto 40 Upto45 Upto45 Upto 45 Up to 50° Up to 55/65° Up to 55/65° Upto 55 Up to 605/70°
ppm? ppm? ppm? ppm? ppm? ppm? ppm? ppm? ppm? ppm? ppm? ppm? ppm?
Up to 850 Up to 850 Up to 2,180 Up to 3,140 Up to 6,140 Up to 2,300 Up to 2300 Up to 4,450 Up to 6,140 Up to 3,850 Up to 3,300 Up to 4,450 Up to 6,140
inputd inputd inputd input? input3 inputd inputd input® input? inputd inputd inputd input?
Up to 7,500 Up to 7,500 Up to 16,000 Up t0 20,000 Up to 60,000 Up to 15,000 Up to 15,000 Up to 40,000 Up to 60,000 Up to 30,000 Up to 30,000 Up to 60,000 Up to 60,000
RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4
Monochrome LaserJet!
A4 A3 A4 A3 A4 A3
— = —t | ,
=] - .
. p D e ¥ - P = B= n Ol i Ol
—, - - B ) @ = 3 | @
=5 = - = N BN B A ~ M | M
LaserJet LaserJet LaserJet LaserJet LaserJet LaserJet LaserJet LaserJet LaserJet LaserJet LaserJet Laserdet LaserJet LaserJet Laserdet LaserJet Flow LaserJet
Managed Managed Managed Managed Managed MFP Managed Managed Managed Managed Managed Managed Managed Managed Managed Managed Managed
E40040 MFP E50145 MFP M42623/ M72625/ MFP E730 MFP E731 MFP E826 E60155 MFP E62655 MFP E826 E60165 MFP E62665 E60175 MFP E62675 MFP E826
E42540 E52645' M42625 M72630"
Up to 42 Up to 42 Upto45 Up to 45 Up to 23/25 Up to 25/30 Up to 25/305 Up to 30/35/40 Up to 50 Up to 55 Up to 55 Up to 605 Up to 65 Up to 65 Upto75 Upto75 Up to 70°
ppm (HP High ppm (HP High ppm (HP High ppm (HP High ppm? ppm2 ppm? ppm? ppm? ppm? ppm? ppm2 ppm? ppm? ppm? ppm? ppm?2
Speed)? Speed)? Speed)? Speed)?
Up to 900 Up to 900 Up t0 2,300 Up to 2,300 Up to 600 Up to 2,180 Up to 2,180 Up to 3,140 Up to 6,140 Up to 4,400 Up to 3,750 Up to 6,140 Up to 4,400 Up to 3,750 Up to 4,400 Up to 3,750 Up to 6,140
input® inputd inputd input® inputd inputd input® input® inputd input® input® inputd input® input® inputd input® input®
Up to 7,500 Up to 7,500 Up to 15,000 Up to 15,000 Up to 5,000 Up to 40,000/ Up to 16,000 Up to 20,000 Up to 60,000 Up to 30,000 Up to 40,000 Up to 60,000 Up to 40,000 Up to 40,000 Up to 50,000 Up to 40,000 Up to 60,000
RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 45,000 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4 RMPV4
RMPV4




HP Color Laserdet Enterprise 5000/6000



Key Concepts for Office

HP Smart Universal Print Driver



HP Smart UPD

Overview

* Dramatically reduces the number of drivers IT
manages and improves user efficiency

* Single-driver solution that enables the customer
to connect to and use HP printers (a low-end
Inkjet to a LaserJet Pro, a LaserJet Enterprise to a
Copier Class device), without installing individual
printer-specific drivers

* Simplifies printing for users with a common user
interface

e Common look and feel across universal and
discrete drivers

E:J HP Smiart Uneversal Prnting (v2.07.1)

Printer HP Color LaserJet Flow EST740

Presat Factory Defaults

~
i,

Basic

Document

Document

nishing Advanced
MNormal print W
Seting
ND L
1 page per sheet "4

D Letier 8.5 x 11 inches

Summary of Changes

@ HP Confidential




Key Concepts for Office

HP Workpath



HP Workpath

HP Workpath helps customers be more productive in the changing world

HP WORKPATH

REMOTE SUBSCRIPTION VERTICAL CLOUD

Manage Apps on Pay-as-you-go Apps for Integrate into
Devices from Education, Health, customer’s cloud
Home or Office Legal, etc applications

No Upfront
Investment




HP Workpath

Secure app platform that enables seamless device integration into digital applications and workflows.

HP WORKPATH - COMPONENTS

APP DELIVERY SECURE CLOUD DEVELOPER
CATALOGUE PLATFORM SERVICES PROGRAM

Wide variety Easy remote Powerful and Rapid creation /
of apps app management secure cloud customization

(HP Command Center)



HP Workpath

—— - Cloud Connectors —— Default Capabilities — Education - Healthcare | Government =~ DocMngmt
= ®- i . e
@ . % i - ' M-Files
) S o (15
HP for HP for HP for Scan2  Scan? Kuario  Connect to lcon DICOM eCompulsa Doc2me —
Box Google Drive  OneDrive email FTP Moodle M-Files
=
""" Cloud Pull-Printing ~ ~ CloudFax — ~— Capture
HP for HP for Scan 2

OneDrive Business  Sharepoint SMB
™ =
3
© <+« E O

1~ Accounting - - HR - Travel - [ Security — p
FaxCloud - OptimiDoc
Oneq Evgrr;i/nOtne TeaklLead
=
HP for  HP for HP for HP for Secure More than 90 ADDS available
iManage  Clio Sage Intacct SAP Concur Access . .
Link: Global Solutions Catalog

https://www8.hp.com/us/en/solutions/business-solutions/workpath.html?jumpid=va_rjmgewkysb


http://gsc.ext.hp.com/

Key Concepts for Office

HP Manageability



HP Web Jetadmin: your fleet management solution

Fleet security

=, (]
/

7,
Proactive ¢
management Using a single tool:
 Discover devices

» Configure devices

» (Create device groups and templates
» Conduct remote diagnostics

» Upgrade device firmware

» Monitor and manage supplies

i,

-1

Advanced
reporting

52 04407034, July 2017, Rev. 1

Fleet

Problem
resolution

deployment



HP Security
Manager

The way you mitigate
print security risks

7




Enterprise-level Security Policy Settings

More than 250 security items can be managed

Job storage 1 1

File system access . . authentication AUthentlcatlon
protocols Authentlcatlon LDAP Server Send toe-mail  Send to folder

D evice . 802 1x Authentication Job creation authentication authentication authentication

SErVICES Authentication Service Location .
t l Web Services
prect  CONLIO Protocol (SLP) Discovery
connect FTP Firmware NEtwork Remote . BOﬂJOUl’ (WS-Di )
ports ~ Controlpanel Update . D iscovery
lock Services Firmware evice
Fax speed  File erase Novell remote upgrade diSCOVE ry Link-Local Multicast Name
dial lock ~ mode configuration Telnet Resolution Protocol
SNMPv1 /v2 Public Allow return TCP/lP Printing
PIL password C d S[\fMpr?j username email acrl]dreSS (P9100) Pr|nt|ng
Device PIN . 0 change
Dresence | redentials Credential Email File Trancfor  Internet Printing
Admin (EWS) password type Secondary email authentication P § lS Protocol
File system password Fax PIN R : . rotoco
estrict Addresses Maximum Novell (IPX/SPX)
Bootloader password presence attachment size

7



HP Security Manac

HP Security Manager makes it easy to
monitor and protect your entire fleet :

e Strengthen compliance to corporate / \

Create/review policy

security policies e Q | B8 E] e
e Streamline security management by l |

automating many processes ¥
e Secure new devices immediately with

Instant-on Security R = [j] Aosesy

* Get efficient fleet management of
device certificates \ O

Remediate devices




HP JetAdvantage Security Manager

UHEHY S e

Create/ Add Assess Remediate Renew Review
renew policy devices devices devices certificates results




" BEFORE

RECYCLED PACKAGING TRANS- BLUE ANGEL FOREST ENERGY HP PPP RESPONSIBLE SECURE
CONTENT PORTATION CERTIFICATION FIRST EFFICIENCY RECYCLING EOL
& PAPER WASTE

HP Confidential. For HP and Partner internal training purposes only.
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/ ) P-poly

Plantronics Plantronics on Plantronics Poly acquired
HP founded founded the Moon acquires Polycom by HP

HP delivering
the future of

work
HP oscillator in theaters HP enters computer Polycom Polyis born
showing Fantasia market HP 2116 A founded
D poly
e @ Polycomr

- . @ | p-eoly
HP Confidential. For HP and Partner use with Customers under HP CDA



Unified platform to lead hybrid work

Empowering end users to be seen
and heard

HP’s Strength
Compute, print and displays

Poly's strength

Headsets, desk phones, video
and room solutions

Enabling IT to manage and secure
in a hybrid world

HP’s Strength

Security, manageability
and services

Poly's Strength

Peripherals management,
insights and room services

61



POLY STRATEGIC FOCUS

Building a smarter system for communications and collaboration

RS Microsoft

Zoom CISCO
RingCentral BlueJeans
8x8  “GdToRoom

[

Conference Video Desktop Headsets

AT THE DESK—HOME OR OFFICE
HUDDLE SPACE ON THE GO

CONFERENCE ROOM

- poly

CUSTOMER SERVICE

Software

IT TOOLS

Services

SUPPORT AND
SERVICES

62



We deliver the future of work

So you can be seen and heard with incredible clarity—no matter where you work

r1
ENTERPRISE Q W REMOTE/HOME
(s
Small & Medium Open office Large

rooms headsets rooms
—

Conference Desk phones Personal Meeting Spaces
phones

—

63
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Poly Studio P5 Poly Studio P15

HP 320/ 325 HP 620/625 HP 960 / 965 HP Presence Allin One

[

SHURE
o\ = biamp.
___________ ' APPSPACE
Raydiant

Accessories

GROUP VIDEO
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SPACES WORKSTYLES

Office
Communicator

Office Collaborator

Focus / Small

Remote Collaborator
Jumen =

Flexible Worker

I
.

Q
¢

Connected Executive




FLEXIBLE, CONSISTENT & EQUAL EXPERIENCES
ACROSS ALL SPACES AND PLATFORMS

Pro-grade . =
A E @ audio and E
= = S & video across af \a
g g £ spaces and 1y 2
devices
e
(e 282 2]
SRy

22

o il [} -Q
Next-generation Beamforming Microphone Array

O poly

Conversation Mode



NEXT GENERATION VIDEO CALLS

ONE EQUAL EXPERIENCE, REGARDLESS OF LOCATION

i Poly Proprietary and Confidential — Internal Use Only 67



True wireless earbuds for work and life

PERSONA: FLEXIBLE WORKER

68

Legendary Poly audio for clear calls and immersive music listening.

Call and media control with the touchscreen charge case (Voyager Free 60+ UC).

Certified for top virtual meeting providers and centrally manageable.

Voyager Free 60+ UC

Carbon Black White Sand Touchscreen charge case

Voyager Free 60 UC

o
Jo[Je




p-poly | ()

Delivering the
future of work
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HP W0|f Security

Resilient PC security
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HP WOLF SECURITY




Cyber threats continue  gg'+>
to evolve as attacks are.. 7. fiy

©

More More More
frequent sophisticated diverse

Ransomware volume has increased ‘Double-extortion’ ransomware Supply chain, PCs, firmware, servers,
232% from 2019 to 2021 damage has skyrocketed 935% cloud, networks and identity

@



Difficult to Ultimate PC
detect control

Hard to
remove

Persistent




Trickboot

Lojax MosaicRegressor VT riekbo!

UEFI bootkit UEFI bo|otk|t MoonBounce
UEFI bootkit

FinSpy ESPecter
UEFI bootkit UEFI bootkit

83% Security Decision Makers experienced at least one firmware attack from 2019 to 2021

@



User

Applications

Operating System

BIOS

Endpoint Security Controller

Supply Chain




Built on 20+ years of
endpoint security innovation

HP WOLF SECURITY

Setting endpoint security industry standards
Established standards for TPM, BIOS, Firmware Resilience eCU rlty

TRUSTED' NIST AR
@ COMPUTING Nafional Inskitute of ISO
LABS GROUP Standards and Technology NI

Pioneering hardware-enforced security

e Close security partnerships to drive industry
%@ state of the art (Intel®, AMD® and Microsoft®)

Strengthened security advancements with Bromium

@ ‘ Bromium




HP supports and extends Intel's, AMD’s and Microsoft's security
features to provide differentiated, industry-leading protection

AMDA

intel.

* Intel Hardware Shield
* Intel BIOS Guard

+ +

* AMD Memory Guard » Microsoft Secured Core
* AMD Secure Processor — Secure Launch

— Virtualization-Based
Security for OS
— Cloud-based recovery

= Microsoft

> ]

e HP Sure Admin e HP Sure Start
e HP Sure Click * HP Sure Recover
» HP Sure Sense * HP Tamper Lock

* HP Sure Run

The World's Most secure PCs

@

HP WOLF SECURITY



What makes HP Wolf Security different?

Uniquely protected by hardware

Built different at the core with HP's Endpoint Security Controller (ESC) 100 miillion

devices shipped

No reported firmware

: e B v breaches
< : > . Always running, & O
‘ PILEGBYERErC @ evenwhenthe PCisoff K@y s
@ Physically Isolated

Ongoing monitoring

In FIPS Approval
ip) and ANSSI Certified



HP WOLF SECURITY

@

Validate

firmware before running code

Stop

corrupted code from running

Recover
a safe copy of the BIOS

Prevents

malicious peripheral attacks



Pioneering security below-the-OS
Protection from malicious peripheral attacks

&) & aee @
FIRMWARE VLTI LTI LTI L T 1T LT DT 020 LT LT 20 T 2T T T T 2 2 20 2y T 0y 2 2 2020 77

Virtualization Based BIOS Protection
Via HP BIOS HYPERVISOR

%% Network
N, Card

HP BIOS

A / #; HP Endpoint Security Controller

HARDWARE

New for 2022

Commercial
PCs




Recover more than just the BIOS

HP Sure Start can recover the entire flash including the following

HP Firmware

HP Firmware Settings

Partner FirMmware

HP UEH BIOS

HP UEH settings

Intel/AMD specific SoC
boot critical content

Intel Management

HP Endpoint Security Controller HP Factory Engine firmware /
firmware configuration AMD Secure processor
firmware
Secure Boot key
databases




NIST Special Publication 800-193
NIST [—
Netional tnsinte of
U Seperan o s Platform Firmware Resiliency
Guidelines
Protection Guidelines
BIOS .
Recommendations of the National Institute
of Standards and Technology
harge from:
00193
David Cooper
WiegmPolk | TCOMPUTER SECURITY
Andrew Regenscheid
Mungish Souppaya
NIST
Mol insrte of
Srondards ond eohnaiony
Descrimat o Comees

201 2019

BIOS Protections Firmware Resilience
NIST SP 800-147 NIST SP 800-193

7z

@

:ﬁ )

HP
SURE START
WHITEPAPER

Learn more:
HP Sure Start

Whitepaper


http://h20195.www2.hp.com/v2/GetPDF.aspx/4aa7-6645enw.pdf
http://h20195.www2.hp.com/v2/GetPDF.aspx/4aa7-6645enw.pdf

HP WOLF SECURITY

Behind the scenes of HP Sure Start

@

Firmware

Resiliency

Ability to detect,
protect, and auto-
recover system
firmware critical
to booting the
system

Hardware-
Enforced
Protection

HP ESC verifies
firmware code
independent of the
OS or CPU

@ @
A

Pre-Boot
Security

Protection for the
BIOS settings &
firmware prior to
booting up

9

Runtime
Intrusion
Detection

Detect firmware
attacks and
BIOS setting

Memory Stop
Protection Malicious
Peripherals
Prevent pre-boot
DMA attacks )
Hypervisor prevents
connected devices

frominfecting the PC

Exclusive feature of Gen7



Hardening the endpoint with hardware-enforced protection

Lock device
for transit
(From Factory)

Safely and effectively erase
sensitive data (Secure Erase)

Find, lock, and wipe PC

Detect physical tampering
and auto secure the PC @
(HP Tamper Lock)

Secure PCintegrity

(Platform
Certificate)

Boot with authentic
firmware (Sure Start)

Secure, modern
management of
firmware settings
(Sure Admin)

regardlessif it's off
(Protect and Trace)

Recover a secure copy of
the OS (Sure Recover)

Control camera
privacy
(Sure Shutter)

) Control screen
o privacy (Sure View)

Protect critical
security applications
(Sure Run)



HP Wolf Security Capabilities

Delivering the world's most secure and manageable PC

HP Wolf Security Controller

HP Wolf Security Controller

Security Management

Threat Intelligence

Capability Table Key

Available as an added purchase

Added factory service available

[« F |«

Preloaded on WPS Edition PCs

HP Wolf Security Controller

Attack Visualization

Sure Click &. $

- Sure Sense Sure Click ’l' $

Security —
Software Next-Gen Antivirus Threat Containment Credential Protection

Sure Shutter Sure View $ Secure Erase

Camera Privacy Anti Visual-Hacking Secure Data Wipe

Sure Recover Sure Admin kﬂ Sure Recover Flash $
Platform
Security OS Recovery Secure BIOS Administration Local OS Recovery

Sure Start

Firmware Resiliency

Sure Start

Firmware Threat Detection

Platform Certificate

e
$

Integrity Validation

Sure Access $
Secure Privileged Access
Protect and Trace $
@ Find, Lock, & Erase

HP Tamper Lock kﬂ
Intrusion Protection

Sure Run

Application Persistence

HP Confidential. For HP and Partner use with Customers under HP CDA only.
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HP Sustainabill

Digital For Yo

-

Hans De Ba






https://hpwwstudio.com/Sustainbility/video/Go%20Beyond%20External%20Sizzle.mp4
https://hpwwstudio.com/Sustainbility/video/Go%20Beyond%20External%20Sizzle.mp4
https://hpwwstudio.com/Sustainbility/video/Go%20Beyond%20External%20Sizzle.mp4

"Consumers expect
sustainability”

of people are prepared to take action
to live in a more environmentally
conscious way

of consumers want brands to help them
be more sustainable

of enterprise professional respondents
have screened out potential suppliers or
products on ESG concerns at least once

Kantar Sustainability Sector Index 2022



“Our ambitionis

to be the most

sustainable and just

tech company.”

Enrique Lores
Chief Executive Officer




HP aims to be
the world’'s most
sustainable and
just technology
company.

Our ambitious agenda is rooted
in science and aligned to the

UN Sustainable Development
Goals. It connects HP to the
most defining and urgent issues
of our time and where we can
have the greatest impact.

PLATINUM

2021
. ecovadis

|Sustainability
| Rating

CLIMATE WATER FORESTS

SUPPLIER ENGAGEMENT LEADER

Sustainability impact report

Carbon

o Circularity
emissions

Forests

Climate Action

Culture of
inclusion &
belonging

Social justice,
racial & gender
equity

Human Rights

Healthcare

Economic
opportunity

Digital Equity

1/
2021 HP Sustainable Impact RM
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Dow Jones
Sustainability Indexes

Energy Star

For 5th year in arow,
recognized for delivering
product energy efficiency.

Dow Jones
Sustainability Indexes

Ranked #1in our industry—and
listed on the World Index for the
11th year in 2022.

N CDP

CDP Worldwide

Only tech company globally to receive Triple
A score across Climate, Forests, & Water

lists and Supplier Engagement Leaderboard.

SPHERE

GOOD. SMART. BUSINESS. PROFIT.

Ethisphere

One of only 135 companies around the
world to receive this honor.

Newsweek

Ranked 1st in America for environmental,
social, and governance performance for
the 4thyear in a row.

-
rd

(o GLOBAL (0(0)8

.‘ THE WORLD'S MOST SUSTAINABLE CORPORATIONS

Global 100 Award

HP was named one of the 100 Most
Sustainable Corporations in the World
for the 8t year in arow.



WE PUT
OUR PLANET

BEFORE-
USE

AFTER USE

DURING USE

N

OCEAN-BOUND RECYCLED SUSTAINABLE EP EAT ENERGY SAFER SECURE RESP ONSIBLE PLANET
PLASTICS MATERIALS PACKAGING CERTIFICATION EFFICIENCY  MATERIALS REPURPOSE RECY CLING PART NERS



Digital inclusie
In Belgié

Digital K
for Youth




Verontrustende vaststelling!
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Bijna €én op twee Belgen is digitaal kwetsbaar

Digital K
for Youth




We streven naar een dubbele impact

Maatschappelijke impact

In onze wereld is een digitale basiskennis
even essentieel als kunnen lezen en

schrijven.

‘Digital haves’ en ‘digital have-nots’
zijn een realiteit in Belgié. Niet iedereen
heeft toegang tot de digitale wereld. Die

toegang begint met een eigen laptop.

Ecologische impact

Afgeschreven laptops en apparaten
hebben geen boekhoudkundige waarde
meer. De sociale waarde van deze

apparaten is echter nog steeds erg hoog.

We geven ‘afgeschreven' IT apparaten een
tweede of derde leven, wat perfect past

binnen de circulaire economie.



Dat is de reden waarom Digital for Youth
tweedehands laptops aanbiedt en naar

digitale inclusie in Belgié streeft.

A
21.700

laptops geleverd aan
scholen en
jongerenorganisaties sinds
2019



Onze visie
Sustainable Development Goals United Nations

SUSTAINABLE g™
t‘f@ DEVELOPMENT ‘*‘m&ALs
17 GOALS TO TRANSFORM OUR WORLD

NO 2 IERD G000 HEALTH 4 QUALITY GENDER
EDUGATION EQUALITY

POVERTY HUNGER AND WELL BEING
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DEGENT WORK AKD

INDUSTRY, INKOVATION REDUGED
ECONOMIC GROWTH 9 10

11 SUSTAINABLE GITIES 12 RESPO
INEQUALITIES AND COMMUNITIES ﬂﬁ'ﬂln

CLIMATE PEACE, JUSTICE PARTNERSHIPS
13 ACTION 16 AND STRONG 17 FOR THEGDALS @
INSTITUTIONS
SUSTAINABLE
DEVELOPMENT
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Hoe doen we dat?

We verzamelen uw functionele

en niet-functionele ICT-

apparatuur

Het is gratis

se: blancco

Eén gerecycleerde laptop staat

gelijk aan een vermindering van

160 kg CO2

Het is duurzaam

We zorgen van A tot Z

We leveren certificaten voor Laptops worden geleverd aan
‘data wipe’ en ‘recycling’ sociale projecten in Belgié
Het is veilig Het heeft impact



Onze sociale impact

1.975 laptops verdeeld aan 74 projecten
in 2022

=

Maks vzw

"Met de laptops konden we een uitleendienst
ontwikkelen en ons aanbod uitbreiden en
versterken. We gebruiken de laptops ook voor
onze workshops media-educatie. Zo bereiken we
een breder en gediversifieerder doelpubliek.”

— Infor Jeunes Waterloo vzw

MFC Sint-Gregorius o %
-v?: P2 & S
| JRp 9
= il - 7 o - ‘
' \ - .-: 2 A ‘ﬁ

zowel binnen hun gezin als bij hun vrienden op
school. Zij voelden zich deel uitmaken van een

"Het is duidelijk dat de jongeren zich
gewaardeerd voelen door wat ze leren,

samenleving en niet langer een outcast.”

— The Young Computer School



Onze ecologische impact
Ecologische impact reductie door het verlengen van het leven van 1 gedoneerde
laptop met 4 jaar

0%

49g 1,9kg 160kg CO:-eq 34g 1,4-DC eq 10m?

CONFLICT ELECTRONIC GLOBAL TOXIC LAND USE
MINERALS COMPONENTS WARMING MATERIALS

‘ maintained at .
recirculated high value avoided avoided
(40% less waste) (40% less waste) (25% less) (40% less)

avoided
(40% less)

Note: Current calculation based on average impact savings for life extension of electronics by four years. Future work will include an impact
analysis of CTG’s reverse logistics and refurbishing operations for a more robust environment impact assessment.



Onze donateurs zijn

3

A

JEAN-NOEL
FUNTOWICZ
A\

"Nous avons choisi DigitalForYouth.be pour
sa procédure de don simple et la certitude
de I'effacement des données restantes.
Nous avons rec¢u un certificat de don ou de
destruction reprenant chaque n° de série."”

RSVZ INASTI X DIGITALEFORYOUTH.BE

tevreden

SERGE JACOBS

"De creatie van een belangrijke

maatschappelijke meerwaarde met
ons afgeschreven IT-materiaal.
Dat is de voornaamste reden voor onze
samenwerking met DigitalForYouth.be."”

ETHIAS X DIGITALFORYOUTH.BE



Zij vertrouwen ons al... en vele meer!

-@Qwv wA) ?(& D daoust

@Pﬁzer 8 MEDIAHUIS 6 micnae

loterij

'% g?rlllfl)lgisew handicap et ﬁ) ias Deloitte.

3 AVIQ

7o

Proximus
enterprise

THOMAS

M RC

/ﬂ!cegeka




We werken nauw samen met vele overheden

Donoren: Sociale projecten:

Vlaamse Overheid: Agentschap Natuur Gemeente Borsbeek (OCMW)

& Bos, Ag. Overheidspersoneel, Ag.
9 Waalse gemeenten (CPAS) voor

Opgroeien, Ag. Onderwijs, Dep't
Oekraiense viuchtelingen

Financién en begroting, Vlaams Energie-

en Klimaatagentschap etc. Nooddorpen Antwerpen-Linkeroever

en Mechelen

Steden en Gemeenten: Stad

Oostende, Gemeente Stekene etc. Etc.

Politiezones etc.



Doe een donatie

1. Hardware donatie

Laptops, desktops, printers, schermen, servers, etc. -->
"one-stop-shop" om het voor u te vergemakkelijken

2. Financiéle donatie via de Koning Boudewijnstichting

BE10 0000 0000 0404

***196/0360/00088***
3. Neem contact met ons op! ‘%‘
hans.debacker@digitalforyouth.be B
016 28 49 78 of 0473 70 81 02
www.digitalforyouth.be Béﬁgéﬁm‘{’,“
STICHTING



mailto:Info@digitalforyouth.be
http://www.digitalforyouth.be/
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O O O O
Before 2020 2020 > 2021 2022 >2023 2024+

Occasional Remote work. Forced Remote work. “Forced” return to Office. Era of hybrid flexibility!

v
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CONNECTED PRODUCTlVE SECURE

7 50/ of employees expect the same productivity and support levels that they had
O intheir prior company-provided workplace, wherever they now physically work.

63% of ITDM's say their resources are drained by device management and support.

7



“REINVENTING work in
HYBRID redlity by

EMPOWERING the
Workforce &

Organizations

To work at their best
anywhere, anytime.”




SET UP

SET UP SERVICES

Helps IT:

Deliver best device experiences
for their employees!

= Configuration services

= Deployment services



Set Up services

Set Up - Configuration services

HP Custom System Settings Services

Configure BIOS settings/parameters as per the customers’ requirements.
— BIOS settings, Intel vPro setup & config, include customer logo in bootup....)

HP Image and Application Services

Build / load / Install a specific software image or application.

HP Integration & Packaging Services

Packaging and drop-in-the-box service to include HP and/or third-party HW,

accessories and custom documents in the packaging.

HP Asset Labeling & Tagging Services

Protect your assets through physical and electronical tagging.



Set Up services

Set Up - Configuration services

HP Dynamic Configuration Service
Configure Pc’s with latest Image & Apps via Microsoft SCCM®) (MECM ),

HP Device Provisioning Service

Cloud-based, modern device provisioning, through Microsoft Autopilot process,
providing the customer with a real “out-of-the-box"-experience (“white glove”).

' Microsoft System Center Configuration Manager.
) ) Microsoft Endpoint Configuration manager. @



Set Up services

Set Up - Deployment services

HP Logistics Services

Get your devices delivered when, how and where you need them.
— Inside delivery, Campus delivery, Consolidated delivery, Home delivery....

HP Installation and Data Migration Services

Broad range of custom installations and/or data migration services.
— Unpacking, Data Migration, Power-on and boot, configuration security setting, network connection,...

HP Deployment Project Management services

A custom service for managing and coordinating a PC deployment for your
business.




FIX SERVICES
Helps IT:

Resolve employee device issues with
minimal impact to their IT Teams

Repair

FIX

Replace



Fix services

Fix - Carepack services: simplified portfolio

HP Care

HP Offsite support/Pick Up and Return.

HP Onsite Care

Remote assistance and onsite support for covered hardware.

HP Active Care

NBO Carepack with additional predictive device health analytics on
HDD, Battery, Thermal health, BIOS settings.

ALIAILONAOdd OL d344dS




Fix services

Fix - Carepack services: Optional Add-ons

HP Post Warranty

Extension of HW warranty with an additional year.

HP Travel support

Hardware support for mobile users.

HP Defective Media Retention (“DMR”)

Allows the customer to keep their HDD (data) when defective and ensures
replaced by new HDD.

HP Accidental Damage Protection (“ADP”)

Safeguard hardware against accidental damages.



Fix services

Fix - Carepack services: Optional Add-ons

HP Priority service

Enterprise-level, support services to reduce help desk workloads for HP
commercial printers and PCs.

Priority Access:
access to support agents, online case management.

Priority Access PLUS:
+ dedicated support contact, performance reporting.

Priority Management:
+ support manager, parts prioritization, performance management.



PROTECT SERVICES
P helps:
@ T fortify the first line of defense with

HP Wolf endpoint security solutions
that safeguard:

People

PROTECT

Devices
Data



Protect services @

Protect services: BELOW, IN and ABOVE the OS

HP Wolf Security for Business

Foundational, built-in security. Hardware-enforced endpoint protection.

HP Wolf Pro Security

Is a comprehensive security suite that helps small to mid-sized businesses
defend against endpoint attacks.

HP Wolf Enterprise Security

Eliminates disruptive, high-risk threat vectors in Enterprise-sized businesses.




Protect services @

Protect services: BELOW, IN and ABOVE the OS

HP Wolf Protect and Trace

HP Carepack that provides a complete hardware-enforced Find, Lock and/or
Erase service.




OPTIMIZE SERVICES

HP helps IT:

Anticipate
|dentify
Resolve problems.

To give them more visibility and control
into issues, before they make an impact
on business.

OPTIMIZE




Optimize service J

Optimize services: HP Proactive Insights

HP Proactive Insights

Cloud-based endpoint management service that delivers device analytics
(HP Techpulse telemetry) and Al-powered insights and reports, intended to
optimize a customer’s device management and planning. (device health,
performance and security).

= Multi-OS.
=  Multi-vendor.




RENEW SERVICES

HP helps:

IT phase out end-of-use devices
=  Securely

Responsibly

RENEW




Renew services

Renew services: secure and responsible phase-out of end-user devices.

I - " \ l‘ = “\l " e :
| 68 A& gghe s HP Deinstallation Services

Removal of PCs, displays, and peripherals from an End-user location and move
them to a designated location.

HP Sanitization Services

Permanent and secure erasing of customer data, by either wiping or destroying
the hard disk drive (including Certificate of Data Sanitization).

HP Recycling Services

Collect and remove retired devices from a centralized location and transport
them to the official HP recycling center for final disposal.

HP Device Recovery Services

A comprehensive solution that includes the secure and sustainable
repurposing of end-of-use devices and provides customers with the residual
monetary value. s



Renew services: secure and responsible phase-out of end-user devices.

v/ ¥ ',!'fﬁ 7 === ‘ W
& I\ Bt
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HP Carbon Neutral Service

HP Carepack that offsets the end-to-end carbon footprint of the customers’
HP pc’s and printers.

= “Tothedoor”
= “Tothe door” +“Lifecycle”




FIX

w

OPTIMIZE

SET UP

Configuration Services
Custom System Settings.
Image and Application.
Integration & Packaging.
Asset Labeling & Tagging.
Dynamic Configuration.
Device Provisioning.

Deployment Services
Logistics Services.

Instal. & Data Migration.
Deployment Project Mgmt.

FIX

Carepack Services

HP Care.
HP Onsite Care.
HP Active Care.

Post warranty.
Travel support.
DMR.
ADP.

Priority service.

Protect Services

Wolf security for Business.
Wolf Pro security.

Wolf Enterprise Security.

W

OPTIMIZE

Optimize Services

Proactive Insights.

Renew Services
Deinstallation.
Sanitization.
Recycling.

Device Recovery.
HP Carbon neutral.
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De hybride en duurzame
werkplek in de praktijk
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Positive digital flow

Ives Ledegen

Endpoint Management

Technical Expert

Microsoft Certified Solutions Associate & Microsoft
Certified Trainer

Wintel Architect

Music, passive (concerts & festivals) & active
(guitar & bass)

Aalst, Belgium
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Positive digital flow

TOPICS

=Today’s situation

»Traditional mgmt (no longer sufficient)
=Modern mgmt : INTUNE
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Positive digital flow

Today's situation
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ICT consequences impact everyone: R

End Users ICT department Management & C-level:
Massive teleworking Infra changes Increase costs
- Centralized Files - Urgent * Sudden
* No collaboration platforms « Drastic * Big
« Unexpected
« Slow connectivity (VPN, « Infra

.  Necessar
home Wifi ...) - Network, VPN, capacity, bandwidth, y

« No mgmt
No inventory, no reporting
No updates, no security

Software distribution, ...
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Positive digital flow

And add to that ....

CYBER ATTACKS !l
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Cyber attacks

« Cryptolockers
« Phishing
« Pass-the-Hash attack

37,982 incidents in 2021. More than 100 each day. An increase of 37 % compared to 2019.
(Belgische Kamer van Volksvertegenwoordigers)

Belgium suffers first digital attack on ATMs
(VRT, Sat 04 Jul 2020 )

Belgium's parliament and universities hit by cyber attack
(euronews.com, May 5th 2021)

Belgium hacked, most likely by China
(euractiv.com , May 26, 2021)
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Positive digital flow

Traditional MGMT is no
longer sufficient




Branch Office

inetum.”
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Traditional topology

« Focus on "star"“-shape
« Centralized Management topology

« “Qutside bad, inside good ..."

Branch Office
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Situation today

« More & more people in “bad outside”

« LAN/WAN design not adapted to new situation

« Users traffic / . i
« Mgmt traffic /

« VPN performance\

o “Hat tricks”
« Split tunnel VPN
« “Empty” Distribution Point SCCM
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Positive digital flow

Modern management:
INTUNE
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Microsoft INTUNE

Microsoft
. Cloud Service Intune

Component of EM+S

« Mgmt & security

 Device : MDM (Mobile Device Management)

- Applications : MAM (Mobile Application Management)
« Identity : (MFA + Windows Hello)

« Laptops, smartphones & tablets Enterprise Mobility + Security
Windows 10/11, iOS, MacOS, Android
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Microsoft INTUNE

Microsoft

. Complete lifecycle Intune

« Deployment & distribution
 Windows Autopilot (W10/11)
* Application mgmt & data protection

« Updates distribution

« Mgmt & security
» Policies
« Configurations & restrictions

« Information
« Inventory, reports, compliancy...

« "End of life"
+ Delete, Wipe, Reset possibility




Microsoft Azure

inetum.”
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Positive digital flow

Microsoft Intune

Azure Active Directory

[

Profiles Configuration
policies

compliance

complianoe

Conditional Access Authantication
configuration !
palicies il

& authorization
palicies _:

Data_ﬂ:lr Rezad device
compliance compliance
calculation information

Graph API —
—
—
Configuration = .
& regming Telecom Mobile Threat Metwork Access
EXPENSE Defense cannector Control partnier
management
Mobile thraat
Ltz fram aszgszment
- telco on uzage
L |
]

Q A

£
Custom  LOB apps
\Web apps

On-premises
network

Web console
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Complete management tool

Autopilot (Deployment) @

Factory or corp img =S|
Connection (Azure AD &
Hybrid Domain Join)

Windows Autopilot

=

Intune (Management)
Software
Updates
Upgrades
Drivers
Lic (subscription)

EM+S (extension)
Encryption
MFA
CA

YYHfB -“l

Enterprise Mobility + Security

footer 1 4 3
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Windows Autopilot

« Goal

« New experience for end users on new devices
« Zero-touch deployment Windows workstations
« Cost of re-imaging\

« No maintenance of TS, images & drivers

« Remote wipe/reset

« Deploying new devices
« Starting from OEM pre-install
« Integration in the device supply chain

« Reset

 No re-image

« Remote

« Re-enrollment to "business ready" status
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Windows Autopilot

3 (simple) steps

1 - Device registration (by HW vendor)

« Automatically register devices in Autopilot services in Azure AD
tenant

« 2 - Profile creation & assignment (by IT admin)

« Profile + assign

 Create custom settings

« Assign lic to user

« 3 - Shipping (to end user)
« Unbox + power-on + Network
« Home/office/ ...

« Azure AD credentials + MFA




Windows Autopilot:

Tier 1 CSP
/ Direct
Provider

) /%
R
- OR - . Registe < >
Microsoft evice IDs (Tuples) A
HM Configure
EEEm Windows

Windows Autopilot Autopilot profile sync Intune

Device sync

;:g\llt;(ej(é: TiIenrdizreCcip f_ﬁ Autopilot profile
Distri Reseller é rR_l
3 AT
£ IT Admin

<

%) - (&)

Deliver device direct to Employee
Employee

unboxes device,
self-deploys
o
HE

Windows Autopilot




Zero touch deployments for new PC

Save time with secure deployments and automation

What you can do

Rapidly onboard digital workers

Ship new devices to employees
anywhere

Simplify authentication and
automate MDM enrollment

Local upgrade to Enterprise edition

Ensures app & user data are
available

How you can do it

Zero Touch deployment with
Windows Autopilot

MFA based on Azure AD with
Windows Hello for Business

Automated Windows Enterprise
activation

Deploy targeted apps for instant
productivity

inetum.”

realdolmen

Positive digital flow

DEPLOY

Why it
matters

"Device deployment and
provisioning using Autopilot,
including document migration,
saves several hours per device
implementation, adding up to a
three-year PV of $102,000 or
$137 in time savings per
deployment.”

-Forrester TEI study Windows Pro devices
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Microsoft Intune
« Software

« Updates

« Upgrades

* Drivers

« Licenses (subscription)

« Compliancy
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Intune - Software =

« Different types

« Microsoft Store app (new & legacy)
« Microsoft 365 Apps

« Microsoft Edge

« Web links

« Line-of-business app (MSI)

« Windows app (Win32)

« I New version = new “package” !

« 3rd party : SCAPPMAN
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SCAPPMAN

3rd party

« Cloud Service (only AAD)

+ Freewares

« (un)install, Automatic updates, (re)deploy ...

« Via portal : https://portal.scappman.com

footer 1 5 O
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Intune - Updates &
Upgrades OS

« Update rings

« deferral of feature & quality updates
« Feature updates

« Ex: 21H2=>» 22H2 upgrade

« Quality updates

« Driver updates

Manual / automatic approval

« Windows Autopatch

« Automated patch management service
Patching of M365
E3 or +

footer 1 5 1




Windows Autopatch

Microsoft Endpoint Manager admin center

inetum.”
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Positive digital flow

Connie Wilso

ﬁ Home

[Ed Dashboard
* = All services
Cj Devices

Apps

@ Endpoint security
L’;-'l Reports

& Users

J& Groups

A2 Tenant administration

X Troubleshooting + support

«

Home > Tenant administration

Tenant admin | Tenant enrollment - X

/)

O Searc

:b Tenant status

4.5 Microsoft Tunnel Gateway
’0 Connectors and tokens
= Filters (preview)

"“,' Roles

@ Azure AD Privileged Identity Management
n Diagnostics settings

‘ Workbooks

HJ Audit logs

¥ Device diagnostics
b 9

End user experiences
"'I Customization
2 Custom notifications

TJ\' Terms and conditions

Windows Autopatch

Y= Tenant enrollment

«

Welcome to Windows Autopatch

Windows Autopatch is a monthly subscription service to manage all updates for Windows 10 and Windows 11
environments, Windows 365 clients, Microsoft 365 apps, Microsoft Teams, and Microsoft Edge. For technical
information, learn more about Microsoft Autopatch. If you're unfamiliar with Windows Autopatch, learn more
about the service generally.

To enroll your tenant, start with the readiness assessment tool

The readiness assessment tool checks certain details of your Intune and Azure AD settings to ensure they're ready
for the best experience when you enroll in Windows Autopatch. Run this tool whenever you want to confirm
you've taken care of any reported issues.

We'll give you a list of things you need to do before enrolling in the tool, learn more about our prerequisites. You
must be signed in as at least Intune admin to run this tool. Some checks require additional permissions. Learn
more about these checks, permissions, and data storage. Once the tool shows you're ready, you can enroll your
tenant into the service. You will not need to run the tool again. You must be a Global Administrator to enroll into
the service.

This tool collects, assesses, and stores data in the service to perform the assessment. We do not collect or store
personal data, nor share your data with other services. However, we do collect system metadata and organizational
information to complete this assessment. We retain data for 12 months after you last use this tool to provide and
improve the service. After 12 months, we retain it in de-identified form without company name. You can choose to
delete the data we collect. Learn more about the checks and review the privacy statement.

Select check box to allow Microsoft to assess and store results for the readiness assessment, and then select Agree.
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Windows Autopatch

. Creating Quality Update Schedule

« Groups

Windows Autopatch

« Update Rings
When will this happen

The March 2023 Windows quality update (2023.03 B) will be deployed on the following

° FU I Iy au tO Mma tEd schedule to all Windows Autopatch devices:

Test group offered on: March 14, 2023 - Update deadline: March 14, 2023.
First group offered on: March 15, 2023 - Update deadline: March 17, 2023.
Fast group offered on: March 20, 2023 - Update deadline: March 22, 2023,
Broad group offered on: March 23, 2023 - Update deadline: March 28, 2023.

e Sends e-mails

To learn more about update rings and how to move devices between rings, refer to the
Autopatch Update Management documentation .

Reminder: The schedule above might be altered if deferral and/or deadlines are modified
for any of the rings. Furthermore, all quality updates may be expedited, or delayed, based
on Windows Autopatch health signals related to each release. Note that any service-driven
changes to the quality updates deployment will be communicated via Windows Autopatch
communications .

footer
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Enterprise Mobility & =~
Security extends mgmt

« Information protection
« Azure Information Protection

« Device protection

« Secure boot

- TPM

« Bitlocker
Defender

« Identity Protection
- MFA

« CA

- WHfB

footer 1 5 4




Secure the digital workforce with Windows 11 Enterprise ingtum.:

Positive digital flow

and Intune
< L -
Protect the digital worker Simplify IT management Power better experiences

Proactive remediation and Protected and productive

Zero Trust security built-in automation from a single . .
without downtime
source
Windows, Microsoft Intune and Injlpl{rowtad tsheC‘ér'H’ adcli_s $1.2 Windows customers can obtain
Azure AD can reduce the data mitiion to the bottom fine. between 109% and 394%
breach risk by 45% and overall The Total E . 4 Of projected return on investment.
IAM security management costs b je fote Sconomic . mpact -
50% Y g y Microsoft Endpoint Manager, “The Total Economic Impact™ Of
0 commissioned by Microsoft, Windows 11,” commissioned by
Forrester Consulting, April 2021 Microsoft, Forrester
Consulting, July 2022

@ TCO and cost savings benefits from Microsoft 365 E3 @




Reduce risks with managed security

Achieve a Zero Trust security model

What you can do

Modernize endpoint security
configuration in the cloud

Ensure least privilege access
Reduce risk of breach

Manage BYO scenarios with
policies that protect company
data

How you can do it

Migrate Group Policy Objects to the
cloud for management
consistency.

Set Azure AD risk-based
Conditional Access to control
access to resources and enforce
app-based conditions with Edge
and LOB apps

Use Risk Scores to resolve
endpoint issues and help unify IT
and security teams
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Positive digital flow V

SECURE

Why it matters

"Microsoft Intune is the center of
our endpoint protection strategy.
It sets initial configuration
through baselines and policy to
harden our Windows and iOS
devices. That way, we can
disable access for devices that
do not pass compliance policy.”

-Head of Productivity and Endpoint
Engineering
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Verify explicitly Use least privilege Assume breach
access




All this in a safe way

Review your Microsoft
Secure Score at
https://go.microsoft.com/fwlink/?

linkid=2063716

Enable stronger
authentication with MFA.

Reduce attack surface by
blocking legacy
authentication using
Conditional Access

Monitor and identify risk
events using intelligent
reporting

Set up secure devices

Unlock additional cloud-
powered capabilities with co-
management

Enable devices to differentiate
between trusted and
untrusted devices

Enable advanced threat
protection on endpoints

Report and measure device
compliance
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Positive digital flow

Leverage secure apps

Allow access to corporate
resources from trusted and
secure apps

Control app behavior to
prevent data leakage

Use Azure AD Premium and
Intune specific policies
related to Outlook mobile

Assess Windows AV

Secure and seamless access
to data using Microsoft Edge
and Microsoft Search

Protect data

Assess and create a label
taxonomy (classification of data)
and policies for protecting
documents

Enable advanced protection for
URLs, attachments, and
phishing emails

Enable automated
investigations and responses for
threats on endpoints and data




Zero Trust deployment plan with Microsoft 365

Aclickable deployment plan in the Zero Trust universe

Deploying Zero Trust using Microsoft 365 capabilities

This poster represents the work of deploying Zero Trust capabilities with Microsoft 365. This work is broken
into units of work that can be configured together, starting from the bottom and working to the top to
ensure that prerequisite work is complete.

This Microsoft 365 Zero Trust deployment stack illustrates the recommended units of work. Read more here — aka.ms/zero-trust-m365.

Teams, Power BI,

productivity apps: Microsoft Defender

Bichange * Word Endpoint devices: for Cloud Apps
On-premises file * el Windows & macOS (Saa$ application
shares an * PowerPoint data classification

Protect and SharePoint Server = Outlook and protection)

govern
sonsitive | Pilot and deploy classification, labeling, information protection, and data loss prerention (DLP)
data Create auto labeling rules Create DLP policies

Review/add sensitive information types and create

sensitivity labels Define data handling standards

Define data sensitivity schema

o Monitor device risk @ Create Defender for

and compliance of Cloud Apps policies to
devices to security protect access and use
baselines of Saas apps
Defend o
. — : Defender for Office Defender for Defender for Cloud
against threats Defender for Identity 36/ Endpoint Apps
Pilot and deploy Microsoft 365 Defender
e Deploy ion profiles to harden devi inst threats
o Configure Enterprise (recommended) Zero Trust identity and device access policies
Require healthy and compliant devices
o Configure compliance policies
To be sure devices meet minimum requirements
o Enroll devices into management
Zero trust |
foundation

Configure starting point Zero Trust identity o
and device access policies
Tum on Multi-Factor Authentication (MFA) ant
ure Intune app protection policies that don’t
require managing devices

Add Saas apps to Azure AD and include these in
the scope of MFA policies

cloud only, hybrid with Password Hash Synchronization (PHS),
with Pass-Through Authentication (PTA), or federated

Microsoft 365 Zero Trust deployment stack

. Identity Devices Security operations Information protection & governance

B Microsoft

Prescriptive solution guides

Each of these guides describe how to accomplish specific units of work that are prescribed by
the deployment plan.

Deploy your identity infrastructure for Microsoft 365
identity

aka.ms/zero-trust-m36!

ridentity infi

o
]
Getermineyour rotec o Potectyour user Deployyour
ity ol piviaged sccounts counts identty mode

Zero Trust identity and device access configurations
ka.ms/zero-trust-m365-mfa-polici

Manage endpoints with Intune and Microsoft 365

Step 1. Implement App Protection policies
Step 2. Enroll devices into management

Step 3. Set up compliance policies

Step 4. Require healthy and compliant devices
Step 5. Deploy device profiles

Step 6. Monitor device risk

Step 7. Implement DLP

Evaluate, pilot, and deploy Microsoft 365 Defender
aka.ms/zero-trust-m365-defender

Deploy a Microsoft Information Protection solution
akams/zero-trust-m365-info-protect

Manage data privacy and data protection

Integrate Saa$ apps for Zero Trust with Microsoft 365
aka.ms/zero-trust-m365-saas

1. Add Saa$ apps to Azure AD and MFA

2. Create Defender for Cloud Apps policies

3. Deploy information protection for SaaS apps

©-0-0;
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Positive digital flow

Supporting illustrations

These illustrations from the prescriptive solution guides are included here for your reference.

Zero Trust identity and device access policies
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Evaluate and pilot Microsoft 365 Defender
Defender for © Defender for
(] () Identity Office 365

0 ~
Create the Repeat for each component: Investigate Promote your
evaluation = Review architecture requirements and respond  evaluation to

environment « Enable the evaluation to threats production

* Create the pilot environment

Manage data privacy and data protection with Microsoft Priva and Microsoft Purview

0 © Assess (2] ;::":rc:& © stayontrack @ Respond
> 1 i ©

Apply Zero Trust principles to Azure laa$ infrastructure
aka.ms/zero-trust-azure-iaas

This set of articles shows you how to apply Zero Trust to Azure Storage services,
virtual machines, spoke virtual networks (Vnets), and hub Vnets.

February 2023 ©2023 Microsoft Corporation. All rights reserved. To send feedback about this documentation, please write to us at CloudAdopt@microsoft.com.

footer
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o This is also avaslable
secury
o e or o e 365
. . . Z::;k tasets or R Require Apply Level 3 479
Manage endpoints with Intune and Microsoft 365 approved apps . data protection
- = - PCs include devices running the Windows or macOS platforms L m‘:::sa'l‘j";’;“gm‘f:% ';‘:;"E’;'; :gsoff,::'ii‘;‘id"‘u;” February 2023 1

Step 1. Implement App Protection policies Phones and tablets include devices running the IS, iPad0S, or Android platforms Azure AD Premium P2 licenses u m n
Step 2. Enroll devices into management dolmen
Step 3. Set up compliance policies e digital flow

Step 4. Require healthy and compliant devices mummmmm—  Evaluate and pilot Microsoft 365 Defender
Step 5. Deploy device profiles

Step 6. Monitor device risk Defender for o Defender for Defender for Defender for
Step 7. Implement DLP o Identity Office 365 Endpoint e Cloud Apps e o
o . d
o ® S ] 9 Lo A H
Evaluate, pilot, and deploy Microsoft 365 Defender Create the Repeat for each component: Investigate Promote your
aka.ms/zero-trust-m365-defender evaluation = Review architecture requirements and respond evaluation to

environment to threats production

= Enable the evaluation
= Create the pilot environment

Deploy a Microsoft Information Protection solution
aka.ms/zero-trust-m365-info-protect

e Manage data privacy and data protection with Microsoft Priva and Microsoft Purview

Manage data privacy and data protection © Assess @ Protect& © stayontrack @ Respond
aka.ms/zero-trust-m365-data-privacy I — o govern

% ¢ i )

©-6-0-

Integrate Saa$S apps for Zero Trust with Microsoft 365
aka.ms/zero-trust-m365-saas

1. Add SaaS apps to Azure AD and MFA Apply Zero Trust principles to Azure laaS infrastructure
2. Create Defender for Cloud Apps policies aka.ms/zero-trust-azure-iaas
3. Deploy information protection for Saas apps This set of articles shows you how to apply Zero Trust to Azure Storage services,

virtual machines, spoke virtual networks (Vnets), and hub Vnets.

February 2023 ©2023 Microsoft Corporation. All rights reserved. To send feedback about this documentation, please write to us at CloudAdopt@microsoft.com.
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Enterprise Mobility and Security powered by Microsoft 365

Solution | Feature/capability description Microsoft 365 Microsoft 365 | Microsoft
Business Premium | F1/F3/E3

Simplified access management and security: Centrally manage single sign-on across devices, your datacenter, and the cloud. ® ® °
Multi-factor authentication: Strengthen sign-in authentication with verification options, including phone calls, text messages, or . . .
mobile app notifications, and use security monitoring to identify inconsistencies
Conditional access: Define policies that provide contextual controls at the user, location, device, and app levels to allow, block, or . . .
challenge user access.
Identity and |Risk-based conditional access: Protect apps and critical data in real time using machine learning and the Microsoft Intelligent .
Access Security Graph to block access when risk is detected.
Management 'advanced security reporting: Monitor suspicious activity with reporting, auditing, and alerts, and mitigate potential security issues A A
using focused recommendations.
Privileged identity management: Provide timely, on-demand administrative access to online services with access-related -
reporting and alerts.
Windows Server Client Access License (CAL)!: Provide each user access to server functions from multiple devices for a single - .
fee.
Mobile device management: Enroll corporate and personal devices to provision settings, enforce compliance, and protect your - - .
corporate data.
Mobile application management: Publish, configure, and update mobile apps on enrolled and unenrolled devices, and secure or - - .
remove app-associated corporate data.
Managed Advanced Microsoft Office 365 data protection: Extend management and security capabilities across users, devices, apps, and - - -
Mobile data, while preserving a rich, productive end-user experience.
Productivity  yntegrated PC management: Centralize management of PCs, laptops, and mobile devices from a single administrative console, and A A A

produce detailed hardware and software configuration reporting

Integrated on-premises management: Extend your on-premises management to the cloud from a single console with Microsoft
System Center Configuration Manager and Microsoft System Center Endpoint Protection integration for enhanced PC, Mac, Unix/Linux @ ® °
server, and mobile device administration.

Persistent data protection: Encrypt sensitive data and define usage rights for persistent protection regardless of where data is

stored or shared. ° ° °
Document tracking and revocation: . - -
Information | Monitor activities on shared data and revoke access in case of unexpected events.
Protection Intelligent data classification and labeling: Configure policies to automatically classify and label data based on sensitivity and .
then apply persistent protection
Encryption key management per regulatory needs: Choose default key management options or deploy and manage your own A

keys to comply with regulations.

'Customers purchaSinmﬁﬂm@thdﬂaymnIhym&ﬂa&Mﬁ&%tige@%@,QV&Q&W@Ltg@ﬂ@ﬁ&mﬂPi&e@%ﬁpmJ&eﬁc%m@th%%g%@mgﬁ@w%gaﬁjc@%a@kt%rprise Volume Licensing agfggments may purchgse the Enterprise
M ‘l,iﬁfigyiecurity Acgnd dfisider threats before they cause damage.
"ﬁ;‘;@% 8

efender ﬂi\rlllfice?-tci;éporﬂioé%ﬁnawﬂapsﬁz éé‘ﬂv?rii:(i({j:%%afﬁr%%%ﬂity, control, and protection for your cloud-based apps, while identifying threats, A
Security abnormal usage, and other cloud security issues. O
Microsoft Defender for Identity2: Detect and investigate advanced attacks and suspicious behaviors on-premises and in the cloud. °
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Device scenarios

BYOD - Bring Your Own Device
CYOD - Choose Your Own Device
COPE - Company Owned Personal Enabled

footer
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Mobile Device Management

Managed device

Microsoft Intune

¥ 10101 [
: h Preyent data leakage on the
S . device

-
il

‘ Device level wipe

Control Device Hardware settings

Personal apps

footer 1 6 3
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Mobile Application Management

Microsoft Intune

Prevent data leakage on the
device

Personal apps 2 Enforce encryption of app data at rest

App-level selective wipe

footer 1 64




Baselines:
Device baselines

Groups device based
Different types of devices

User baseline
Personas
Departments
Groups user based

Baseline
Device 1

- Android
- Byod
- MAM

- Security level

3

Baseline
User 1

- HR
- Applications A,

B,C&D

- Applications

settings for A
& B

Baseline
Device 2

- Windows

laptop

- Corporate

owned

- Fully managed
Baseline
User 2

- Sales

- Applications

D, E FG&..

- Restrictions &

settings
specific for
Sales

Baseline
Device 3

- i0S
- Corp Owned
- Kiosk

Baseline

User3

- Cx0
- Application

A,C,E & Gx

- Set of specific

policies
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Group nesting

Home » Groups | All groups > cg_intune_TST_BaselineDev_WIN_General V001

o cg_intune_TST_BaselineDev_WIN_General_V001 | Members

Group

“ -+ Add members < Remove U Refrash D Bulk operati

@ overview

X Diagnose and solve problems Direct members All members

Manage | £ Search by name T add filters
Il Properties Name T
& Members |:| . cg_intune_TST_Deploy_AutoPilot_All

&2 Owners

Home > Groups | All groups > cg_intune_TST_BaselineDev_WIN_General_v001 | Members > cg_intune_TST_Deploy_AutoPilot_All

2 cg_intune_TST_Deploy_AutoPilot_All | Members

Group

Add members X Remove O Refresh D Bulk operations == Columns
O oOverview

# Diagnose and solve problems Direct members Al members

Manage | & Search by name T add filters

iI! Properties Name T Type
& Members [] |j WIN-48QL853 Device
& Owners [] G WIN-B74TTG3 Device

&, Roles and administrators




Home > Groups | All groups > cg_intune_PRD_BaselineUsr_WIN_General_V001

Home » Groups | All groups » cog_intune_T5T_BaselineDev_WIN_General_V001

& cg_intune_PRD_BaselineUsr_WIN_General_V001 | Group membership{# cg_intune_TST_BaselineDev_WIN_General_V001 | Group memberships

Group

O overview

|2 bearch groups | *7 add fiters

# Diagnose and solve problems

iy Name T Object Id
anage

i Sroperties \:' cg_intune_PRD_UsrConfig_WIN_OfficeSettings

& Members \:' . cg_intune_PRD_UsrConfig_WIN_StartMenuLayout

& Owners

&k Roles and administrators
& Administrative units

4F Group memberships
B2 Applications

@ Licenses

Azure role assignments
Activity
= Access reviews
Audit logs

J% Bulk operation results

Troubleshooting + Support

& Mew support request

Add memberships < Remove memberships T Refresh Columns

SgﬁgabDG-Oﬁ'a-éH !

Group

0 overview

A Diagnose and solve problems

Manage

Properties

95a768c4-5220-288  pembers

wk Owners

ak: Roles and administrators
& Administrative units

&F Group memberships
£ Applications

Licenses

e

Azure role assignments
Activity
i= Access reviews

Audit logs

»% Bulk operation results

Troubleshooting + Support

& New support request

Add memberships < Remove memberships T Refresh
\:' . cg_intune_TST_ASR_WIN_AttackSurfaceReductionRules
cg_intune_TST_ASR_WIN_ControlledFolderAccess
cg_intune_TST_ASR_WIN_DeviceControl
cg_intune_TST_ASR_WIN_ExploitProtection
cg_intune_TST_BitLocker_WIN_Default
cg_intune_TST_Compliance_WIN_General
cg_intune_TST_DeploymentProfile_WIN_UserDriven_AAD
cg_intune_TST_DevConfig_WIN_AutoPilotReset
cg_intune_TST_Devconfig_WIN_AzureAdminGroup_Add
cg_intune_TST_DevConfig_WIN_DesktopBackgrounds
cg_intune_TST_DevConfig_WIN_EdgeDisablelE11
cg_intune_TST_DevConfig_WIN_EdgeSettings
cg_intune_TST_DevConfig_WIN_FileAssociations
cg_intune_TST_DevConfig_WIN_NetworkSettings
cg_intune_TST_DevConfig_WIN_ResilienceSettings
cg_intune_TST_DevConfig_WIN_WindowsHealthMonitoring
cg_intune_TST_DevConfig_WIN_WindowsSettings
cg_intune_TST_EDR_WIN_DefenderOnboarding
cg_intune_TST_ESP_WIN_General
cg_intune_TST_Firewsall_WIN_Default
cg_intune_TST_SecurityBaseline_WIN_Default
cg_intune_TST_Updates_WIN_ConfigureUpdates

cg_intune_TST_Updates_WIN_SetFeatureUpdate

—
Columns fol

e80457f3-0
c40bbafa-¢
bfcas951-3
78c225b4-|
Sebeead-|
39fee392-C
56d07764-
ScaBbbeb-
86e920cd-
Be429e97-
4aTh52ad-
Th3aebTe-
f9d81281-7
5463dBc8-s
TeBee5af-c
756dedd5-
T36f203b-c
3d4fe704-1
3f3495ac-c
2123745f-4
bc5ddos3-
4d3d5a15-

0f5e8991-f



inetum.”

realdolmen

Positive digital flow

CONCLUSION
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Positive digital flow

Windows Intune: Win-Win

IT admin: End user

« One time job « Waiting time for new
Designing & configuration device\

« Groups « No migrations between

« Settings devices

« Policies - Faster policies & settings

» Cost of Transport \ - Transparent experience

« Less follow up in supply between devices

chain process \

« Complete mgmt.
outside the corp.
network ©
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And now ? S
New to Intune ? Already Got Intune ?
« We can help ! « Assessment existing environment
« Workshops « Scale up to Wpaa$S
« Installation « Transparent experience between devices

Get started
Contact your Sales Representative
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