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Microsoft delivers unified SIEM and XDR to
modernize security operations

Microsoft 365 Defender

Microsoft 365 Defender delivers XDR capabilities for identities, endpoints, cloud apps, email and
documents. It uses artificial intelligence to reduce the SOC's work items, and in a recent test we
consolidated 1,000 alerts to just 40 high-priority incidents. Built-in self-healing technology fully
automates remediation more than 70% of the time, ensuring defenders can focus on other tasks that

better leverage their knowledge and expertise.

Today, we are making the following branding changes to unify the Microsoft 365 Defender technologies:

Microsoft 365 Defender (previously Microsoft Threat Protection).

Microsoft Defender for Endpoint (previously Microsoft Defender Advanced Threat Protection).

Microsoft Defender for Office 365 (previously Office 365 Advanced Threat Protection).

Microsoft Defender for Identity (previously Azure Advanced Threat Protection).

;’ Source: https://www.microsoft.com/security/blog/?p=91813


https://www.microsoft.com/security/blog/?p=91813

MICROSOFT DEFENDER

9,

Stop attacks before they happen

Reduce your attack surface and eliminate persistent threats.

€

Detect and automate across domains

Integrate threat data for rapid and complete response.

&

Hunt across all your data

Leverage time saved to apply your unique expertise.

J

Core
Defender for Endpoint

Defender for Office 365
Defender for Identity

Related
Azure AD ldentity Protection

Cloud App Security

Azure Defender



MICROSOFT DEFENDER CAPABILITIES

Prevent and block threats

Get help from world class experts Q @ Identify suspicious behaviors

|crosoft
RISCOXEE vglnera.ble ASSELS 6 @ Narrate the full attack story
and misconfigurations D

efender
Stay informed with rich Q ’ Automatically remediate
threat intelligence ° compromised assets

Discover hidden threats
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MICROSOFT DEFENDER XDR INTEGRATION

SIEM | Azure Sentinel
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MICROSOFT DEFENDER LICENSING

M365 E5

M365 E3 + M365 E5 Security Add-on
Windows 10 E5

Standalone via CSP

Microsoft Licensing Diagrams:
q https://github.com/AaronDinnage/Licensing —+
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https://github.com/AaronDinnage/Licensing

How do you secure
your organization against
advanced threats?

@ Can you detect suspicious activities on your
network?

How do you know if credentials have
been compromised?

How quickly can you remediate advanced threats?

ORONO

How do you protect your users from email threats?




Microsoft Threat Protection

Help stop damaging attacks with integrated and automated security

V),

Protect the Correlate across Detect & remediate
digital estate attack vectors breaches
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Identities Endpoints User Data Cloud Apps Infrastructure

Intelligent Security Graph | 6.5 TRILLION signals per day




Shared threat data
from partners,
researchers, and law
enforcement
worldwide

Microsoft Intelligent Security Graph ®

Unique insights, informed by trillions of signals

OneDrive
Outlook

5B

threats
detected on
devices every
month

400B

6.5T

emails
analyzed threat signals
treatsignals | 200+
global cloud consumer Botnet data from | ‘
and commercial Windows Microsoft Digital

Crimes Unit

services

Xbox Live

Microsoft
accounts

Enterprise security

for 90% of

18B + Bing web
Fortune 500

pages scanned

450B

monthly

Azure user authentications

accounts
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Microsoft 365 Security Center

Detection

Active Incidents

27 active in(:idents Updated 6:20 pm today

W High (4) Medium (186) Low (7}

Incident name

Golden ticket compromise

Phishing email campaign detected

Suspicious PowerShell Activity

Phishing email campaign detected

Insider threat identified - sensitive data

Potential Dofoil activity - malicious C2

Windows Defender AV detected an active 'Azden’ malware

Windows Defender AV detected 'Reimage’ unwanted software

Show more

Email protection

12 email accounts at risk /o
Updated 6:20 pm today

Email account User

Severity Last activity

HEN High June 18, 2018 11:12 AM

HEN High June 18, 2018 11210 AM

HEN High June 18, 2018 11:07 AM

HEN High June 18, 2018 1056 AM
Medium June 18, 2018  10:52 AM
Medium June 18, 2018 10:50 AM
Medium June 18, 2018  11:12 AM
Medium June 18, 2018 11:11 AM

Device threat analytics

Assess your defenses against
high-profile threats

Updated 6:20 pm today

Get interactive reports on Windows Defender ATP about emerging threats

Identity protection

Users with threat detections

Updated 6:20 pm today

User Alerts
Armin Hoffman 56
Emil Ruder 45
Josef Muller Brockmann 32
Adrian Frutiger 27

Max Miedinger 16

Max Bill 15

Le Corbusier

=

Ralph Schraivogel 4
Miklaus Troxler 2
Show more

Spectre and Meltdown 23 active/132

Advanced Trojan Outbreak 16 active/182

NotPetya 13 active/254

Blarl Erorrr AY okt 1A

b
i

¢’ Editsections -+ Add cards

Device protection

34 devices at risk /12

Updated 6:20 pm today

Device Risk score
RDP_SRV_10 A High
RDP_SRV_5 A High
FIN_SRV_HQ A High
DC_SRV_US A High
cont-evamacias A High
cont-jonathanwolcott A High
cont-lecorbusier Medium
RDP_SRV_25 Medium
RDP_SRV_25 Medium
See more

Threat News

“BadKitten" - New threat in town
‘ Check organization vulnerability

Start hunting!
GitHub shared new query
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Microsoft 365 Security Center

& Incidents

= Active incidents Incident scope Incident by status
iy 00 Mew Investigating Resolved
27 active incidents N 12 15 40+
I
100 Updated 6:20 pm today

Updated 6:200 pm today

K3
3

W High &) Medium (16) Low (7) !
E 03/01 03/06 0311 0316 03721 0326 03/31
o M Device [l Emailand data [ Identity
08 Export [# Customize columns S Filter
h Incident name Severity Category Detection source Alerted entity Last activity Classification Status
Incident #496 HEE High Credential Theft, Compromised Account Email, Device, User = 204 email accounts 2L cont-jonawoleot  JW  Jonathan Wolcott April 10, 2018 10:26:22 True Acrtive
Communication from remote process, Remote shell, Kernel...  mmmEHigh Privilege Escalation Device, User LB 4 machines A Busers April 10, 2018 10:26:00 Mot set Active
InstallCore unwanted software HEE High Persistence Device, User Ll 3 machines A 3users April 10, 2018 10:23:29 True Acrtive
Malicious URL, Active Speesipro malware HEE High Suspicious Activity Email, Device, Usar = 12 email accounts L 2 machines & 2 users April 10, 2018 09:25:24 True Active
Ransomware attack EEE High Suspicious Activity, Persistence Email £ 213 email accounts A 4 users April 10, 2018 10:25:23 True Acrtive
Suspicious file, Suspicious script Medium Suspicious Activity Device, User L2 3 machines A 4 users April 10, 2018 09:24:23 True Active
Malicious URL, Active Speesipro malware Medium Reconnaissance Davice, Usar Ll 2 machines & 5 users April 10, 2018 08:15:24 True Acrtive
Suspicious script Medium Reconnaissance Device, User Ll 2 machines & 3users April 10, 2018 10:25:26 True Active
@ Incident #436 Medium Reconnaissance Device, User Ll cont-evamacias EM Eva Macias April 10, 2018 09:24:23 True Acrtive
Inridant #4155 Medium Suspicious Ac Deavice |Llcar Ll A machines & 4 userc Aoril 10 2018 10 True Artive
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Microsoft 365 Security Center

& Incidents

= Active incidents Incident scope Incident by status
iy 00 Mew Investigating Resolved
27 active incidents N 12 15 40+
I
100 Updated 6:20 pm today

Updated 6:200 pm today

K3
3

W High &) Medium (16) Low (7) !
E 03/01 03/06 0311 0316 03721 0326 03/31
o M Device [l Emailand data [ Identity
08 Export [# Customize columns S Filter
h Incident name Severity Category Detection source Alerted entity Last activity Classification Status
Incident #496 HEE High Credential Theft, Compromised Account Email, Device, User = 204 email accounts 2L cont-jonawoleot  JW  Jonathan Wolcott April 10, 2018 10:26:22 True Acrtive
Comr@(ation from remote process, Remote shell, Kernel...  mmmHigh Privilege Escalation Device, User LB 4 machines A Busers April 10, 2018 10:26:00 Mot set Active
InstallCore unwanted software HEE High Persistence Device, User Ll 3 machines A 3users April 10, 2018 10:23:29 True Acrtive
Malicious URL, Active Speesipro malware HEE High Suspicious Activity Email, Device, Usar = 12 email accounts L 2 machines & 2 users April 10, 2018 09:25:24 True Active
Ransomware attack EEE High Suspicious Activity, Persistence Email £ 213 email accounts A 4 users April 10, 2018 10:25:23 True Acrtive
Suspicious file, Suspicious script Medium Suspicious Activity Device, User L2 3 machines A 4 users April 10, 2018 09:24:23 True Active
Malicious URL, Active Speesipro malware Medium Reconnaissance Davice, Usar Ll 2 machines & 5 users April 10, 2018 08:15:24 True Acrtive
Suspicious script Medium Reconnaissance Device, User Ll 2 machines & 3users April 10, 2018 10:25:26 True Active
@ Incident #436 Medium Reconnaissance Device, User Ll cont-evamacias EM Eva Macias April 10, 2018 09:24:23 True Acrtive
Inridant #4155 Medium Suspicious Ac Deavice |Llcar Ll A machines & 4 userc Aoril 10 2018 10 True Artive
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Microsoft 365 Security Center

= i Share -] Comments and history [ Actions and assistance
-
@ Dashboard > Incident
= Incident #496 6 active alerts Related evidence
Edit incident name | Machines Users Mailbaxes Files Pracesses IPs Applications Servicess Persistence methods
i EEE High W High (1) Medium (3) Low {2) Infarmational (0) 3 4 2 1 3 9 4 1 0 0 1
Conditional access applied
faa [
- - - - - [+] - - -
NCIDENT DETAILS lf v v ¥ v v v v v
g Status Jul 02 09:28:30 AM 09:29:00 AM
Active
% Classification Alerts Devices Identities Investigations  Incident graph  Action center T Expand table
True positive -
@ Set status and classification
08 Export T# Customize columns 7 Filters
Assigned to
Dan Smith
Unassign ~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Paossible compromised account Medium Ema Compromised mailbox E1 jonathan.wollcott Open Running Jul 03,2018  09:26 AM
Compromised mailbox ~ Suspicius activity
Persistance | Credential Theft Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Compromised account  Suspicius activity ) ! ) :
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03,2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft L contjonawolcot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Outbound email spike Low Ema Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03,
Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM

ACTIVE
Activity time
Fi

rst - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

= i Share -] Comments and history [ Actions and assistance
-
@ Dashboard > Incident
= Incident #496 Related evidence
- _ Jul 03,2018 09:26:02 AM
Edit incident name 1 | Machines Users Mailboxes Files Pracesses IPs Applications Servicess Persistence methods
Medium
EEE High [ ] 2 Infarmational (0
id & Possible compromised account ) nformational (0) 3 4 2 1 3 9 4 1 0 o 1
Conditional access applied R
= £
- - ~- - - [+] - - -
NCIDENT DETAILS lf v v ¥ v v v v v
g Status 09:28:30 AM 09:29:00 AM
Active
% Classification Alerts Devices Identities Investigations  Incident graph  Action center T Expand table
True positive -
@ Set status and classification
08 Export T# Customize columns ¥y Filters
Assigned to
Dan Smith
Unassign ~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Possible compromised account Medium Email Compromised mailbox E1 jonathan.wollcott Open Running Jul 03,2018 09:26 AM
Compromised mailbox ~ Suspicius activity
Persistence | Credential Theft Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Compromised account  Suspicius activity ) : ) :
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03,2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft L contjonawolcot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Outbound email spike Low Ema Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03,
Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM

ACTIVE

Activity time
Fi

rst - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

= i Share -] Comments and history [ Actions and assistance
-
@ Dashboard > Incident
= Incident #496 6 active alerts Related evidence
- _ Jul 03,2018 09:26:29 AM
Edit incident name | Machines Users Mailbaxes Files Pracesses IPs Applications Servicess Persistence methods
. ) EEE High
HEE High W High (1 Medium (3 Low
&B g gh (1) @) Active credential theft tool 3 4 2 1 3 9 4 1 0 o 1
Conditional access applied RO
= &3]
- - - - [+] - - -
NCIDENT DETAILS b‘ v v v v v v
g Status Jul 02 09:28:30 AM 09:29:00 AM
Active
% Classification Alerts Devices Identities Incident graph Action center T Expand table
True positive -
@ Set status and classification
08 Export T# Customize columns 7 Filters
Assigned to
Dan Smith
Unassign ~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Paossible compromised account Medium Ema Compromised mailbox E1 jonathan.wollcott Open Running Jul 03,2018  09:26 AM
Compromised mailbox ~ Suspicius activity
Persistence | Credential Theft Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Compromised account  Suspicius activity ) : ) :
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03,2018 09:26 AM
Active credential theft tool HEN High Device Credential Theft Ll cont-jonawolecot  JW Jonathan Wolcott Open Running Jul 03,2018 09:26 AM
Outbound email spike Low Ema Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03,
Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM

ACTIVE
Activity time
Fi

rst - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

= i Share -] Comments and history [ Actions and assistance
-
@ Dashboard > Incident
— Incident #496 6 active alerts
=44 ) Jul 03,2018 09:27:17 AM
Edit incident name | lailbaxes Files Pracesses IPs Applications Servicess Persistence methods
Low
HEEN High W High (1 Medium (3 Low (2 Infarmational (0
&8 g gh (1) @) @ ©) Outbound email spike !1 3 9 4 1 0 o 1
Conditional access applied R——
= -]
NCIDENT DETAILS lf . . ¥ . v v v v
g Status Jul 02 09:28:30 AM 09:29:00 AM
Active
% Classification Alerts Devices Identities Investigations  Incident graph  Action center T Expand table
True positive -
@ Set status and classification
08 Export T# Customize columns ¥y Filters
Assigned to
Dan Smith
Unassign ~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Paossible compromised account Medium Ema Compromised mailbox E1 jonathan.wollcott Open Running Jul 03,2018  09:26 AM
Compromised mailbox ~ Suspicius activity
Persistence | Credential Theft Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Compromised account  Suspicius activity ) : ) :
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03,2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft L contjonawolcot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Outbound email spike Low Email Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03,2018 09:27 AM
Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM

ACTIVE
Activity time
Fi

rst - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

= i Share -] Comments and history [ Actions and assistance
-
@ Dashboard > Incident
= Incident #496 6 active alerts Related evidence
Edit incident name | Machines Users Mailbaxes Files Pracesses IPs Applications Servicess Persistence methods
i EEE High W High (1) Medium (3) Low {2) Infarmational (0) 3 4 2 1 3 9 4 1 0 0 1
Conditional access applied
= [
- - - - - [+] - - -
NCIDENT DETAILS lf v v ¥ v v v v v
g Status Jul 02 09:28:30 AM 09:29:00 AM
Active
= Classification Alerts Devices Identities  Investigations  Incident graph  Action center 1 Expand table
True positive -
@ Set status and classification
08 Export T# Customize columns ¥y Filters
Assigned to
Dan Smith
Unassign ~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Paossible compromised account Medium Ema Compromised mailbox E1 jonathan.wollcott Open Running Jul 03,2018  09:26 AM
Compromised mailbox ~ Suspicius activity
Persistence | Credential Theft @ Suspicious PowerShell Medium Device Suspicius activity Ll cont-jonawolecot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Compromised account  Suspicius activity ) : ) :
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03,2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft L contjonawolcot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Outbound email spike Low Ema Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03,
Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM

ACTIVE
Activity time
Fi

rst - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

= i Share -] Comments and history [l Actions and assistance
-
@ Dashboard > Incident
= Incident #496 6 active alerts Related evidence
Edit incident name | Machines Users Mailbaxes Files Pracesses IPs Applications Servicess Persistence methods
i EEE High W High (1) Medium (3) Low {2) Infarmational (0) 3 4 2 1 3 9 4 1 0 0 1
Conditional access applied
= 3]
- - - - - [+] - - -
NCIDENT DETAILS lf v v ¥ v v v v v
g Status Jul 02 09:28:30 AM 09:29:00 AM
Active
% Classification Alerts Devices  Identities  Investigations  Incident graph  Action center T Expand table
True positive -
@ Set status and classification
@ Export [ Customize columns 7 Filters
Assigned to
Dan Smith
Unassign ~ Machine name Risk level Tags User Threat score First activity Last activity
Category & contjonawolcot A High risk Highly confidential  Conditional access applied JW Jonathan Wolcott A High - 127 Jan 01, 2015 0B:00 AM Jul 03, 2018 09:29 AM
Compromised mailbox ~ Suspicius activity
Persistence  Credential Theft Ll cont-monakene A High risk Highly confidential ~ Conditional access applied ME Mona Kene A High - 127 an 01, 2015 08:00 AM Jul 03, 2018 0929 AM
Compromised account  Suspicius activity . ) ) — - .
Ll cont-evamacias A High risk Conditional access applied JW Eva Macias 'y High - 127 an 01, 2015 08:00 AM Jul 03, 09:29 AM

ACTIVE
Activity time
Fi
Last- Jul 03, 20

rst - Jul 03, 20

18
18

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

= i Share -] Comments and history [ Actions and assistance
-
& Dashboard > Incident
= Incident #496 6 active alerts Related evidence
Edit incident name | Machines Users Mailbaxes Files Pracesses Applications Servicess Persistence methods
i EEE High W High (1) Medium (3) Low {2) Infarmational (0) 3 4 2 1 3 9 4 0 o 1
Conditional access applied
faa £
- - - - - [+] - -
NCIDENT DETAILS v v v ¥ v v v v
g Status Jul 02 09:28:30 AM 09:29:00 AM
Active
= Classification Alerts Devices  ldentities  Investigations  Incident graph  Action center 1 Expand table
True positive -
® Set status and classification
@ Export M@ Customize columns ¥ Filters
Assigned to
Dan Smith
Unassign - User name Title Threat score Tags UPMN Department Primary devices Risk level First seen Last seen
Category W Jonathan Wolcott Sales manager A High - 127 Conditional access applied jonwolcot@contoso.com Sales USA E cont-jonawolcot A\ High risk Jan 01,2015 08:00 AM Jul 03,2018 09:29 AM
Compromised mailbox ~ Suspicius activity
Persistence  Credential Theft MK Mona Kene Accounter A High-127 Conditional access applied monakene@contoso.com Finance O cont-monakene A High risk Jan 05,2013 08:07 AM Jul 03, 2018 0929 AM
Compromised account  Suspicius activity . - ) _ _ .
JW  Eva Macias Accounter A High - 127 Conditional access applied evamacias@contoso.com Finance Z cont-evamacias A\ High risk Jan 05,2009 09:07 AM Jul 03, 2018 09:29 AM
BEL Ben Low Engineer A High - 127 Conditional access applied benlow@contoso.com Engineering Ll cont-benlow A High risk Jan 05, 2016 09:07 AM Jul 03,2018 09:29 AM

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security Center

Incident #496

Edit incident name

EEHE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to

Dan Smith

Unassign

Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s

Dashboard > Incident

Alerts Devices  Identities  Inwvestigations [ncident graph  Action center

~ Triggering alert Investigation state

Email reported as phishing Remediated
{b Suspicious PowerShell Remediated

Golden ticket compromised Running

Spear-phishing attack Remediated

CONTAINMENT

ALERT AGGREGATION

REMEDIATED

~ Conditional Access
Alerts
Suspicious PowerShell

EI Machine Restriction

REMEDIATED >

Investigated entities

L cont-jonawolcot
Ll cont-jonawolcot
JW  Jonathan Wolcott

Ll cont-jonawolcot

Process based pivot
Find Process by CLI similarity
Find process by behavior

|

[.] File based pivot
Find devices by file hash
Find devices by file similarity hash

L1 Device + Time based pivot

Find Suspicious authentication
Find user's devices

=] Jonathan.wolcott@contoso

MNVESTIGATION

Investigative and remediate
suspicious Process

Investigative and remediate
suspicious File

Investigative and remediate
suspicious user device
Mo threat found

>

b
i

i Share -] Comments and history [ Actions and assistance

1 Collapse table

@0 Export T3 Customize columns 5 Filters
Start date Duration
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:20

RESPONSE

Remove

Conditional Access

EI Remove
Machine Restriction
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Microsoft 365 Security Center

Incident #496
Edit incident name
EEE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to
Dan Smith
Unassign
Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s

Dashboard > Incident

Alerts Devices  Identities  Investigations

~ Triggering alert

Email reported as phishing
@ Suspicious PowerShell
Golden ticket compromised

Spear-phishing attack

ALERT AGGREGATION

Alerts
Suspicious PowerShell

Incident graph ~ Action center

Investigation state

Remediated
Remediated
Running

Remediated

CONTAINMENT

REMEDIATED

~ Conditional Access

REMEDIATED >

EI Machine Restriction

Investigated entities

L cont-jonawolcot
Ll cont-jonawolcot
JW  Jonathan Wolcott

Ll cont-jonawolcot

Process based pivot
Find Process by CLI similarity
Find process by behavior

|

[.] File based pivot
Find devices by file hash
Find devices by file similarity hash

L1 Device + Time based pivot
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ou grip op uw documenten met Azure
nformation Protection

https://www.realdolmen.com/nl/webinar-azure-information-protection
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Simplify and Delegate Office 365 Management
with Role-Based Access Control, Automation and

Hybrid Support

https://www.realdolmen.com/nl/coreview
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HOwW CAN WE HELP YOU TO ACCELERATE YOUR DIGITAL
TRANSFORMATION INTO THE DIGITAL FLOW?
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HQ Realdolmen Huizingen
A. Vaucampslaan 42
B-1654 Huizingen

+32 28015555
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