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Having access to company data anywhere, anytime and from any device has also increased the number of risks. The new modern workplace grows in
complexity and requires customers to stay ahead of modern threats, not only from outside the organization but also from the inside.

Ever-evolving cybersecurity threats increase the requirements for organizations to protect their online and on-premises assets. You have probably heard about
the statement “Identity is the new perimeter”, your digital identity is the door to access data from any type of device from any location. It is not only about
identity but also about protecting your data, mitigating threats and managing your security operations.

Realdolmen is convinced that security is a never-ending journey. It is therefore inevitable to administer security in a proactive, constructive and pragmatic
manner. That is why we have created an offering, tailored for each customer, based on their security needs, called the Cloud Security Journey.

SOME RECOGNIZABLE CHALLENGES

e The increasing threats from inside your organization i.e. via
social engineering, breaches, leaks,...

* Nowadays users have more than one device (managed or
not) and they want to access their data at all times. Even
bring their own device or wearable. So not only identities are
vulnerable but also devices, data, email;

e The use of shadow IT within your organization can be a
real pain to your IT department, which has no control over
them. It can be difficult to find the right way between “let’s
share and be more productive” and still having control in a
supportive and proactive way “behind the scenes”;

*  Excessive use of social media is also a big security issue in
a modern workplace;

¢ Finding the right balance between IT, security and
business requirements without frustrating people involved;

e Can you retain control of sensitive data at all times?

OUR APPROACH

The journey starts with a Strategic workshop which is crucial to
have a good overview of the current security baseline, applied
policies, laws and regulations, as well as the strategic choices
the organization will make in the future.

Realdolmen is your guide on your journey to a more secure
Hybrid Identity. Together we will define how we can transform
your current environment towards a level of identity security that
belongs to today’s era. We capture your risks and vulnerabilities,
identify recommendations and define the approach to realize
your secure Hybrid Identity.

After experiencing the possibilities of the Microsoft 365 security
and compliance tools in the day to day life of an organization
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(let’s call it a demo) we will have workshops around four security
pillars:

e Protecting the entrance: During this workshop we will explain
the possibilities of Identity and Access Management within
the Microsoft 365 platform, capture your current approach
and determine the next steps to be able to start with a
secure baseline;

e Protect my belongings: This workshop will guide you through
the possibilities of protecting your data, keeping your
employees in charge but in a controlled way;

e Detect the intruder: Protection against threats, detect when
a breach has occurred and remediate from an attack.
These topics are subject of this workshop;

e  Security Management: What is the current state of my
security measures and is it possible to increase them?
What about regulations and compliances like GDPR and
ISO 27k? There are several dashboards that gives you a
detailed overview and possible actions from within.

Technologies and services that are topic but not limited during
these workshops: Azure AD ldentity Protection & Governance,
Microsoft Advanced Threat Protection, Microsoft Cloud App
Security, Microsoft Information Protection, Secure Score,
Compliance Manager, Password Protection, Privileged Identity
Management, Intune, Data Loss Prevention, Azure Sentinel,...

PRIORITIZE, BUDGET AND PLAN

Based on all gathered requirements, decisions and advises, a
security priority list will be created. This list contains all actions
that need to be in place to align with the strategy and outcomes
based on the different pillars. The budget indication will give
you an idea for implementing the different security elements in
your environment as well as the possible extra licenses.
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