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Introduction: Trend Micro
 6000+ employees in over 50 countries
 Headquartered in Japan, Tokyo Exchange Nikkei Index
 Annual sales of approximately $1.3B US, consistently profitable
 Customers include 45 of top 50 global corporations
 30 years focused on making “A World Safe for Exchanging 

Digital Information”

500k commercial customers &
250M+ endpoints protected
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Threat Landscape



© 2019 Trend Micro Inc.6 6

The threat 
landscape is 

evolving

Macro Malware

Vulnerabilities

Targeted 
Attacks

Flash Exploits

Business
Email

Compromise

Ransomware

Threats that
“live off the land”

Cryptocurrency
-Mining

Messaging
threats

IoT and IIoT



Hacks and Vulnerabilities 2009->2011

Source - http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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A continuous Battle: WannaCry, Petya, Bad Rabbit, ... 



Hacks and Vulnerabilities 2018 -> 2020

Source - http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Some Recent attacks

Source: 
https://www.demorgen.be/nieuws/dit-was-de-grootste-cyberaanval-op-een-belgisch-ziekenhuis-tot-nu-toe~be89ac9e/
https://www.usinenouvelle.com/article/le-chu-de-rouen-a-bien-ete-victime-d-une-cyberattaque-criminelle.N908414

https://www.usinenouvelle.com/article/le-chu-de-rouen-a-bien-ete-victime-d-une-cyberattaque-criminelle.N908414
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What to do?

Total Isolation

Pen & paper Insurance fee

OR

Setup “Secure by design”
safeguards

Reduce reaction 
time between 
detection and 

response (Do you 
know that you are 

breached?)

Priority Cybersecurity
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Multi-Layered / Multi-Technology
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Threats Vulnerabilities 
& Exploits

Cybercriminal 
Undergrounds

IoT OT / IIoTAI &
Machine Learning

Future Threat 
Landscape

Targeted 
Attacks

LEADER in vulnerability discovery 
since 2007, with 1449
vulnerabilities reported in 2018

TOP REPORTER of Microsoft & 
Adobe vulnerabilities worldwide

Secunia Research
21

FortiGuard Labs
42

US-CERT
54

Core Security
56

Google Project Zero
340

Discovered 66.3% of 
verified vulnerabilities in 2017

LEADER in vulnerability 
discovery since 2007

Source: Frost & Sullivan. Analysis of the 
Global Public Vulnerability Research 
Market, 2017. February 2018.  

1,009

…powered by the Best Threat intelligence in the world.

S
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Cloud & Datacenter Security
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Public
Cloud

Virtual 
Servers Virtual 

Desktops

The changing landscape of server workloads

Physical
Servers

Containers
Server-less

1011
0100

Security Automation

Infrastructure as code -> DevSecOps  

Security as code

RASP



© 2019 Trend Micro Inc.16

Cloud Native Applications

Strategic Priorities for Cloud Builders

Cloud Migration

Cloud Operational Excellence

Risk & Compliance

GovernanceAssurance

Containers Serverless

DevOps

Google
Kubernetes Engine

Azure
Kubernetes Service

AWS Lambda Azure Functions

Google Serverless

Amazon S3 Azure Blob

Google Storage
GitHub Jenkins

How do you secure such a complex & 
fast-paced environment?

• Transition, not a cut-over

• Hybrid cloud is the norm

• Deliver fast, iterate often

• Infrastructure-as-code

• Code leverage: code re-use, 
open-source and public code 
repositories

• Repeatable & consistent

• Infrastructure and cost 
optimization

• Multi-cloud

• Cloud Center of Excellence 
(CCoE)

Physical Virtual Cloud

Cloud StorageCloud Workloads
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Trend Micro Cloud One.™
Security Services for Cloud Builders

S
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Trend Micro Cloud One.™
Security Services for Cloud Builders

S



Firewall

Vulnerability 
Scanning

Intrusion 
Prevention

Stop network attacks, shield 
against vulnerabilities

Malware Prevention

Stop malware & 
targeted attacks

Anti-Malware

Sandbox 
Analysis

System Security

Lock down systems & 
detect suspicious 

activity

Application 
Control

Integrity 
Monitoring

Log Inspection

Container Image
Scanning

Pre-deployment Runtime 

Continuous image 
scanning

Machine 
Learning

IOA Behavioral 
Analysis 

Build Pipeline

Malware

Vulnerabilities

Sweeping &
Hunting

Compliance

Network Security
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Arrival
network, email, USB…

To Disk Execution C&C, Lateral Move,
Exfiltration

Entry point:
Firewall,
Intrusion Prevention, 
Web reputation

Pre-execution:
Machine learning, 
Integrity monitoring,
Application control,
File reputation, Variant 
Protection

Run-time:
IOA Behavioral 
analysis, Integrity 
monitoring, 
Application control,
Exploit protections,
Ransomware 
protection

Exfiltration:
C&C,
IPS
Encrypt / 
ransomware

Noise Cancellation:
Census (Prevalence/Maturity)
Whitelist Check

Virtual ServerData CenterContainersCloud

Stages of a Threat
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Predictive Machine Learning for zero-day/unknown threats
Detect Emerging Security Risks

• Protects against prevalent server attacks

• Detects emerging known and unknown security 

risks at pre-execution time

• Performs in-depth Windows file analysis

• Utilizes Trend Micro Smart Protection Network 

• Configured as part of the anti-malware settings 

Adds combined threat prevention and detection as part of the strong Deep Security layered security solution
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Stop Unauthorized Changes

• Full visibility of host executables

• Lock down applications and servers 
(Windows & Linux)

• Trusted updater automatic whitelisting

• Support continuous application change 
with automation

• Quickly respond to newly discovered 
threats with block by hash (e.g. IOCs)

Application Control
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Vulnerabilities Don’t Stop or Go Away

2

Heartbleed
WannaCry

Erebus

Trend Micro ZDI detected 1449 
vulnerabilities in 2018. This 
powers unmatched timeliness 
for virtual patches.

runC
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Reduce Operational Impacts

• Reduce operational costs of 
emergency & ongoing patching

• Protect systems where no patches will 
be provided

• Secure server and application-level 
vulnerabilities 

Vulnerability disclosed or 
exploit available

Virtual patch 
available 

Patch Available 
(if in support)

Test

Begin 
Deployment

Completed

Time

WannaCry ransomware protection 
delivered in March, 2017, with 
enhancements at public disclosure 
(May 2017)

Continuous protection
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At-a-glance Dashboards: Runtime

How many workloads 
have security events?

Security out of date on 
workloads?

Trends over time?



Cloud One Security Services

Network Security

Firewall Vulnerability 
Scanning

Intrusion 
Prevention

Anti-
Malware

Sandbox 
Analysis

Malware PreventionSystem Security

Application 
Control

Integrity 
Monitoring

Log 
Inspection

Image Scanning

Software Build Pipeline Runtime / Deployed

Malware 
Detection

Vulnerability 
Scanning

Sweeping
& Hunting

Behavioral Analysis  
Machine Learning

S



RE A L D O L M E N ’S OF F E R IN G

• As Reseller

• As Systems Integrator

• As Managed Service Provider



RE A L D O L M E N ’S MSP OF F E R IN G

• As Managed Service Provider

▶ Product is running on RCloud as a multi-tenancy environment

▶ 3 Packages are available

- Malware prevention

- System Security

- Network Security

▶ Pay as you go

▶ Multi-cloud
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