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• 4 aspects of Active Directory management

• Options for managing Active Directory

• Limitations of the native tools

• A better alternative

• Question and answers

Agenda



1.Retrieving information

2.Managing objects

 Manual

 Automation

3.Delegating and auditing actions 

4.Active Directory cleanup

4 aspects of Active Directory Administration



• Native tools

• Third party tools

Options for managing Active Directory



• PowerShell

• Active Directory users and computers

• Office365 Admin center

• Skype for business 

• Exchange management console

• Event viewer

Native tools



• Confirmation messages aren’t very helpful

• Consolidate information from multiple native tools

• Ability to delegate to non-admin users

• Learning curve involved

• Time consuming

Native tools - Challenges



A better alternative?



4 aspects of Active Directory Management with 
ADManager Plus



 How many administrators do you have?

 Find out and manage permissions on confidential folders

 Query important LDAP attributes - User information 

 Accounts that have never logged on – security threat

1. Retrieving information made easy





HR

•Member of basic groups in AD
•Did not login even once
•When created: 21st of January 2018    Password: Password@123

Vendor

•Member of basic groups in AD
•Did not login even once
•When created: 3rd of December 2018   Password: Password@123

IT staff

•Member of top security groups
•Did not login even once
•When created: 1st of August 2018         Password: Password@123

Users who have never logged on





 Manage the entire life cycle of an object

 Two ways

• Manual

• Automation

2. Effectual management of objects 

Creation Modification Deletion



User creation templates



User provisioning made effective



Automation: User creation



ITSM-IAM Integration & more.

ADManager Plus + ServiceDesk Plus
Create | Unlock  | Enable  | Disable  | Delete | Reset 
passwords

ADManager Plus + ServiceNow
Create | Unlock  | Enable  | Disable  | Delete | Reset 
passwords & Add or remove from Group

Other integrations
MS SQL and Oracle DB – user onboarding







ADManager Plus and DB integration



 Points to be remembered

• Precise restrictions

• Use the domain admin account only for actions that require the 

privilege level of this account.

• Never use shared accounts

• Review events and take corrective actions

3. Delegating and auditing actions



User permissions are untouched!



Roles: Task controllers



Technician auditing



Request and approve methodology







 Users who have not logged in for more than 180 days and are still 

enabled

• Enhances security

• Effective utilization of license 

 Computers that have not authenticated for more than 6 months

 Groups without any members

4. Active Directory cleanup



Active Directory cleanup / user off boarding



Create your own logic for automation



Supervise and execute automations



Thank you!
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