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Compliance in 2023/2024:
overzicht en tijdslijn

Arnaud Martin
Expert Cybersecurity Regulation & Standardisation

Agoria
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Overview of EU Legislations in the Digital Sector
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2014

eIDAS

2016

NIS Directive

2019

CSA

2021

 AI Act proposal

 Medical Device 
Regulations

2022

 RED DA

 NIS2 Directive

 DORA

 CER

 CRA proposal

2023

 GPSR

 Machinery Regulation 

Growing wave of EU cybersecurity requirements
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NIS2
(GDPR)

CRA
CSA

(EUCC, EUCS, EU5G) 

DORA
RED DA
eIDAS

EU cybersecurity regelgevingen in a nutshell

Product-gerichtOrganisatie-gericht

Horizontaal, niet-specifiek

Sectorspecifiek



Sensitivity: Company

8



Sensitivity: Company

9

Voorstel Cyber Resilience Act: belangrijkste elementen

 Cyberbeveiligingsregels voor hardware- en softwareproducten

 Gebaseerd op de “New Legislative Framework” (NLF)  geharmoniseerde normen 
volgen 

 Verplichtingen voor fabrikanten, distributeurs en importeurs

 Vóór het op de markt brengen (Security by design)

 Tijdens de beoogde levenscyclus (Kwetsbaarheidsbeheer)

 Gebruikers informeren

 Zelfbeoordeling of derdepartijcertificatie, afhankelijk van het risico
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Voor wie?  Scope CRA voorstel
Producten met digitale elementen met directe of indirecte 
logische of fysieke verbinding met een apparaat of een netwerk

 Hardwareproducten en -componenten die 
afzonderlijk op de markt worden gebracht, 
zoals laptops, slimme apparaten, mobiele 
telefoons, netwerkapparatuur of CPU's

 Softwareproducten en componenten die 
afzonderlijk op de markt worden gebracht, 
zoals besturingssystemen, tekstverwerking, 
spelletjes of mobiele apps

 De definitie van "producten met digitale 
elementen" omvat ook oplossingen voor 
gegevensverwerking op afstand (remote 
data processing solutions).

Regelrechte uitsluitingen:

 Niet-commerciële projecten, inclusief open 
source voor zover een project geen deel uitmaakt 
van een commerciële activiteit

 Diensten, met name cloud/Software-as-a-Service 
- behalve gegevensverwerking op afstand

Niet gedekt:

 Bepaalde producten die voldoende gereguleerd 
zijn op het gebied van cyberbeveiliging (auto's, 
medische apparatuur, in vitro, gecertificeerde 
luchtvaartapparatuur) volgens de nieuwe en oude 
aanpak

≈ Aansluitbare apparaten
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Welke verplichtingen voor de fabrikanten?

Design and 
development

phase

Maintenance phase
(5 years or across product lifetime,

whichever is shorter)

Assessment of the risks associated with a product

(1)Product-related essential requirements (Annex I, Section 1)
(2)Vulnerability handling essential requirements (Annex 1, Section 2)
(3)Technical file, including information and instructions for use (Annex II + V)

Continued compliance with vulnerability handling essential requirements
throughout the product lifetime (Annex I, Section 2)

Obligation to report to ENISA within 24 hours:
(1)exploited vulnerabilities
(2)incidents having an impact on the security of the product

Reporting
obligations
to continue

Conformity assessment, CE marking, EU Declaration of Conformity (Annex IV)

Applicable 24(36?) 
months after CRA 
enters into force

Applicable 12(18?) 
months after CRA 
enters into force
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Tools for checks at the disposal of market surveillance authorities (MSAs): 
documentary checks, requests for information, inspections, laboratory checks etc. 

When non-compliance found, MSAs have powers to: 
1. require manufacturers to bring non-compliance to an end and eliminate risk; 
2. prohibit/restrict the making available of a product or to order that the product is 

withdrawn/recalled; 
3. impose penalties (including fines up to 15 000 000 EUR or up to 2.5 % of worldwide turnover)

CRA: Wat als uw product niet voldoet?
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September 2022
Voorstel Commissie

Juli 2023
Interne overeenkomsten binnen 

EU-Raad en Parlement

September 2023
Start Trilogues EC-EP-Council

Eind 2023?
Overeenkomst?

1st helft 2024?
Publicatie CRA

Inwerkingtreding 20 dagen na 
publicatie

1st helft 2027?
CRA-vereisten van 

toepassing

En voor wanneer?  CRA voorlopige tijdslijn
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Ontwikkeling certificatieschema's onder CSA
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EUCS

EU5G

EUCC
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European cybersecurity certification scheme (EUCS)
• Scope:  Certification for the cybersecurity of cloud services. 

• Must allow users to identify the cloud services guaranteeing the highest levels of security

• Under discussion: the “sovereignty requirements”

• Key features:
• Is a voluntary scheme but could be made mandatory (also in NIS2 and CRA)

• The scheme’s certificates will be applicable across the EU Member States

• Is applicable for all kinds of cloud services – from infrastructure to applications

• Boosts trust in cloud services by defining a reference set of security requirements

• Covers 3 assurance levels: ‘Basic’, ‘Substantial’ and ‘High’ (split in 2 evaluation levels EL3 and EL4)

• New approach inspired by existing national schemes and international standards

• Grants a three-year certification that can be renewed
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Assurance levels

Minimise the known basic risks of 
incidents and cyberattacks

• Limited assurance (self-

assessment)

• Review of CSP evidence

• Focusing on well-defined 

procedures and security 

mechanisms

Minimise the risk of state-of- the-
art cyberattacks carried out by 
actors with significant skills and 
resources

• Reasonable assurance

• Stronger requirements, including 

automated monitoring

• Penetration testing

Minimise known cybersecurity 
risks, and the risk of incidents and 
cyberattacks carried out by actors 
with limited skills and resources

• Reasonable assurance

• Design effectiveness

• Operating effectiveness

CS-Basic CS-Substantial CS-High
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Very restrictive sovereignty requirements:

1) Storage and processing of client data in the EU

2) Maintenance and access to functional component of the infrastructure by employees located in the EU (no 
remote access)

3) Cloud services operated by a provider based in the EU, with no foreign entity controlling such provider

Potential consequences of these requirements if widely imposed would include:

- Prohibition of cross-border data transfers

- Increased cost of European services delivery

- Migration of current workloads to different environments

- Capability issues of EU Headquartered providers 

- Reduced choice for cloud service customers or even no choice in certain specific sectors or applications

Sovereignty requirements in EL4
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Valt u binnen de NIS2 scope ?
Essentially based on:

• Operation in (sub)sector(s) listed in the 
annexes of NIS2

AND

• Size criteria (Employees OR Revenues)

Size exceptions: NIS1 & CER entities +   some 
subsectors (DNS, TLD, Qualified Trust 
Providers,…)

NIS2 exclusion: “Lex Specialis” (e.g. DORA)

Link scope CCB

https://ccb.belgium.be/sites/default/files/NIS-2%20Scope%20visual.pdf
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Based on recommendation thresholds of the « Council Directive 2003/61/EC»
Scope NIS2: grootte criteria

Main selection mechanism via size-cap

Entities of Annex I

(Staff) FTE <10 M€ 10 – 50 M€ 
(43 M€)

> 50 M€ 
(43 M€)

Pub Admin 
(Federal) + 
DNS, TLD

Pub Admin  
(Federated after 
identification)

Electronic 
netw. 
provider

0-49 Out of Scope Important Essential Essential Important Important

50-250 Important Important Essential Essential Important Important

>250 Essential Essential Essential Essential Important Essential

Entities of Annex II

(Staff) 
FTE

<10 M€ 10 – 50 M€ 
(43 M€)

> 50 M€ 
(43 M€)

0-49 Out of Scope Important Important

50-250 Important Important Important

>250 Important Important Important

 Autonomous enterprise  based on accounts of the enterprise

 Partner and linked enterprise  consolidated accounts (or accounts & other data)

 Exception criteria of  these recommendation thresholds :

 Independence from partner or related undertakings in respect of the network and 
information systems that the entity uses in the provision of its services and in respect of 
the services that it provides.

 Disproportionality of being considered as an essential or significant entity of the NIS2.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32003L0061
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 Art. 20 Governance: bestuursorganen moeten:
 Risicobeheersmaatregelen van cybersecurity goedkeuren en toezicht houden op de uitvoering (aansprakelijkheid)

 Cybersecurity opleiding volgen en regelmatig gelijkaardige personeelsopleiding aanbieden

 Art. 21 §2 maatregelen: 1ste maatregel: risicobeoordeling, volgende maatregelen in verhouding tot het risico 
 Beleid en procedures (risicoanalyse, beoordeling van maatregelen, cyberhygiënepraktijken, HR, toegangscontroles)

 Systemen: beheer van activa, incidentenbehandeling, bedrijfscontinuïteit, respons op en bekendmaking van 
kwetsbaarheden

 Beveiliging bij verwerving/ontwikkeling/onderhoud van netwerk- en informatiesystemen

 Technieken: authenticatie (bijv. MFA), beveiligde (& nood)communicaties, cryptografie, encryptie…

 Beveiliging van de toeleveringsketen: beveiligingsaspecten in contracten met leveranciers of dienstverleners

 Art. 23 Rapportageverplichtingen

Welke verplichtingen? NIS2 Maatregelen

 Extra maatregel België: coordinated vulnerability disclosure policy
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NIS-2 incidentmelding ->  onverwijld
Wat? elk incident dat aanzienlijke gevolgen heeft voor de verlening van de diensten.

24h
• Early Warning (telephone, mail) +
presumably caused by unlawful or
malicious action or could have a cross-
border impact.

72h

• Initial assessment of the incident, its
severity and impact, as well as where
available, the indicators of compromise.

•Update the information.

Update 
(upon 

request)
•Final report
a) detailed description of the 
incident, its severity and impact.

b) type of threat or root cause 
that likely triggered the 
incident.

c) applied and ongoing 
mitigation measures.

1 month
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Regular conformity assessment for essential entities with different options:  

Internal audit 
(Self-assessment)

(Year 0-1-2)

External audit (extended)
(Year 0-3) 

Externally Validated system (limited)
(Year 1-2)

Inspection service
administrative measures/fines

Wat kan ik doen? Hoe word ik gecontroleerd?
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ISO 27001
Certification

Cyber 
Fundamentals

Level ESSENTIAL 
(certification) by an

accredited CAB

or
Level BASIC/

Level IMPORTANT 
(label) by an

accredited CAB

Sectoral additional
requirements

If created by Royal 
Decree

OR OR

Cyber Fundamentals ISO 27001

Sectoral additional
requirements

If created by Royal 
Decree

Entity OWN

Cybersecurity risk-
management 

measures

Self assessment

Sectoral additional
requirements

If created by Royal 
Decree

Presumption of conformity

“Ex Post” conformity assessment for important entities with different options:  

Implementation of the Cybersecurity measures

Inspection service 
administrative measures/fines

Wat kan ik doen? Hoe word ik gecontroleerd?
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Warnings

Binding instructions

Monitoring 
recommendations

Targeted and ad-hoc 
inspections

Public statement / 
information to users

Administrative fines

NIS2: Wat als uw bedrijf niet voldoet?



Sensitivity: Company

27

Januari 2023
Inwerkingtreding NIS2-richtlijn

Oktober 2024(?)
Inwerkingtreding Belgische NIS2 

wet

March 2025?
Deadline 5-maanden registratie

April 2026?
BE deadline voor de implementatie 

van NIS2-maatregelen

April 2027?
BE deadline voor inspectie/certificering van 

essentiële entiteiten

Belgische NIS2: voorlopige tijdslijn
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Thank you
For your attention
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