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of CIOs and digital 
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levi.nietvelt@beltug.be
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Top-10 Priorities of the Belgian
CIOs & digital technology leaders
(business users only)
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“Aangezien compliance nauwelijks wordt 
genoemd in de prioriteiten van de CIO’s en 

leiders op het gebied van digitale technologie, 
zou dit dan ‘onbelangrijk’ kunnen zijn?”
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Title
State of Cybersecurity 2023

“I hacked the Belgian
federal government”



Beltug market research,
early 2023
Do you expect IT security 
investments to increase, 
remain stable or decrease 
in 2023 (n=197)



Beltug market research,
early 2023
How do you see IT 
security investments 
evolving within your 
company? (n=137)
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Koen Tamsyn
Solution Manager 
Cybersecurity

koen.tamsyn@inetum-realdolmen.world

02 801 53 97 of Teams
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State of Cybersecurity 
2023
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PREPARE + ENTER TRAVERSE EXECUTE OBJECTIVES

Human Attack Operator(s)
Assisted by scripts and malware

Ransomware actors sometimes buy 
access to target organizations from 
other attackers in dark markets or 
leverage critical vulnerabilities

• Sabotage Backup/Recovery
• Establish persistence
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“…nothing is more important than our reputation.”

“… we want nothing more than money.”

“… treat this situation simply as a paid training for your system 
administrators, because it is due to your corporate network not being 
properly configured that we were able to attack you.” 

“… our pentest services should be paid just like you pay the salaries of 
your system administrators. Get over it and pay for it. “
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“… in 3 years not a single member of our group has been caught by the 
police, we are top notch hackers, and we never leave a trail of crime.”

“… sometimes you will have to wait some time for our reply, this is 
because we have a lot of work, and we attack hundreds of companies 
around the world.”

“… we can do a test decryption before paying.” 

“… don't go to recovery companies, they are essentially just middlemen 
who will make money off you and cheat you.“
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“Please forgive me for allowing the attack on small innocent children, the 
stolen data has been deleted, to get the decryptor please give me the 
decryption id. I am very ashamed, but I can not control all partners, 
anyone can join my affiliate program as well as break the rules, I have 
blocked this partner.”

- Lockbit admin
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LockerGoga, MegaCortex, HIVE and Dharma ransomware.

Attacks against organisations in 71 countries.

Brute force attacks, SQL injections and phishing emails with 
malicious attachments to steal usernames and passwords.

Gained additional access using tools including TrickBot malware, 
Cobalt Strike and PowerShell Empire, to compromise as many 
systems as possible before triggering ransomware attacks.

The perpetrators encrypted over 250 servers belonging to large 
corporations



34






35

ZERO-DAY EXPLOITED IN THE WILD
CVE-2023-35078

Ivanti Endpoint Manager Mobile (EPMM)

CVSSv3 Severity
10.0 Critical

Authentication bypass vulnerability

Access to specific API paths

Obtain PII data from the server (about 
the managed mobiles devices)

Modify the server’s configuration file 
(create admin, deploy web shells, push 
malicious package to mobiles devices)



36

ZERO-DAY EXPLOITED IN THE WILD
CVE-2023-35081

Ivanti Endpoint Manager Mobile (EPMM)

CVSSv3 Severity
7.2 High

Path traversal vulnerability

Authenticated administrator can write 
new files to the EPMM server

Perform malicious activities with admin 
privileges






















Create videos with https://clipchamp.com/en/video-editor - free online video editor, video compressor, video converter.
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Hackers only need 
to get it right once; 
we need to get it 
right every time.
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Let’s secure the 
future, together.
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