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ADVERSARIES ARE ADAPTING 
FASTER THAN EVER

New Techniques Developed by 
Scattered Spider Monthly

New Incident Response 
Investigations Weekly

15+



 Who are SCATTERED SPIDER?

 Init ia l com prom is e

 Ident ity exploita t ion

 Living in  the cloud

 How to prevent  the breach 

SCATTERED SPIDER: 
TRADECRAFT 

EVOLUTION
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SCATTERED
SPIDER

 SCATTERED SPIDER is  an eCrim e adversary who conducts  
targeted social-engineering cam paigns .

 This  adversary focuses  on firm s  specialis ing in:
 Cus tom er relationship m anagem ent ;
 Bus ines s -proces s ; outsourcing
 Telecom m unications ;
 Technology com panies . 

 SCATTERED SPIDER has  adopted extortion and Big Gam e 
Hunting (BGH) cam paigns  for operational m onetization. 



SCATTERED SPIDER com bines  phishing, 
sm ishing, and vishing to com prom ise targeted 
com panies .
 Cam paigns  often s tarted with phone calls  or 

SMS m essages
 Contact under the guise of an IT or help desk.
 Socially engineers  users  to share one-tim e 

pas sword m ultifactor authentication (MFA) 
codes

 Phishing pages  to capture authentication 
tokens

 Overwhelm s  us ing MFA notification fatigue

INITIAL COMPROMISE
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A      breach
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A breach

Sophisticated 
Techniques From 
Scattered Spider 
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Defence
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Impact
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ADVERSARIES LIVE IN THE GAPS BETWEEN TRADITIONAL 
POINT PRODUCTS 
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Cybers ecurity’s  AI-
Native XDR Platform



YOUR ABILITY TO DEFEAT ADVANCED CYBER 
THREATS RESTS ALMOST ENTIRELY ON YOUR 

UNDERSTANDING OF THE PROBLEM
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