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NIS2 is the new European 
cybersecurity directive that will 
replace the existing NIS Directive   
as from October 2024.

It is the most comprehensive 
EU cybersecurity legislation to 
date, covering 18 sectors and 
over 180K+ companies.

Its purpose is to establish a 
baseline of security measures for 
digital service providers and 
operators of essential services, to 
mitigate the risk of cyber attacks 
and to improve the overall level 
of cybersecurity in the EU.

18
------
180K

Overview of NIS2

Member States have until October 17, 2024 to transpose the Directive into 
national law. 
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The Network Information Security Directive 
NIS2 vs. NIS1

Stronger 
requirements and 
more affected 
sectors

Focus on 
securing and 
business 
continuity. This 
includes supply 
chain security.

Improving & 
streamlining 
the report 
obligations.

Worse 
Repercussions. 
Next to fines, 
NIS2 can lead 
to legal 
ramifications for 
management.

Enforcement 
localized in all 
European 
member states
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NIS affects various sectors, including…
On September 14, the European Commission published new guidelines explaining which sectors will be considered critical and what they 
should report to national authorities in the EU under the NIS2 directive. 

Highly Critical Sectors Critical Sectors
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Essential and Important entities
Entities may be designated as “Essential” or “Important” depending on factors such as size, sector and criticality
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Essential and Important entities
Entities may be designated as “Essential” or “Important” depending on factors such as size, sector and criticality



What does NIS2 mean for me?
Cybersecurity Risk Management Measures Incident Reporting Obligations

Risk Analysis 
& 
Management

Security                   
Policies & 
Asset 
Management

Incident 
handling 
(prevention, 
detection & 
response to 
incidents)

Business 
continuity and 
crisis 
management

Supply chain 
security 
consider 
supplier 
vulnerabilities

Vulnerability 
handling and 
disclosures

Regular assessments to determine 
the effectiveness of cybersecurity 
risk management measures (e.g., 
reflection of state of art – security 
posture)

The use of 
cryptography 
and 
encryption 
where 
appropriate

Basic 
cybersecurity 
hygiene & 
training

The use of 
MFA or 
continuous 
authentication

Report incidents with significant* impact on the provision                 
of services

Within 24 hours Within 72 hours 
an extensive 
report 

Within 1 month 
a final report
progress report

*=An incident is significant if it has caused or is capable of causing severe 
operational disruption of the services or financial loss for the entity 
concerned or if it has affected or is capable of affecting other natural or 
legal persons by causing considerable material or non-material damage

Computer 
Security Incident 
Response Team 
(CSIRT)

Competent 
Authority

Recipients of 
services 

Essential and Important entities must take appropriate and 
proportional technical, operational and organizational measures 
to manage the risks posed to the systems.

Significant incidents must be notified to CSIRT 
without undue delay.



Incident notification
NIS2 imposes notification obligations in phases, for incidents which have a ‘significant impact’ on the provision of their 
services. These notifications must be made to the relevant competent authority or CSIRT (Computer Security Incident 
Response Team).



Enforcement and Penalties
NIS2 provides national authorities with a minimum list of enforcement powers for non-compliance, including:

Issue warnings for non-compliance

Issue binding instructions

Order to cease conduct that is non-compliant

Order to bring risk management measures or reporting obligations in compliance

Order to inform the natural or legal person(s) to whom they provide services or activities which 
are potentially affected by a significant cyber threat

Order to implement the recommendations provided as a result of a security audit

Designate a monitoring officer with well-defined tasks to oversee the compliance

Order to make public aspects of non-compliance

Impose administrative fines

An essential entities certification or authorisation concerning the service can be suspended

And those responsible for discharging managerial responsibilities at chief executive officer or 
legal representative level can be temporarily prohibited from exercising managerial functions



NIS2 compliance
How to become compliant?

ISO 27001
Certification

Cyber 
Fundamentals

Level ESSENTIAL 
(certification) by an

accredited CAB

or
Level BASIC/

Level IMPORTANT 
(label) by an

accredited CAB

Sectoral additional
requirements

If created by Royal 
Decree

OR OR

Cyber Fundamentals ISO 27001

Sectoral additional
requirements

If created by Royal 
Decree

Entity OWN

Cybersecurity risk-
management 

measures

Self assessment

Sectoral additional
requirements

If created by Royal 
Decree

Essential Entities Important Entities



NIS2 compliance
How to become compliant?
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1. Determine 3. Educate 4. Plan 5. Review2. Awareness
If your business is 
impacted by NIS2. 

Identify whether your 
company is included in 
the sectors defined by 

NIS2.

Raise awareness of NIS2 
requirements and 

penalties.

To ensure compliance, 
NIS2 sets out multiple 
types of sanctions that 

must be raised to 
management.

And train management 
about cybersecurity risk 

management.

Ensure your top 
management is familiar 
with cybersecurity risks 

and how to manage 
them.

The ten cybersecurity 
risk management 

measures mandated by 
NIS2.

Evaluate how well your 
current cybersecurity 

policies and procedures 
align with these 

measures.

And budget for the 
increase in expenditures.

Estimate the expenses 
associated with NIS2 

compliance.

Step by step guide
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6. Implement 8. Reporting 9. Continuity 10. ISMS7. Supply chain
Appropriate and 

proportional technical, 
operational and 

organizational measures 
to manage the risks 

posed to the systems.

Assess your supply chain 
security.

Evaluate your supply 
chain’s cybersecurity 

risks. Ensure that 
suppliers comply with 

NIS2 standards.

Simplify incident 
reporting.

Streamline your incident 
response reporting 

procedures to comply 
with NIS2 standards.

Implement an ISMS 
taking into account NIS2 

criteria.

Ensure that the ISMS is 
appropriately 

implemented across 
your organization.

Develop a business 
continuity and crisis 
management plan.

Create a business 
continuity plan that 

addresses NIS2 
compliance.

Step by step guide
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01 03

02 04

Audit & Assessment
Ethical hacking
Roadmap
Proof of Concept

Identify & Inspire

Zero Trust implementation
• Identities
• Devices
• Data
• Applications
• Networks & Infrastructure

Managed Security Services
Vulnerability Management
SIEM & SOC Services

Incident Response
Governance
CISO as a Service

Protect & Integrate Detect & Operate Respond & Optimize

Cybersecurity Accelerator Program
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CSAT Data Collection

Endpoints

Local Active
Directory

SharePoint
on-

premises

Email DNS

Microsoft 
365

Azure 
platform

Questionnaire

Comprehensive Report

Management Presentation
Data Scan
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Step 2
We collect and 
analyze your 
IT asset data

One of our Cybersecurity 
specialists runs the scans & 
tests to collect relevant data 

Step 3

Presentation of 
the report

Deliver presentation
and discuss findings,  
conclusions and  
recommendations.

Share final report and
presentation

Step 1
Let’s get started!

Prepare your 
environment for the 
assessment and plan 
next activities

Steps of the Cybersecurity Assessment

Discuss your organization’s 
cybersecurity posture in an 
interview (IT 
manager/CIO/CISO 
required)

Set-up a kick-off call 
with a Cybersecurity 
specialist to:
- Make introductions
- Discuss goals of the

assessment
- Share system 

requirements























Policies and Procedures
OPTION 1: - MVP APPROACH - CYFUN 
BELGIUM ALIGNMENT

1. Information Security Policy

2. Access Control Policy

3. Incident Response Policy

4. Data Classification and Handling Policy

5. Acceptable Use policy

6. Physical Security Policy

7. Business Continuity Plan

8. Disaster Recovery Policy

9. Asset Management Policy

10. Vendor Management Policy

11. Risk Assessment and Management Policy

12. Network Security Policy

13. Application Security Policy

14. Cryptography Policy

15. Employee Training and Awareness Policy

16. Endpoint Security Policy

17. Cloud Security Policy

18. Monitoring and Logging Policy

OPTION 2: - MVP APPROACH –ALIGNMENT WITH ISO27K1 & NIS2 CONSIDERATIONS

Option 1 + 7 more specific policies (25 total)

OPTION 3: - COMPREHENSIVE APPROACH – FULL ISO27K1 AND NIS2 ALIGNMENT

Option 2 + 9 more specific policies (34 total)

26. Physical and Environmental Security Policy

27. Communications Security Policy

28. Operations Security Policy

29. Security in Development and Support Processes Policy

30. Privacy and Protection of Personally Identifiable Information Policy

31. Security Policy for Mobile Devices and Teleworking

32. Secure Disposal or Re-use of Equipment Policy

33. Information Transfer Policy

34. Third party Management Policy



NIS2 Measures
All measures must be proportionate to risk, size, cost, and impact & severity of incidents. Take into account the 
state-of-the-art, and where applicable relevant European and international standards.

Risk Analysis & Management

Security Policies & Asset Management

Incident Handling

Business continuity and crisis management

Supply chain security

Vulnerability Management and Handling

Regular assessments

The use of encryption where appropriate

Basic cybersecurity hygiene & training

The use of MFA or continuous authentication
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How Inetum-Realdolmen can help

At Inetum-Realdolmen, we 
understand the importance of 
cybersecurity and the need to 
comply with regulatory 
frameworks such as NIS2

We provide tools and 
guidance to help you meet 
the minimum measures 
required by NIS2, such as risk 
assessments, security 
procedures, and incident                         
response plans

Our team of cybersecurity 
experts can work with you to 
assess your current security 
posture and develop a 
customized security plan that 
meets your specific needs

You can have peace of mind 
knowing that your systems 
and data are protected by 
industry-leading security 
solutions.
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