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Praktische afspraken

• Vragen via chat

• Iedereen op mute

• Q&A na de presentatie

• Evaluatie met link naar de slides worden 
na de webinar doorgestuurd





NIS2 Compliance 
for OT Asset Owners
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NIS2 Compliance pillars for EEs & IEs
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Policies on risk analysis and information system security 

Incident handling

Business continuity, Disaster Recovery, and crisis management

Supply chain security

Network Security, Systems Security & Vulnerability Management

Policies & Procedures to assess the effectiveness of risk management measures

The use of cryptography and encryption

Basic cyber hygiene practices and cybersecurity training 

Human recourses security, access control policies and asset management 

Multi-factor authentication or continuous authentication solutions, secured voice, video 
and text communications and secured emergency communication systems
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Main OT Security Frameworks

POLICY
High-level 

directives & 
regulations

STANDARDS
Set of 

requirements
Can be enforced

GUIDELINES
Approaches to achieve 
standards requirements

SOPS
Step-by-Steps instructions and 

checklists

Key 
Frameworks

Type Body Origin Scope GEO

NIS Directives Policies ENISA EU (+ UKI)
OES & DSP (*)

IT/OT EU

ISA/IEC 62443
(formerly ISA-99) Standards ISA,IEC, ANSI International Multi-Industry

OT Multi

IEC/ISO 27000s Standards ISO, IEC International Multi-Industry
IT/OT Multi

NERC-CIP Standards NERC US Electricity
IT/OT NAM

NIST CSF Guidelines
(Framework) NIST US Multi-Industry

IT/OT Multi

NIST SP 800-82 Guidelines NIST US Multi-Industry
OT Multi

NIST SP 800-53 Guidelines NIST US Multi-Industry
IT/OT

Multi

Critical Security 
Controls

(CIS Top 18)
Guidelines CIS US Multi-Industry

OT Multi

Which OT Security Framework is important for you?
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A NIS2 Technology Mapping for Compliance

Single Pane 
Management

Threat 
Intelligence

Interoperability

Asset Management

Access Control to Networks & Assets

Segmentation, Protection & Response

Events, Alerts and Incident Detection

Risk Management

Access
Control

Network 
Segmentation

Risk 
Management

OT Frameworks 
Security Pillars

Logging &      
Monitoring

Asset
Management

SIEM NAC NGFW

NGFW

NAC FAC TokensClient

XDRSwitch WIFI

Analyzer

Analyzer

SIEM

SIEM

SOAR

NGFW

Manager

API

Tokens

Sandbox Deception



9© Fortinet Inc. All Rights Reserved.

FGR-70F 
SoC4-powered, security 
and  VPN gateway with 
compact, fanless design

FGR-70F 3G/4G
SoC4-powered, security 
and VPN gateway with 
compact, fanless design 
and embedded 3G/4G/LTE

FortiGate and FortiSwitch Rugged with FortiAP Outdoor

Fortinet Solution Offering for ICS/OT

FSR-112D-POE and FSR-424F
Fan-less passive cooling with DIN-
rail or wall-mountable. Power over 
Ethernet capable including PoE+. 
Redundant power input terminals. 
Mean time between failure greater 
than 25 years.FortiDeceptor Rugged

Consolidated Security Architecture 
FortiGate running FortiOS consolidated security 
offers better protection and lower cost of 
ownership than multiple point products. 

Ease of Management 
Allows rapid provision and deployment, 
monitoring of device and threat status 
while providing actionable reports. 

FortiGate Rugged Series FortiSwitch Rugged, FortiAP Outdoor Series 

• FORTIDECEPTOR RUGGED 100G 
• A Non-Intrusive, Agentless Deception 

Solution to Detect and Stop Active In-
Network Attacks

Ruggedized Design 
Fan-less and use of robust 
components ensure reliable operation 
in harsh industrial environments. 

FortiExtender Vehicle 
4G Dual SIM, GPS
Wifi + Bluetooth
Semi-Ruggedized
Use Cases:
Ambulances, truck tracking

FortiAP Rugged 432FR 
External Antennas
IP67, Indoor/Outdoor Use
PoE Powered
Wall- and pole-mountable 
Wi-Fi Alliance Certified
Class I Division 2 Hazardous Locations

FGR-60F 
SoC4-powered, security 
and VPN gateway 

FGR-60F 3G/4G
SoC-4-powered, security 
and VPN gateway with 
embedded 3G/4G/LTE
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• OT Application Control

• OT Virtual Patching

• OT Device Detection

FortiGuard OT Security Service

https://www.fortiguard.com/services/ots

MAR 2024
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Visibility: Purdue Model Asset Map 
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User Identity and Device Posture 
ENFORCEMENT 

Policy EngineUser Identity

The components of a ZTNA PAM solution

FortiPAM as (Remote) Acces Gateway

Where the USERS are

Campus

Branch

Home

Travel

Where the CRTICAL ASSETS are

OT Assets

Windows/Linux/Web Server

Firewalls/routers/switches

User Client

FortiPAM
Application Gateway
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• Non-intrusive deployment

• High Value 

• Early Warning

• Manual/Automatic blocking

FortiDeceptor: Attack LifeCycle
Deceive > Expose > Eliminate

FortiGate

FortiDeceptor

Campus

Protected Endpoints

FortiAnalyzer

FortiGate

FortiGate

Email, Web, File Servers
Alert

Alert

Al
er

t 

Alert Logs

Al
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t L
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s

FortiSIEM
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PLC Valve FanHMI

IoT/Linux devices

FortiGate

SCADA
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FortiSOAR :Security Platform Integration Playbooks

Structure and Automate

• Incident Response Plan
• Reporting to authorities
• Risk Scoring
• IT & OT collaboration
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CC

Continuous 
Improvement:

• Resources
• Processes
• Technology
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Level 1 - Secure
Initial

Level 2 - Defend
Managed

Level 3 - Contain
Defined

Level 4 - Monitor
Quantitatively 
Managed

Level 5 - Manage
Optimizing

FortiGate

FortiSwitch

FortiAuth
FortiToken FortiEDR

Fabric Ecosystem

FortiSIEM

FortiSOAR

FortiXDR

FortiNAC

FortiSandbox FortiWeb

Micro 
segmentation

FortiDeceptor

FortiClient

Virtual 
Patching

App
Control

FortiGuard MDR

Applied to Fortinet’s Portfolio

FortiMonitor
FortiNDR

Based on CMMI, NIST, ARC Cybersecurity Maturity

Cyber Security Maturity Scale
Protect Detect Respond and Recover

FortiPAM
FortiGate

CloudFortiRecon

FortiExtender
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How Inetum-Realdolmen can help

At Inetum-Realdolmen, we 
understand the importance of 
cybersecurity and the need to 
comply with regulatory 
frameworks such as NIS2

We provide tools and 
guidance to help you meet 
the minimum measures 
required by NIS2, such as risk 
assessments, security 
procedures, and incident                         
response plans

Our team of cybersecurity 
experts can work with you to 
assess your current security 
posture and develop a 
customized security plan that 
meets your specific needs

You can have peace of mind 
knowing that your systems 
and data are protected by 
industry-leading security 
solutions.
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CYBERSECURITY ACCELERATOR PROGRAM

01 03

02 04

Audit & Assessment
Ethical hacking
Roadmap
Proof of Concept

Identify & Inspire

Zero Trust implementation
• Identities
• Devices
• Data
• Applications
• Networks & Infrastructure

Managed Security Services
Vulnerability Management
MDR Services

Incident Response
Governance
CISO as a Service
User Awareness

Protect & Integrate Detect & Operate Respond & Optimize
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NIS2 is IT en 
OT

(Fortinet)

23/4

Ready to replace 
your legacy VPN 

with ZTNA?
(Aruba)

14/5

Meet us at 
Cybersec

Europe 2024

29&30/5

Hoe stealth 
een stap 

vooruit blijven 
met 

CrowdStrike?

26/3
How positively 

change the 
security behavior 

of your 
employees with 

Hoxhunt? 

25/4
The Belgian NIS2 

law
(Beltug)

23/5
Hoe Threat Intelligence u 
helpt bij het nemen van 

betere 
beveiligingsbeslissingen

(Secutec)

11/6

Opvolgevents NIS2
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