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Who is impacted by NIS 2 ?
Key points

• Revenue > €10M 
• 50 Employees
• Belgium : Expected growth in NIS 2 entities : from 

100 (NIS 1) to 2500 (NIS 2)

Exception rules

• Essential Entities
• Important Entities

New Naming

• Controls more strict for Essential
• Sanctions bigger for Essentiel
• The governing bodies or executives must 

approve cybersecurity risk management 
measures, and oversee their implementation, and 
may be held liable for any breaches.

Proportionality

• Organisation
• Operation
• Technology

Minimal Security Mesures
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NIS2 Directive for EEs & IEs
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• Obligation to report any significant incident without delay to the competent national authorities (including 
the national CSIRT – in Belgium, the CCB)

• A significant incident is :
 causing serious operational disruption to services or financial losses to the entity concerned; 
 affecting other natural or legal persons by causing considerable material or non-material damage.

Reporting
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• The new obligations for relevant entities should not come into effect until the end of the transposition period (October 
2024). 

• Companies should prepare now for the general obligations arising from the Directive, without waiting for the 
transposing legislation, taking into account the increasing threats and risks. 

• Therefore, we can only advise entities that will clearly be subject to these new obligations to begin raising (or 
continuing to raise) their level of cybersecurity from now.

• NIS2: forecast figures for the increase in the ICT budget

 Within 3 to 4 years of NIS2 implementation, it is expected that ICT security spending will increase on average by:

 12% for sectors already covered by NIS;

 up to 22% for sectors and types of services added to the scope of NIS2.

 For national budgets and administrations, an estimated increase of approximately 20-30% of resources would be 
expected in the short and medium term.

• The CCB has published a Cyberfundamentals framework with specific audit objectives. This tool can help and advise 
companies to raise their security to an appropriate level right away.

How to prepare?



CCB Cyber Fundamentals Framework
How to increase your cyber security maturity levels?



8© Fortinet Inc. All Rights Reserved.

Sensitivity: Company



9© Fortinet Inc. All Rights Reserved.

Sensitivity: Company



10© Fortinet Inc. All Rights Reserved.

Sensitivity: Company



11© Fortinet Inc. All Rights Reserved.

Sensitivity: Company

The assurance 
level Basic contains the 
standard information 
security measures for all 
enterprises. These 
provide an effective 
security value with 
technology and 
processes that are 
generally already 
available. Where justified, 
the measures are tailored 
and refined. 
34 CONTROLS
CCB Framework Basic

Small Basic Important Essential

CyberFundamentals Framework levels

The starting 
level Small (coming 
soon) allows an 
organisation to make an 
initial assessment. It is 
intended for micro-
organisations or 
organisations with limited 
technical knowledge.

The assurance 
level Important is 
designed to minimise the 
risks of targeted cyber-
attacks by actors with 
common skills and 
resources in addition to 
known cyber security 
risks.

107 CONTROLS
CCB Framework Important

The assurance 
level Essential goes one 
step further and is 
designed to address the 
risk of advanced cyber-
attacks by actors with 
extensive skills and 
resources.

144 CONTROLS
CCB Framework Essential

The IMPORTANT and ESSENTIAL levels are already in line with the provisions in the NIS2 directive.



Achieving NIS2 compliancy with 
Fortinet
How to increase your cyber security maturity levels with Fortinet?



13© Fortinet Inc. All Rights Reserved.

Sensitivity: Company

ASIC Appliance Virtual Cloud Native As-a Service Container

Secure Networking Cybersecurity Platform OT Aware Security

AIOps Threat 
Intelligence Ecosystem

Consolidation Reduces Complexity 
& Accelerates Outcomes
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Secure Networking Cybersecurity Platform OT Aware Security

AIOps Threat 
Intelligence Ecosystem

Digital Experience

Secure LAN

Secure WLAN

5G

SWG

Firewall

SD-WAN

SASE

ZTNA

Cloud Networking

Digital Risk

SIEM

Analytics

EDR/XDR

Email

SOAR

Threat Intelligence

Identity

WAF

Cloud Security NDR

Cyber-Physical Risk

Rugged AP

Rugged FW

Industrial Switch

SD-WAN/5G

NAC/PAM

OT Services 

OT SIEM/SOAR

OT EDR

Consolidation Reduces Complexity 
& Accelerates Outcomes

NAC
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Public 
Cloud

Internet

SaaS

Data Center

Travel

Plant

Home

Campus

Branch

User and 
Device 

Security

Application 
Security

Open 
EcosystemSecure 

Networ king

FortiGuard
Threat 

Intelligence

Network 
Operations

Security 
Operations

Edge 
Compute

Fortinet 
Security 
Fabric
Broad
visibility and protection of the entire 
digital attack surface to better 
manage risk

Integrated
solution that reduces management 
complexity and shares threat 
intelligence

Automated 
self-healing networks with AI-driven 
security for fast and efficient 
operations
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FortiRecon
Digital Risk Protection Service to 
mitigate credible security threats

Powered by FortiGuard Labs

Threat
Map

FortiGuard
Threat Intelligence

FortiConverter
Migrate legacy firewall 
configuration to the latest FortiOS

* FortiCare Premium is formerly 24x7 Support. 
Lower support price for Switches and APs

** Response time for High Priority tickets. 
Available for FortiGate, FortiManager, 
FortiAnalyzer, and FortiSwitch, and FortiAP.

FortiCare Elite**
Enhanced SLAs and issue resolution

FortiCare Premium*
24x7x365 w/ response SLAs

FortiCare Essentials
Base-level service, limited support

FortiCare
Support Services

Incident Readiness Service
Digital forensic analysis, response, 
containment, and guidance

SOC-as-a-Service
Continuous awareness and control 
of events, alerts, and threats

FortiTester
Network performance testing and 
breach attack simulation (BAS)

FortiXDR
Cross-platform forensics that 
provides automated response

FortiSOAR
Automated security operations, 
analytics, and response

FortiSIEM
Integrated security, performance, 
and availability monitoring

FortiAnalyzer
Correlation, reporting, and log 
management in Security Fabric

FortiSandbox
Secure virtual runtime environment 
to expose unknown threats

FortiEDR
Automated protection and 
orchestrated incident response

FortiNDR
Accelerate mitigation of evolving 
threats and threat investigation

FortiDeceptor
Discover active attackers inside 
with decoy assets

Fabric Management 
Center: SOC

Extended Ecosystem
Threat sharing w/ tech vendors

Fabric API Integrations
Partner-led

DevOps Tools & Scripts
Fortinet & community-driven

Fabric Connectors
Fortinet-developed

The industry’s most extensive 
ecosystem of integrated solutions

Open
Ecosystem

FNDN
Exclusive developer community for 
access to advanced tools & scripts

FortiExtender Cloud
Deploy, manage, and customize 
LTE internet access

FortiAIOps
Network inspection to rapidly 
analyze, enable, and correlate

FortiMonitor
Analysis tool to provide NOC and 
SOC monitoring capabilities

FortiGate Cloud
SaaS w/ zero touch deployment, 
configuration, and management

FortiManager
Centralized management of your 
Fortinet security infrastructure

Fabric Management 
Center: NOC

FortiPAM
Control & monitoring of privileged   
accounts, processes, and systems

FortiGuest
Simplified guest access, BYOD, 
and policy management

FortiClient Fabric Agent
IPSec and SSL VPN tunnel, 
endpoint telemetry and more

FortiToken
One-time password application 
with push notification

FortiAuthenticator
Identify users wherever they are 
and enforce strong authentication

ZTA Agent
Remote access, application 
access, and risk reduction

FortiNAC
Enforce dynamic network access 
control and network segmentation

FortiSASE
Scalable, Simple, and Secure 
Access for Remote Workforce

User &
Device Security

FortiFlex
Scale and adapt with on-demand 
access to cloud security products 

FortiGate CNF
Enterprise-grade protection on 
AWS Cloud-Native Firewall

FortiDAST
Automated black-box security 
testing of production web apps

FortiCASB
Prevent misconfigurations of SaaS 
applications and meet compliance

FortiMail
Secure mail gateway to protect 
against SPAM and virus attacks

FortiGSLB Cloud
Ensure business continuity during 
unexpected network downtime

FortiADC
Application-aware intelligence for 
distribution of application traffic

FortiWeb
Prevent web application attacks 
against critical web assets

FortiDevSec
Continuous application security 
testing in CI/CD pipelines

FortiCNP
Secure cloud workloads with 
integrated cloud-native protection 

FortiDDoS
Machine-learning quickly inspects 
traffic at layers 3, 4, and 7.

FortiGate VM
NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Application 
Security

FortiRecorder
Agnostic camera recorder with 
flexible network integration

FortiCamera
Centrally-managed HDTV-quality 
security coverage reliability

FortiVoice
All-inclusive enterprise-class 
communication management

FortiFone
Robust IP Phone array w/ key 
dedication and HD Audio

FortiIsolator
Maintain an “air-gap” between 
browser and web content

FortiProxy
Enforce internet compliance 
and granular application control

FortiSwitch
Deliver security, performance, 
and manageable access to data

FortiAP
Protect LAN Edge deployments 
with wireless connectivity

FortiExtender
Extend scalable and resilient 
LTE and LAN connectivity

Secure SD-WAN
Application-centric, scalable, and 
Secure SD-WAN with NGFW

FortiGate
NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Secure 
Networking

The industry’s highest-performing integrated
cybersecurity mesh platform

Fortinet Security Fabric IDENTIFY
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FortiRecon
Digital Risk Protection Service to 
mitigate credible security threats

Powered by FortiGuard Labs

Threat
Map

FortiGuard
Threat Intelligence

FortiConverter
Migrate legacy firewall 
configuration to the latest FortiOS

* FortiCare Premium is formerly 24x7 Support. 
Lower support price for Switches and APs

** Response time for High Priority tickets. 
Available for FortiGate, FortiManager, 
FortiAnalyzer, and FortiSwitch, and FortiAP.

FortiCare Elite**
Enhanced SLAs and issue resolution

FortiCare Premium*
24x7x365 w/ response SLAs

FortiCare Essentials
Base-level service, limited support

FortiCare
Support Services

Incident Readiness Service
Digital forensic analysis, response, 
containment, and guidance

SOC-as-a-Service
Continuous awareness and control 
of events, alerts, and threats

FortiTester
Network performance testing and 
breach attack simulation (BAS)

FortiXDR
Cross-platform forensics that 
provides automated response

FortiSOAR
Automated security operations, 
analytics, and response

FortiSIEM
Integrated security, performance, 
and availability monitoring

FortiAnalyzer
Correlation, reporting, and log 
management in Security Fabric

FortiSandbox
Secure virtual runtime environment 
to expose unknown threats

FortiEDR
Automated protection and 
orchestrated incident response

FortiNDR
Accelerate mitigation of evolving 
threats and threat investigation

FortiDeceptor
Discover active attackers inside 
with decoy assets

Fabric Management 
Center: SOC

Extended Ecosystem
Threat sharing w/ tech vendors

Fabric API Integrations
Partner-led

DevOps Tools & Scripts
Fortinet & community-driven

Fabric Connectors
Fortinet-developed

The industry’s most extensive 
ecosystem of integrated solutions

Open
Ecosystem

FNDN
Exclusive developer community for 
access to advanced tools & scripts

FortiExtender Cloud
Deploy, manage, and customize 
LTE internet access

FortiAIOps
Network inspection to rapidly 
analyze, enable, and correlate

FortiMonitor
Analysis tool to provide NOC and 
SOC monitoring capabilities

FortiGate Cloud
SaaS w/ zero touch deployment, 
configuration, and management

FortiManager
Centralized management of your 
Fortinet security infrastructure

Fabric Management 
Center: NOC

FortiPAM
Control & monitoring of privileged   
accounts, processes, and systems

FortiGuest
Simplified guest access, BYOD, 
and policy management

FortiClient Fabric Agent
IPSec and SSL VPN tunnel, 
endpoint telemetry and more

FortiToken
One-time password application 
with push notification

FortiAuthenticator
Identify users wherever they are 
and enforce strong authentication

ZTA Agent
Remote access, application 
access, and risk reduction

FortiNAC
Enforce dynamic network access 
control and network segmentation

FortiSASE
Scalable, Simple, and Secure 
Access for Remote Workforce

User &
Device Security

FortiFlex
Scale and adapt with on-demand 
access to cloud security products 

FortiGate CNF
Enterprise-grade protection on 
AWS Cloud-Native Firewall

FortiDAST
Automated black-box security 
testing of production web apps

FortiCASB
Prevent misconfigurations of SaaS 
applications and meet compliance

FortiMail
Secure mail gateway to protect 
against SPAM and virus attacks

FortiGSLB Cloud
Ensure business continuity during 
unexpected network downtime

FortiADC
Application-aware intelligence for 
distribution of application traffic

FortiWeb
Prevent web application attacks 
against critical web assets

FortiDevSec
Continuous application security 
testing in CI/CD pipelines

FortiCNP
Secure cloud workloads with 
integrated cloud-native protection 

FortiDDoS
Machine-learning quickly inspects 
traffic at layers 3, 4, and 7.

FortiGate VM
NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Application 
Security

FortiRecorder
Agnostic camera recorder with 
flexible network integration

FortiCamera
Centrally-managed HDTV-quality 
security coverage reliability

FortiVoice
All-inclusive enterprise-class 
communication management

FortiFone
Robust IP Phone array w/ key 
dedication and HD Audio

FortiIsolator
Maintain an “air-gap” between 
browser and web content

FortiProxy
Enforce internet compliance 
and granular application control

FortiSwitch
Deliver security, performance, 
and manageable access to data

FortiAP
Protect LAN Edge deployments 
with wireless connectivity

FortiExtender
Extend scalable and resilient 
LTE and LAN connectivity

Secure SD-WAN
Application-centric, scalable, and 
Secure SD-WAN with NGFW

FortiGate
NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Secure 
Networking

The industry’s highest-performing integrated
cybersecurity mesh platform

Fortinet Security Fabric PROTECT
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FortiRecon
Digital Risk Protection Service to 
mitigate credible security threats

Powered by FortiGuard Labs

Threat
Map

FortiGuard
Threat Intelligence

FortiConverter
Migrate legacy firewall 
configuration to the latest FortiOS

* FortiCare Premium is formerly 24x7 Support. 
Lower support price for Switches and APs

** Response time for High Priority tickets. 
Available for FortiGate, FortiManager, 
FortiAnalyzer, and FortiSwitch, and FortiAP.

FortiCare Elite**
Enhanced SLAs and issue resolution

FortiCare Premium*
24x7x365 w/ response SLAs

FortiCare Essentials
Base-level service, limited support

FortiCare
Support Services

Incident Readiness Service
Digital forensic analysis, response, 
containment, and guidance

SOC-as-a-Service
Continuous awareness and control 
of events, alerts, and threats

FortiTester
Network performance testing and 
breach attack simulation (BAS)
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Correlation, reporting, and log 
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FortiSandbox
Secure virtual runtime environment 
to expose unknown threats

FortiEDR
Automated protection and 
orchestrated incident response

FortiNDR
Accelerate mitigation of evolving 
threats and threat investigation

FortiDeceptor
Discover active attackers inside 
with decoy assets

Fabric Management 
Center: SOC

Extended Ecosystem
Threat sharing w/ tech vendors

Fabric API Integrations
Partner-led

DevOps Tools & Scripts
Fortinet & community-driven

Fabric Connectors
Fortinet-developed

The industry’s most extensive 
ecosystem of integrated solutions

Open
Ecosystem

FNDN
Exclusive developer community for 
access to advanced tools & scripts

FortiExtender Cloud
Deploy, manage, and customize 
LTE internet access

FortiAIOps
Network inspection to rapidly 
analyze, enable, and correlate

FortiMonitor
Analysis tool to provide NOC and 
SOC monitoring capabilities

FortiGate Cloud
SaaS w/ zero touch deployment, 
configuration, and management

FortiManager
Centralized management of your 
Fortinet security infrastructure

Fabric Management 
Center: NOC

FortiPAM
Control & monitoring of privileged   
accounts, processes, and systems

FortiGuest
Simplified guest access, BYOD, 
and policy management

FortiClient Fabric Agent
IPSec and SSL VPN tunnel, 
endpoint telemetry and more

FortiToken
One-time password application 
with push notification

FortiAuthenticator
Identify users wherever they are 
and enforce strong authentication

ZTA Agent
Remote access, application 
access, and risk reduction

FortiNAC
Enforce dynamic network access 
control and network segmentation

FortiSASE
Scalable, Simple, and Secure 
Access for Remote Workforce

User &
Device Security

FortiFlex
Scale and adapt with on-demand 
access to cloud security products 

FortiGate CNF
Enterprise-grade protection on 
AWS Cloud-Native Firewall

FortiDAST
Automated black-box security 
testing of production web apps

FortiCASB
Prevent misconfigurations of SaaS 
applications and meet compliance

FortiMail
Secure mail gateway to protect 
against SPAM and virus attacks

FortiGSLB Cloud
Ensure business continuity during 
unexpected network downtime

FortiADC
Application-aware intelligence for 
distribution of application traffic

FortiWeb
Prevent web application attacks 
against critical web assets

FortiDevSec
Continuous application security 
testing in CI/CD pipelines

FortiCNP
Secure cloud workloads with 
integrated cloud-native protection 

FortiDDoS
Machine-learning quickly inspects 
traffic at layers 3, 4, and 7.

FortiGate VM
NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Application 
Security

FortiRecorder
Agnostic camera recorder with 
flexible network integration

FortiCamera
Centrally-managed HDTV-quality 
security coverage reliability

FortiVoice
All-inclusive enterprise-class 
communication management

FortiFone
Robust IP Phone array w/ key 
dedication and HD Audio

FortiIsolator
Maintain an “air-gap” between 
browser and web content

FortiProxy
Enforce internet compliance 
and granular application control

FortiSwitch
Deliver security, performance, 
and manageable access to data

FortiAP
Protect LAN Edge deployments 
with wireless connectivity

FortiExtender
Extend scalable and resilient 
LTE and LAN connectivity

Secure SD-WAN
Application-centric, scalable, and 
Secure SD-WAN with NGFW

FortiGate
NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Secure 
Networking

The industry’s highest-performing integrated
cybersecurity mesh platform

Fortinet Security Fabric DETECT
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Secure virtual runtime environment 
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FortiEDR
Automated protection and 
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Accelerate mitigation of evolving 
threats and threat investigation
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Discover active attackers inside 
with decoy assets
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Center: SOC

Extended Ecosystem
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Fabric API Integrations
Partner-led

DevOps Tools & Scripts
Fortinet & community-driven

Fabric Connectors
Fortinet-developed

The industry’s most extensive 
ecosystem of integrated solutions

Open
Ecosystem

FNDN
Exclusive developer community for 
access to advanced tools & scripts

FortiExtender Cloud
Deploy, manage, and customize 
LTE internet access

FortiAIOps
Network inspection to rapidly 
analyze, enable, and correlate

FortiMonitor
Analysis tool to provide NOC and 
SOC monitoring capabilities

FortiGate Cloud
SaaS w/ zero touch deployment, 
configuration, and management

FortiManager
Centralized management of your 
Fortinet security infrastructure

Fabric Management 
Center: NOC

FortiPAM
Control & monitoring of privileged   
accounts, processes, and systems

FortiGuest
Simplified guest access, BYOD, 
and policy management

FortiClient Fabric Agent
IPSec and SSL VPN tunnel, 
endpoint telemetry and more

FortiToken
One-time password application 
with push notification
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Identify users wherever they are 
and enforce strong authentication

ZTA Agent
Remote access, application 
access, and risk reduction

FortiNAC
Enforce dynamic network access 
control and network segmentation

FortiSASE
Scalable, Simple, and Secure 
Access for Remote Workforce

User &
Device Security

FortiFlex
Scale and adapt with on-demand 
access to cloud security products 

FortiGate CNF
Enterprise-grade protection on 
AWS Cloud-Native Firewall

FortiDAST
Automated black-box security 
testing of production web apps

FortiCASB
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Secure mail gateway to protect 
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Security
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flexible network integration
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All-inclusive enterprise-class 
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and granular application control
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Extend scalable and resilient 
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Secure SD-WAN
Application-centric, scalable, and 
Secure SD-WAN with NGFW
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NGFW w/ SOC acceleration and 
industry-leading secure SD-WAN

Secure 
Networking

The industry’s highest-performing integrated
cybersecurity mesh platform

Fortinet Security Fabric RESPOND
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FortiClient ZTNA
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FortiWeb
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Contractors
FortiGate VM

FortiMail

FortiManager

FortiMonitor

FortiAIOps

FortiPolicy

FortiGuard
Web 
Security

Content 
Security

Device 
Security

SD-WANFortiAP/
FortiSwitch

Networks

FortiGate

Securing the Digital Experience

FortiProxy

SOC

FortiAnalyzer

FortiSIEM / 
FortiSOAR

FortiGuard 
SoCaaS / IR

FortiNAC

FortiAuthenticator

FortiToken

FortiExtenderRemote 
Access/VPN

FortiDDoS

FortiADC

FortiCASB

Control and Protect Everyone and 
Everything on or off the Network

Secure Any Application 
Journey on Any Cloud

Speed Operations, with 
AI-powered Automation

Counter Threats, with 
Coordinated Protection

FortiEDR /
FortiMDR

FortiDeceptor
FortiRecon
FortiNDR

FortiSASE

FortiGate 
Cloud

Application
Security

SOC 
Services

Fortinet Security Fabric Expansion
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• Fortinet blog by Ricardo Fereira

 https://www.fortinet.com/blog/ciso-collective/navigating-nis-2-directive

• CCB website

 https://ccb.belgium.be/en/news/new-nis-directive-has-landed

 https://ccb.belgium.be/en/nis-2-directive-what-does-it-mean-my-organization

 https://ccb.belgium.be/en/cyberfundamentals-framework

Resources
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