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WHY AZURE GOVERNANCE? RECAP PART 1 

• Cloud adoption difficulties

Development IT Governance

Speed Control



WHY AZURE GOVERNANCE? RECAP PART 1 

• What did happen before these sessions (real life stories!)

Unexpected high 
billing

Data outside 
accepted 

jurisdiction
No audit trail

Unable to associate 
cost with application 

owner / business 
division

Component 
services 

unavailable in 
acceptable regions

Unsecured personal 
data



WHY AZURE GOVERNANCE? RECAP PART 1

Technology Location

Security Finance

Areas of 
governance



GOVERNANCE PROVIDES MECHANISMS

AND PROCESSES TO MAINTAIN CONTROL

OVER YOUR APPLICATIONS AND

RESOURCES IN AZURE. IT INVOLVES

PLANNING YOUR INITIATIVES AND SETTING

STRATEGIC PRIORITIES.



NATIVE PLATFORM CAPABILITIES TO ENSURE COMPLIANCY

Blueprints

Deploy and update 
cloud environments in 
a repeatable manner 
using composable 
artifacts

Resource Graph

Query, explore & 
analyze cloud 
resources at scale

Management Group

Define organizational 
hierarchy

Cost

Monitor cloud spend 
and optimize 
resources

Policy

Real-time 
enforcement, 
compliance 
assessment and 
remediation

Control VisibilityEnvironment ConsumptionHierarchy



AZURE POLICIES – ENFORCEMENT & COMPLIANCE

• Policy definition
▶ A lot of built-in policies are already available

- Require minimum versions

- Allowed resource types,  locations, virtual machines, tags

- …

• Effect types:
▶ Append

▶ Deny

▶ Audit

▶ …

• Periodic & on-demand compliance evaluation 
• Real-time policy evaluation and remediation 
• Combine a group of related policy definitions into ‘Policy Initiatives’.



RESOURCE POLICIES APPLIED AS PART OF THE DEVELOPMENT PROCESS

• Traditionally policies are applied in operate phase
• Shift left to deliver compliant code faster



RESOURCE POLICIES APPLIED AS PART OF THE DEVELOPMENT PROCESS

• Built-in into your CICD Pipeline 



AZURE BLUEPRINTS

Role-based access controls

Policy Definitions

ARM Templates



AZURE BLUEPRINTS

• Deploy and update cloud environments in a repeatable manner using composable artifacts
▶ Use Cases 

- Software as a Service Provider 

- IT Integrator

- DTAP

• Publishing and assigning Blueprints
▶ Definition located at Management Group / Subscription Level

▶ Created in Draft mode

▶ Publishing required before assignment

- Temporary owner permissions will be granted to the Blueprint Managed Identity / User Identity

▶ Versioning



AZURE BLUEPRINTS ~ SAMPLES ~ COMPLIANCY FRAMEWORKS



AZURE BLUEPRINTS

• Resource locking
▶ ReadOnly

▶ CannotDelete

• Additional settings within Blueprints:
▶ Resources “Not Locked” by default.

▶ Cannot Edit/Delete on resource group level

• Override locking
▶ Not even for “Owners” through RBAC  

▶ You need to Update or delete your blueprint.



AZURE MANAGEMENT GROUPS

• Provides a level of scope above subscriptions

• Make environment management 
easier by grouping subscriptions together  

• Create a hierarchy of management 
groups that fit your organization 

• Apply governance controls with
policies and access controls along 
with other Azure services such as:



AZURE COST MANAGEMENT

• Comes in a variety of possibilities:

Azure 
APIs

Connectors 
to PowerBI

Cost Management 
in Azure Portal

Custom solutionsReady to use* Custom dashboards



AZURE COST MANAGEMENT – PREVENT UNEXPECTED COSTS

• Forecast vs Actual spending

Azure 
Pricing Calculator

Azure
Estimated Costs

Azure
Cost Management



AZURE COST MANAGEMENT ~ BREAKDOWN – MONITOR BURN RATE



AZURE COST MANAGEMENT – COST ANALYSIS

Resource TAGS add context for cost analsyis

• Finance codes 
▶ CostCenter tag, etc.

• Application context
▶ AppService tag, etc.

• Deployment context
▶ Environment tag, etc.

• Who is accountable
▶ BusinessOwner tag, etc.

• Tags should be enforced by configuration policies. 
▶ Enforce that tags exists
▶ Set default value for tags
▶ Audit if tags are missing

!!!

!!!!!! !!!

!!!

!!! !!!!!!



AZURE COST MANAGEMENT – BUDGETS

• Set an Azure spending budget 
▶ Scope-based

- Subscription / Resource Group

▶ Notifications

▶ Actions

• Action Types
▶ Email / SMS / Push / Voice

▶ Azure Function

▶ LogicApp

▶ Webhook

▶ ITSM 

▶ Automation Runbook



AZURE COST MANAGEMENT ~COST OPTIMIZATION

• Azure Advisor Recommendations
▶ Capacity management  ~ VM Size considerations

▶ Orphaned artifacts

- Managed Disks

▶ Unused Virtual network gateways

• Azure offering can make a huge difference
▶ Subscription Contract

- Enterprise Agreement / Cloud Solution Provider / Pay-As-You-Go / …

▶ Reserved Instances

▶ Hybrid Use Benefits

 Follow the webinar “Options to buy Azure” by Rik Delva.



CLOUD LIFECYCLE MANAGEMENT

• Optimization is the path to success
▶ Cost efficiency

▶ business growth

• Optimization is not a one-time effort
▶ Cloud services are growing at an enormous pace

▶ Microsoft provides roadmaps 

▶ Transform from IaaS to native PaaS Services

- Common business cases:

▹ Business reporting / datawarehouse
▹ Archiving / storage
▹ EDI scripts



CLOUD LIFE CYCLE MANAGEMENT IN FUNCTION OF COST MANAGEMENT

• Upgrade to newer Azure Artifacts versions
▶ Virtual Machine Example:

- 10%

- 29 %



CLOUD LIFE CYCLE MANAGEMENT IN FUNCTION OF COST MANAGEMENT

• Upgrade to newer Azure Artifacts versions

- 21%

- 89%



OTHER SUPPORTING TOOLS THAT CAN HELP IN YOUR GOVERNANCE JOURNEY

Advisor

Cloud consultant that 
helps you follow best 
practices to optimize 
your Azure 
deployments

Security Center

Strengthens the 
security posture and 
provides advanced 
threat protection 
across your hybrid 
workloads in the 
cloud.



SECURITY CENTER ~ OVERVIEW



SECURITY CENTER – SECURE SCORE

• Security center mimics the work of a security analyst
▶ Can be linked to an existing SIEM solution or Azure Sentinel (preview)

• Constantly reviews your active recommendations & calculates your secure score.



SECURITY CENTER ~ RESOURCE SECURITY HYGIENE ~ RECOMMENDATIONS



SECURITY CENTER ~ STRENGTHEN SECURITY POSTURE



SECURITY CENTER ~ REGULARTORY STANDARDS COMPLIANCE



AZURE ADVISOR



TOO LATE? TIME TO RETAKE CONTROL!



HOW TO TAKE BACK CONTROL?

Review

Organise

Audit

Enforce



HOW TO TAKE BACK CONTROL? Review



HOW TO TAKE BACK CONTROL? ORGANISE Organise



HOW TO TAKE BACK CONTROL? 
Audit



HOW TO TAKE BACK CONTROL? Enforce



AZURE WITHOUT GOVERNANCE IS LIKE

SLOWLY DRIVING YOUR CAR INTO AN

ACCIDENT. 

DON’T BE THAT DRIVER. ACT NOW!



WHAT’S NEXT ?

Technical Track Services & Management Track

12:30-13:30 Lunch

13:30-14:15 Your data platform in the cloud:
strategy and options

Brecht Vuylsteke

DNA and added value of a 
chatbot

Dirk Gepts
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