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Main topics

1. Discover & Assess systems

2. Migrate workloads to Azure

3. Manage & optimize



WHAT IS IAAS AGAIN?

• Infrastructure as a service
• Instant computing infrastructure
• Web based management
• One of 4 cloud services (SaaS, PaaS and serverless being the other kids on the block)

WHY WOULD I CONSIDER USING IAAS?
• VM Scalability
• Pay only for what you use
• No acquisition and management of datacenter infrastructure
• Better security
• Innovate rapidly
• Focus on your core business
• Increase stability, reliability and supportability
• Opex instead of capex





DISCOVER & ASSESS



• Have a clear line of sight in terms of
▶ Which virtual machines are present in the environment

▶ Different types of workloads

▶ Virtualization utilization

▶ Compute and storage needs

▶ Azure costs

▶ Dependencies between virtual machines

• Different toolsets exist that facilitate discovery & assessment
▶ SCCM / Asset management

▶ Custom scripting / Active Directory information / RVTools

▶ Microsoft Assessment and Planning (MAP) toolkit

▶ Azure Migrate

DISCOVER & ASSESS TARGET SYSTEMS



MICROSOFT ASSESSMENT AND PLANNING TOOLKIT

• Multipurpose toolkit to assess a variety of platforms
▶ Cloud readiness: Azure/Office365

▶ Database usage: SQL/Oracle

• Agentless, single executable install
• Multiple discovery methods
• Primarily uses WMI to capture data
• Provides performance metrics
• No cost estimation included
• No dependency mapping
• Extremely fast to setup (approx. 15 mins)
• Local database
• Microsoft’s focus lies elsewhere…









AZURE TOTAL COST OF OWNERSHIP CALCULATOR

• Web based tool to estimate cost savings when moving to Microsoft Azure
• Input information about your organization

▶ Servers: amount of physicals/virtuals, compute allocated and OS

▶ Databases: type, amount, compute allocated, OS, storage (HDD/SSD for data files/backup, IOPS)

▶ Storage: disk type, capacity, backup, archive iops

▶ Networking: outbound bandwidth (egress)

• Adjust assumptions
▶ Electricity costs

▶ Datacenter costs

▶ …



DEMO TCO CALCULATOR



AZURE MIGRATE – WHAT CAN IT DO?

▶ Assess Azure readiness: 

- Assess whether your on-premises machines are suitable for running in Azure.

▶ Provide size recommendations: 

- Right-sizing VM’s based on performance assessment

▶ Estimate monthly costs: 

- Get estimated costs for running on-premises machines in Azure.

▶ Dependency mapping: 

- Visualize dependencies of on-premises machines

AZURE MIGRATE – LIMITATIONS

▶ Only VMWare – (Hyper-V in preview)

▶ Physical servers cannot be discovered and assessed



▶ Gathers data every 20 seconds from vCenter
▶ The peak value is taken from every 20-second sample 
▶ The data point is sent to Azure (encrypted at rest and in transit!)
▶ 95th percentile is calculated (recommended but configurable)

- Collect all data points sent over a specified period of time
- Sort data points descending
- Discard the 5% highest data point
- The next data point “wins”



AZURE MIGRATE – GOOD TO KNOW

▶ Multiple vCenters can be discovered by a single collector appliance

▶ On-prem compute changes are picked up

▶ Configure AV exclusions

▶ Barely a performance impact on VMWare

- No need to change VMWare’s statistics level

▶ A project with 10 machines requires 50MB of upload per day

▶ Discover up to 1500 VM’s in a single project

▶ No EA based cost estimation, workaround with discount percentage

▶ Dependency visualization cannot be exported

▶ Dependency visualization of up to 10 servers in 1 group

▶ Azure Migrate is free, as is Service Map!



DEMO AZURE MIGRATE – DISCOVERY AND 

ASSESSMENT



AZURE MIGRATE – DEPENDENCY VISUALIZATION WITH SERVICE MAP

▶ Discovers various application components and maps dependancies

▶ Living topology diagram, shows last 30 minutes of dependency information

▶ Migrate interdependent machines together

▶ Other use cases include

- Identify misconfigurations

- Identify stale / unused applications



AZURE MIGRATE – SERVICE MAP REQUIREMENTS

▶ Azure subscription, duh!

▶ A Log Analytics workspace

▶ Installation of 2 agents

- Microsoft Monitoring Agent (MMA) 

▹ Gathers and sends data to Log Analytics
▹ Automated deploy through Azure Automation Desired State Configuration / Powershell / SCCM / …

- dependency agent

▹ Gathers dependency information
▹ Forwards information to the MMA agent for transmission
▹ Automated deploy through Azure Automation Desired State Configuration / Powershell / SCCM / …

▶ Windows 7/2008R2 and higher are supported (variety of Linux distro’s supported as well)















MIGRATE



AZURE SITE RECOVERY

▶ BCDR tool

▶ 2 main components, Site Recovery Service and Backup

▶ Site Recovery Service is used for DR and migration purposes

- Replicate workloads (physical and virtual)

▹ Azure region >> Azure region
▹ Primary datacenter >> secondary datacenter
▹ Primary datacenter >> Azure region

- Failover and failback capabilities

- VMWare and Hyper-V Hypervisors are supported

- Windows and Linux operating systems are supported

- Application consistent snapshots 

- Non-disruptive testing

- Customized recovery plans (integration with Azure Automation Runbooks)

▶ Will be integrated into Azure Migrate in the near future!

▶ It is suggested to use the ASR Deployment Planner before migration
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Lift & Shift with Azure Site Recovery

Orchestration 
and Replication

Microsoft Azure 
Site Recovery

Primary 
Site

Hyper-V

Orchestration 
and Replication

Microsoft Azure 
Site Recovery

Primary 
Site

vCenter

VMware

NW Orchestration 
and Replication

Microsoft Azure 
Site Recovery

Primary 
Site

Physical 
& AWS

NEW

Key features include:
Automated VM protection and replication
Remote health monitoring
Near zero RPO

No-impact migration testing
Customizable recovery plans
Minimal RTO – few minutes to hours

Orchestrated migration when needed
Replicate to – and recover in – Azure
Heterogeneous  physical and virtual support 



VMWare / Physicals scenario

▶ Deploy a Configuration/Process server from an OVF template onto VMWare
- Configuration server provides communications between VMWare and Azure
- Process Server provides replication capabilities to Azure

▶ Deploy a Master Target Server
- Often combined with the Config/Process server
- Handles failback replication data



Hyper-V scenario without VMM

▶ Install the Azure Site Recovery Provider on every the Hyper-V host
▶ Install the Recovery Services Agent on every Hyper-V host



Hyper-V scenario with VMM

▶ Install the Azure Site Recovery Provider on the VMM server (communications on-prem <> Azure)
▶ Install the Recovery Services Agent on every Hyper-V host (replication on-prem <> Azure)



AZURE SITE RECOVERY - PRICING

▶ Based on the number of instances protected

▶ Average daily number of instances over a month

- Example: first half of the month 20 instances, second half 0 >> 10 instances billed

▶ The first 31 days are free for every instance you start protecting

▶ Storage consumption is also charged



TCO Tool MAP Tool
Azure Migrate Azure Site Recovery



DEMO AZURE SITE RECOVERY



MANAGE & OPTIMIZE



MANAGING & OPTIMIZE AZURE INFRASTRUCTURE AFTER MIGRATION

▶ Azure Backup

- Secure backup of your Azure Virtual Machines (agentless)

▶ Azure Site Recovery

- Leverage ASR for Disaster Recovery scenario’s within Azure

▶ Azure Monitor

- Becoming central plane for monitoring toolsets

- Aggregates Alerts, Metrics, Log Analytics, Activity Log, Service Health, Application insights…

▶ Azure Advisor

- Get recommendations accross different areas: HA, Security, Performance, Cost

▶ Azure Security Center

- Covered in a following session by Bart Verboven! 

- Main location for all things Security in Azure





WHAT’S NEXT ?

Technical Track Services & Management Track

11:00-11:30 Break

11:30-12:30 Migration to the cloud – part 2: 
Evolve from IaaS to PaaS

Stijn Verhoeven

Why is Azure Governance crucial
for the cloud – part 2

Jan Coucke
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