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WHAT I AM GOING TO TALK ABOUT

• Setting the scene: Why should I care?
• Securing your configuration
• Azure policies as the cornerstone
• Adding intelligence into the mix
• Personal list of must have features
• Tips for successful implementation
• QnA
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SETTING THE SCENE: WHY SHOULD I CARE?

• System of records & System of Intelligence

• Microsoft Monitoring Agent to gain 
OS insights

• Playbooks (logic apps) as remediation

• Regulatory compliance assistance



SECURING YOUR CONFIGURATION

• Good news: ASC has a free tier
• Even better news: it is enabled by default
• Configuration of Azure resources
• Configuration of the Operating Systems in Azure
• Identify possible missing security controls
• Tweakable to your personal needs
• Secure Score to reflect how you’re doing



Demo



AZURE POLICIES AS THE CORNERSTONE

• Control at deployment: Deny / Audit / Append
• Control at operate: Audit or autofix
• Lots of built-in policies out of the box
• Not just Azure only: Guest OS configuration capabilities

• Exception handling

• Not only for security configuration but also for company policy compliance
▶ Eg tagging, resource location

• Baseline & remediation
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ADDING INTELLIGENCE IN THE MIX : ASC STANDARD

• Standard tier (€ per node/month) (vm / web app / Azure sql)
• Using ML & AI to identify active threats
• Extended Alerting capabilities

▶ Handle them in the Azure portal or export them to a SIEM of your choice

▶ ! New: Cloud based SIEM by Microsoft: Azure Sentinel (Preview)

• Log search possibility



ALERT EXAMPLE

• "Suspicious Download Then Run Activity"



ONE MORE ALERT EXAMPLE



PRICING MODEL

FEATURES FREE 
(AZURE RESOURCES ONLY)

STANDARD
(HYBRID INCL. AZURE)

Security policy, assessment, and recommendations

Connected partner solutions

Security event collection and search --

Just-in-time VM Access --

Adaptive application controls --

Advanced threat detection for networks, VMs/servers, and Azure services --

Built-in and custom alerts --

Threat intelligence --

Included data Not applicable 500 MB per day1

Price Free $15 / node / month

1:The daily included data allocation is pooled across nodes. For example, if there are 10 nodes connected to the service, then the total ‘included data’ allocation is 5,000 MB per day. 
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Personal list of must have features



PROTECT ACCESS TO

YOUR AZURE SQL DATA

• Azure SQL Data protection
• SQL injection detection
• Unusual access

▶ Location

▶ Principal

• Brute force attempts

• Part of the advanced data security offering
▶ Also offers data discovery

▶ Data classification

▶ Vulnerability reports



PROTECT ACCESS TO

YOUR AZURE SQL DATA



PROTECT ACCESS TO

YOUR AZURE SQL DATA



THREAT DETECTION ON

APP SERVICE

• Analyzes traffic patterns
• Usage patterns (e.g. Bitcoin mining)
• Leverages visibility of Microsoft as 

cloud provider
• Transparent for your application



KEEP AN EYE ON IMPORTANT

FILES AND SETTINGS

• File Integrity Monitoring
• File & registry creation & removal
• Exclusions possible
• Linux support



KEEP AN EYE ON IMPORTANT

FILES AND SETTINGS



KEEP AN EYE ON IMPORTANT

FILES AND SETTINGS



BLOCK MALWARE AND OTHER

UNWANTED APPLICATIONS

• Adaptive Application Control
• Recommended whitelists
• Applocker technology
• Linux support



BLOCK MALWARE AND OTHER

UNWANTED APPLICATIONS



BLOCK MALWARE AND OTHER

UNWANTED APPLICATIONS



BE ON TOP OF YOUR NETWORK

• NSG Flow Logs & Traffic Analytics
• Traffic insights



BE ON TOP OF YOUR NETWORK



ASSISTANCE ON THE PATH TO

CERTIFICATIONS

• Regulatory Compliance
• Preview
• More checks and certifications incoming
• Automatically generate a report



ASSISTANCE ON THE PATH TO

CERTIFICATIONS



ASSISTANCE ON THE PATH TO

CERTIFICATIONS



THINK OUTSIDE THE CLOUD

• Non-azure VMs
• CEF events
• SIEM integration
• NGFW connection
• Third party tool integration
• AAD Identity protection
• Advanced Threat analytics



TIPS FOR A SUCCESSFUL IMPLEMENTATION

• Quick win: Start with free (it's enabled by default)
▶ Review your current setup

• Let ML do the work for you, no need in endless tweaking

• Define what you want to do with the intelligence
▶ Processes

▶ Responsibilities
▶ Post Breach



QnA



WHAT’S NEXT ?

Technical Track Services & Management Track

16:15-17:00 Identity-as-a-Service using
Azure Active Directory

Harold Baele

How to make your teams 
more productive 

with (Azure) Devops

Vlad Tomsa, Microsoft

17:00-18:30 Reception and Networking
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