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HAROLD BAELE — MICROSOFT CLOUD TECHNICAL CONSULTANT
AND MICROSOFT CERTIFIED TRAINER @ REALDOLMEN IN BELGIUM

J

Harold.baele @ realdolmen.com - @hbaele
Trainer since 2000 on
Operating Systems, Networking, AD, PowerShell
Exchange - Office 365
Azure IAAS
Consultant since 2016

Azure |IAAS & Identity
Office 365 ...in a Hybrid Cloud context

Speaker @MicrosoftBE since 2015
ModernBiz - PPE’s — CSP Workshops ...

Microsoft Preferred Partner Solutions Expert for Office 365

Hybrid Cloud Experts Blog |

Microsoft
Cloud
Technical
Consultant

Microsoft
Certified
Trainer



http://www.hybridcloudexperts.be/
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AZURE ACTIVE DIRECTORY ?




AZURE ACTIVE DIRECTORY

. Single
Windows Server ng
. ; sign on
TN\ Active Directory
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AZURE TENANTS, AZURE SUBSCRIPTIONS & ACCOUNTS

Creating an Azure/O365/Intune subscription means creating/using
a Tenant

A tenant is defined by Something.onmicrosoﬂ.com

Can contain one or more accepted domains like
contoso.com

Defines the users who have access to the resources of the subscription
Can contain Guest Accounts or AAD accounts

- https.//azure.microsoft.com/en-us/documentation/articles/active-directory-howto-tenant/
) < https.//azure.microsoft.com/en-us/documentation/articles/active-directory-how-subscriptions-associated-directory/
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How many AADs can be

used by an Azure Subscription? |



AAD FUELS THE IDENTITY SOURCE OF AN AZURE SUBSCRIPTION

First user assigned the Service

Administrator role
Other admins: co-administrators | -1 >

. . \{ Azlire
Both can be either Microsoft accounts or / Active Oirectorly
work or school accounts from the AAD :

linked to the Azure subscription Asure -« - 00 — oo

subscription

An Azure subscription trusts 1 AAD
1 AAD can trust multiple subscriptions

Subscription management is part of Azure
https://portal.azure.com subscription

v A

Azure
subscription

J https.//azure.microsoft.com/en-us/documentation/articles/active-directory-how-subscriptions-associated-directory/


https://portal.azure.com/

AZURE ACTIVE DIRECTORY IDENTITY MODELS

[J Office 365

] Office 365 ] Office 365

Cloud identity Synchronized identit Federated identity

Directory
sync

_ : Directory sync with ass Through
Zero on premlses® password sync Password 2Uthentication

Federation
servers

S ] ite back |

On-premises . On-premises
identity I Seamiess Sign-on § - L

J



EXTENDING FEATURES WITH AAD BASIC, PREMIUM 1, PREMIUM 2, OFFICE 365

Common Features
Directory Objects’
User/Group Management
{add/update/delete)/ User-

based provisioning, Device
registration

single Sign-Cn (S50)

B2B Collaboration®

Self-Service Password Change
for cloud users

Connect (Sync engine that
extends on-premises
directories to Azure Active
Directory)

Security/Usage Reports

FREE

500,000 Object Limit

10 apps per user’
{pre-integrated Saas
and developer-
integrated apps)

v

Basic Reporis

BASIC

Mo Object Limit

10 apps per user® (free
tier + Application

proxy apps)

v

Basic Reports

PREMIUM P1

Mo Object Limit

Mo Limit (free, Basic
tiers + Self-Service
App Integration
templatas®)

v

Advanced Reports

PREMIUM P2

Mo Object Limit

Mo Limit (free, Basic
tiers = Salf-Service
App Integration
templates?)

v

Advanced Reports

OFFICE 365 APPS

Mo Object Limit

10 apps per user’
(pre-integrated Saas
and developer-
integrated apps)

v

Basic Reports


https://azure.microsoft.com/en-us/pricing/details/active-directory/
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Multi-Factor
Authentication

AAD MuLTI FACTOR AUTHENTICATION
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MFA requires a smart

phone with internet access?



AZURE MFA OPTIONS

a REALDOLMEN
1o gt trera, togethar

docent@rdeducation.be

Microsoft Authenticator app

* App which generates a code
* App ask for approval e

Verify your identity

IEI Use a verification code from my mobile app

Phone call

D Text +3XX XOOOKKKX61

* Phone call asking confirmation
with a #

Q‘é Call +XX XXXXKKXE T

S M S More information

« Small sms message with code

Cancel

Welcome to the RdEducation Tenant! Ready for
demonstration purposes...
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MFA enabled users

cannot be shared?



SECURITY VERIFICATION OPTIONS

User can add one or Additional security verification App Passwords
mo re auth e nti Catio n appS When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.

View video to know how to secure your account

what's your preferred option?

User Wi” add an We'll use this verification option by default.
authentication phone Notify me through app v

how would you like to respond?

Set up one or more of these options. Learn more

User can add his Office o

Phone Cottyo s tyouress o i
It's number is managed

using the ‘Office Phone
attribute’

Extension

Alternate authentication phone Belgium (+32) R 497404761

Authenticator app or Token Set up Authenticator app

Authenticator app - ONEPLUS A5000 Delete

Authenticator app - XT1052



J

multi-factor authentication
LSers [

Free of charge for global administrator security

Added level of security when managing and creating Azure
resources, like virtual machines



Demo (part 1)
- MFA login (company branded demo tenant)
- show the password in edge (it's ok)



a REALDOLMEN

multi-factor authentication
users service settings

app passwords (ezm more)

® Allow users to create app passwords to sign in to non-browser apps

O Do notallow users to create app passwords to sign in to non-browser apps

trusted IPS (learn more)

O Skip multi-factor authentication for requests from federated users on my intranet

Skip multi-factor authentication for requests from following range of IP address subnets |

85.234.194.188/32

verification options feam more)

Methods available to users:

Call to phone

Text message to phone

MNotification through mobile app

Verification code from mobile app or hardware token

2 -
-

Demo (part 2) — Seamless Sign On
without MFA using an internal client



MFA — USER LOGIN

J

MFA used with a code
generated in the
authenticator app (with
a cycle of 1 code per
minute)

MFA with SMS code

MFA with telephone call

-
R FEALDOLHEN

docent@rdeducation.be

Verify your identity

2 Approve a request on my Microsoft
v Authenticator app

Use a verification code fram my mobile app

D Text +X00 00061

% Call +XX XOO0OXE 1

More information

Cancel

Welcome to the RdEducation Tenant! Ready for
demonstration purposes...

< € <

Accounts

Realdolmen Education
docent@rdEducation.be

957 272

¢

2 W4 93%0 1704

C

R Ws 95% 0 09:20

+1 855-330-8653
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AAD AS A SSO
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WHAT ABOUT APPLICATIONS OUTSIDE OF OFFICE 365

Do we still need ADFS for Single Sign On? No, we don’t!
Azure AD is also a Security Token Service supporting SAML, OpenlD, Oauth..

Move applications to Azure AD
+10 or SAML Requires Premium P1 licenses on Azure AD

Customers without P1 licenses can still rely on ADFS

Add from the gallery

Featured appllcatlﬂns

[ Add your own app
C-‘ Ds EEE Application Ifﬁ\- EE® On-premises fﬁ\ﬁ
B @ B e @
By you're i Wy application o
developing

| Box Concur Docusign Dropbox for Bi 3 : Configure Azure AD
Reqgister an app you're Application Proxy to enable

working on to integrate it secure remote acoess
with Azure AD

L L] on-gallery

l. applnrinnn

Integrate any other
application that you don't
find in the gallery

3)

A4

J




END USER EXPERIENCE

Using Office 365 App Launcher

. ’, To-Do

a EducationRD

iz'fr PanoramixWEB

1+ SAMLweb
SANL

2 REALDOLMEN
o ek there, fogether

Add-In

ﬁ Calendar

e
(]
W

”Jﬂ B

Outlook

2lannsr

PowerPoint

>

Re

ERQOEEER
i

MyAnalytics

Using MyApps.microsoft.com

Booking.com

| m
E'I Delve

Flow

Onelrive

Panoramix\WEB

Power Bl

Y sAMLweb
SAML

~

Box

Dynamics 365

v §

Forms

-
e
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>
il
P
=
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People

PowerApps

2
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SharePoint
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REALDOLMEN EDUCATION

(%]
iz}
w
w

Groups

A

Access reviews

R






SECURE PASSWORDS




SECURING PASSWORDS
PASSWORD PROTECTION & SMART LOCKOUT (GA!)

J

Prevent users from using most commonly used passwords, plus over 1 million character substitution
variations of those passwords

Can be leveraged in both Azure AD as on premises AD

Create own banned password list with company specific keywords
Audit and enforcement mode

Paisaor

=T LT

Custom smart lockout

faknc
corfasa

Passwaord protection for Windows Server Active Directory

Mo

l Member server

Azure AD Password Protection

Proxy Service
User Domain controller #1
iy | LSASS.EXE
DC Agent password
Pud filter dll
change ‘

Password validation requests

|

Azure AD Password
Protection DC Agent
Service

Read\write password policies

Azure AD

»
N = L
Configure pwd Azure AD
policy administrator

Requests forwarded

from DCs
Member server I

Azure AD Password Protection
Proxy Service

Domain controller #M User
Request new
password policy LSASS.EXE N |
DC Agent password
filter dll Pod

‘ change

Password validation requests

Request new l
ssword poli
pa Pl Azure AD Password
I Protection DC Agent
Service

Read\write password policies
DFSR

replication .“'
>
>

-+
+

Sysvel

Sysvol



SELF SERVICE PASSWORD RESET

Choose the:

Number of authentication methods required to reset a
password

Number of authentication methods available to users

Authentication methods include:
Email notification

Text or code sent to phone

Number of security questions to be registered and how
many must be correctly answered

J

Password reset - Authentication methods

contoso - Azure Active Directory
MAMNAGE
'\ Properties
) Authentication methods
Registration
Motifications
1 Customization

T On-premises integration

ACTIVITY

ﬁ Audit logs

TROUBLESHOOTING + SUPPORT
}( Troubleshoot

MNew support request

H Save M Discard
MNumber of methods required to reset @
-
Methods available to users
Emiil
Mobile phone
l:' Office phone
Security questions

MNumber of questions required to register @
s

MNumber of questions required to resest @

51« | s

Select security questions

5 security questions selected




USING SELF SERVICE PASSWORD RESET

Qe

docent@rdeducation.be

Enter password

Forgot my password

Sign in with another account
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Use Password Write back to configure Azure AD to
write passwords back to your on-premises Active
Directory

A component of Azure AD Connect

Available to subscribers of Premium Azure Active
Directory editions

Removes the need to set up and manage an on-
premises SSPR solution

‘ Microsoft Azure Active Directory Connect

Optional features

Select enhanced functionality if required by your organization.

Exchange hybrid deployment @)
[ Azure AD app and attribute filtering )
[] Password synchronization [ 7]
[¥] Passward writeback @

Group writeback (Preview) ﬂ
Device writeback €

[ birectory extension attribute sync )




AAD USER ACCOUNT PROFILE MANAGEMENT

hitps://account.activedirectory.windowsazure.com

docent
Q REALDOLMEN Q REALDOLMEN EDUCATION R

1o get there, logether

Profile
docent Email: docent@rdeducation.be Maﬂage account
R Trainer Education Alternate email Change password
Fducation Set up self service password reset

Additional security verification

Review terms of use

Forget MFA on remembered devices
Sign out everywhere

Devices & activity
Q No devices registered.


https://account.activedirectory.windowsazure.com/

Demo - Change password
- Password Self Service Reset config



AAD CONDITIONAL ACCESS




Conditional access policies can be applied based on device state, application sensitivity,
location and user rules

J

Group membership

Location

Device platform.

Device compliance

Active threats on device

Sign-in and user risk

By configuring these policies, you can select
certain conditions, and allow access or require
further identification

Role: Sales Account Representative
Group: London Users
User R Config: Corp Proxy

Location: London, UK

Last Sign-in: 5 hrs. ago

Device: Windows

© OO

. D Config: Anonymous Anonymous IP
Device . L : .
D Last seen: Asia Unfamiliar sign-in location for this user
D Health: Device compromised Malicious activity
detected on device
v v
. ] I
Risk Level .
Low High
. © w4
v SRR
Actions Allow Deny Force Limit Require
access access password reset access MFA



J

Does not require Premium AAD license
Currently in preview (verified 2019-03-26)
You can opt out

You can exclude users, for
break glass account

Baseline policy: Require... [

Policies

This policy will automatically be enabled
in the future. Click here to learn more.

This policy requires multi-factor authentication
for the following directory roles:

» Global administrators

« SharePoint administrators

» Exchange administrators

» Conditional Access administrators
» Security administrators

i_ea m more

Enable policy

F - . .

'\?j' Automatically enable policy in the future
() Use policy immediatel

\_J Use policy immediately

() Do not i

. Do not use policy

Exclude users @ >

0 users selected

X



NO ACCESS TO AZURE PORTAL

Dashboard > Conditional Access - Policies > Disable Azure portal > Conditions > Locations

Disable Azure portal

@ info @ Delete

* Name

Conditions

O nio

‘ Disable Azure portal

Assignments

Device platforms @

Not configured

Users and groups @

All users included and specific...

Locations @

Any location and all trusted locat...

Cloud apps @
1 app included

Client apps (preview) @
Not configured

Conditions @
1 condition selected

Device state (preview) @

Not configured

Access controls

Grant @
Block access

Session @

0 controls selected

Enable policy

X

Locations O

Control user access based on their physical
location. Learn more
Configure @

Include  Exclude

Select the locations to exempt from the policy

'i’!\ All trusted locations
() Selected locations

None
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docent@rdeducation.be

You cannot access this right
now

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or location
that is restricted by your admin.

Sign out and sign in with a different account

More details

Welcome to the RdEducation Tenant! Ready for
demonstration purposes...

DEMO - Conditional Access blocking
portal.azure.com but not for trusted locations




AAD APPLICATION PROXY




WHAT IS AZURE ACTIVE DIRECTORY APPLICATION PROXY?

Works as a reverse proxy with AAD identity integrated

One or more connectors are installed to create an open HTTPS connection
Integrated authentication is available

No need to change the network infrastructure

Azure AD Wl On-premises  Published
Application

Do connector website




USER ACCESS FLOW

Authentication to AAD Optional authentication using internal AD by
Authentication passed to service connector
Service passed auth to proxy connector using Web Request passed to internal Web Server
open HTTPS Reply passed to connector & service to user
e _?_ i — SRS E SRt s e R Sn -
S g PR "@' B i —igﬁ@ i 2
. = a - Applic .*.lir_-ur-'-mr"” B Tl
- —— 1 ﬁ.ppl:catlc:n Connector
- T Proxy Service | B

; wE
g <
+ WiES e

{on-premised

—

E‘D‘x: &

——————-———————‘

e application)
2  ——
Azure ﬂ
Active o EE
Directory e e S s R 2 0 ] T P U O Fu o RO




APPLICATION PROXY CONNECTOR SETTINGS

Enterprise applications - Application proxy

Realdolmen Education - Azure Active Directory

« © Disable application proxy -+ Configure an app

O overview

————————————————————————————————

0 Application proxy provides single sign-on (550) and secure remote access for web applications hosted

Manage | MR e R AR L SR DT TR

i All applications
Connectors

©%  Application proxy Connectors establish a secure communication channel between your on-premises network and Azure.

£+ User settings

+ MNew Connector Group *L Download connector service

Security

U Conditional Access GROUPS P STATUS
Activity ©® ~ Default

D sign-ins srv-rdg01.gallia.local 85.234.194.188 @ Active

B Auditlogs




APPLICATION PROXY CONFIGURATION

Internal URI

Msapproxy.net domain or allowed domain of AAD
tenant with own certificate

Pre authentication AAD or not

Cookie settings

&

Basic Settings
,A- \

| hitpyfoancramix.gallia.localf |

v

* Internal Url @

7

&

v I I “roeducation msappproxy.n.. |

|

e - | | ETTOTETTAW T

|
I
External Url @ | https://panoramixweb-rdeducation.msappproxy.net/

v

URL translation settings

| Azure Active Directory o |
Pre Authentication @

| Default v |
Connector Group @

ﬂ We recommend at least two active connectors in each group. Click here to

download a new connector or manage your connector groups.
Additional Settings
ackend Application Timeout & | Default e

se HTTP-Only Cookie @ fes MNo

I

se Secure Cookie @ es Mo

s Persistent Cookie @ Yes Mo

ranslate URLs In

Headers @ (=

Application Body @ fes Mo




APPLICATION SIGN-ON SETTINGS

Select a single sign-on method

Help me decide

O

Disabled
User must manually enter their
username and password.

i3

Password-based
Password storage and replay using a

web browser extension or mobile app.

Windows Integrated
Authentication

Allows the Application Proxy
Connectors permision in Active
Directory to impersonate users to the
published application.

b

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language)
protocol.

Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

Header-based

A PingAccess offering that gives uers
access and single sign-on to
applications that use headers for
authentication.



APPLICATION USAGE LOGGING

DATE

15/3/2019 12:49:12

14/3/2019 18:47:54

14/3/2019 18:46:45

14/3/2019 18:36:41

14/3/2019 18:30:12

USER

admin EducRD

admin EducRD

Harold Baele

admin EducRD

admin EducRD

APPLICATION

PanoramixWEB

PanoramixWEE

PanoramixWEE

PanoramixWEB

STATUS

Success

Success

Failure

Success

Success

CONDITIOMAL ACCESS

Not Applied

Mot Applied

Mot Applied

Mot Applied

Mot Applied

MFA REQUIRED

Mo

Mo

Mo

Mo

Mo



Demo- PanoramixWeb In
myapps.microsoft.com



AAD PRIVILEGED IDENTITY

MANAGEMENT
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CREDENTIAL THEFT

Begins by establishing a beachhead in a Tier 2
. workstation or device

= Databacels) The local administrator accounts are used to
%nm.n compromise more hosts and credentials in Tier

[ Controllers 2

Directory

When they gain Domain Admin credentials,
they begin a more focused attack on your

Tier 1 Ell’ system
SGIVer Acmins % % %Iﬂ . At the highest level, Tier 0, the attacker has

unlimited permissions

lii:tjnn& D Di Di ﬁ D

- QIO e




AzURE AD PIM

J

PIM, just-in-time administration:

Same user becomes Admin and loses it again

Granular admin-like roles are available
View/Audit administrator activation

Can require approval to activate

©

=

O

Rabe pemvbded oxpane

......

Review membership of administrative roles




EXAMPLE SCENARIOS OF AAD PIM

c Do more with Azure AD Privileged Identity Management

\/ Require Multi-Factor Authentication \/ Require approval workflow to activate
\/ Log service/ticket numbers when activating \/ Receive notifications when users are assigned
\/ Schedule activations for a specific date \/ Configure and resolve alerts for privileged roles



J

Just in time provides the user or group members with eligible but not persistent access to the role for a
specified period or indefinitely (if configured in role settings)

Permanent does not require the user or group members to activate the role assignment

Conditional Access Administrator O X
o Harold Baele (Radmin) L] X
Activations e P
. o o Conditional Access Administrator
Maxi mum activation duration (hours) @
—) 8
o ** More
Notifications
Send email notifying ns of activation NEII'T'IE: T Make pErmanEnt
Send e otifying admins of activation @ '
Harolc
X Remove
Email
Incident/Request ticket admharold@rdemos.onmicrosoft.com
Require incident/request ticket number auring activation ﬁ Act]-.'rat“jn
Eligible
Expiration

Multi-Factor Authentication

Require Azure Multi-Factor Authentication for activation @ -

Require approval

Require approval to activate this role @




WALK THROUGH — PIM user becoming
Global Administrator



ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Login using

My roles - Azure AD roles

Eligible roles  Active roles

_________________________________________________________

@
1
m

I
=
)
?

Refresh

.........................................................

Activate a eligble role

<= Azure resource roles ROLENAME STATUS PENDING REQUESTS MEON

o

Troubleshooting + Support Global Administrator Not active 0 pending request(s) Activate
roubles ng ppo

x Troubleshoot Conditional Access Administrator Mot active 0 pending request(s) Activate

& MNew support request Privileged Role Administrator Mot active 0 pending request(s) Activate



https://aad.portal.azure.com/

ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Verify your identity with MFA

Dashboard > Privileged Identity Management > My roles - Azure AD roles > Global Administrator > Verify my identity

Global Administrator s X Verify my identity O X
Role activation details Global Administrator
’ Activate B Deactivate Before you activate this role, verify your identity
- with Azure Multi-Factor Authentication. If you
A Verify your identity before proceeding —> haven't registered with Azure MFA yet, we'll help
you do that.
MAME

Harold Baele (Radmin)

EMAIL
admharold@rdemos.onmicrosoft.com

. E
@ Verify my identity

ACTIVATION
Eligible

EXPIRATION




ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Home » Global Administrator

Global Administrator £ O X

Role activation details

.’ Activate B Deactivate
NAME
Harold Baele (Radmin)

EMAIL
admharold @rdemos.onmicrosoft.com

ACTIVATION
Eligible

EXPIRATION




ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Home > Global Administrator » Activation

Activation

/\

0o X L.
Role activation details e Activation status L
/\

D Custom activation start time

Activation duration (hours)

@ LTI

* Activation reason (max 500 characters)

Demonstrating PIM for Global v
Administrator role

Stage 1
o Processing your request and activating
your role.

Stage 2
0 Validating that your activation is
successful.

Stage 3

0 Activation complete, use the link below
to sign out and log back in to start
using your newly activated role.

Sign out

B8 Microsoft Azure

Your Global Administrator role was activated in the
RDemos.onmicrosoft.com directory

Activation details

Settings Value
Expiration: until 3/14/2019 3:00:31 PM UTC
Justification: Demonstrating PIM for Global Administrator role

You can re-activate or cancel your role activation in the Azure Active Directory
Privileged Identity Management extension on the Azure portal.

Learn more about Azure AD Privileged Identity Management >



ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Login & do your thing!

You can verify your roles & validity

Eligible roles  Active roles

Activate
Refresh
@ Azure AD roles
ROLE NAME STATUS PENDING REQUESTS ACTION

&= Azure resource roles

. Global Administrator Access valid until March 14 at 4:00 PM 0 pending request(s) Activate
Troubleshooting + Support
x Troubleshoot Conditional Access Administrator Mot active 0 pending request(s) Activate
a New support request Privileged Role Administrator Not active 0 pending request(s) Activate

R



New challenges
NEW IDEAS

© REALDOLMEN

a Gf Group company
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