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AZURE ACTIVE DIRECTORY ?



AZURE ACTIVE DIRECTORY

Single
sign on

•••••••••••
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Microsoft Azure Active Directory

Azure
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SaaS

ADconnect



• Creating an Azure/O365/Intune subscription means creating/using 
a Tenant

• A tenant is defined by something.onmicrosoft.com

• Can contain one or more accepted domains like 
contoso.com

• Defines the users who have access to the resources of the subscription
• Can contain Guest Accounts or AAD accounts

AZURE TENANTS, AZURE SUBSCRIPTIONS & ACCOUNTS

https://azure.microsoft.com/en-us/documentation/articles/active-directory-howto-tenant/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-how-subscriptions-associated-directory/



Demistify

How many AADs can be
used by an Azure Subscription?



• First user assigned the Service 
Administrator role

• Other admins: co-administrators

Both can be either Microsoft accounts or 
work or school accounts from the AAD 
linked to the Azure subscription

• An Azure subscription trusts 1 AAD 
• 1 AAD can trust multiple subscriptions
• Subscription management is part of 

https://portal.azure.com

AAD FUELS THE IDENTITY SOURCE OF AN AZURE SUBSCRIPTION

https://azure.microsoft.com/en-us/documentation/articles/active-directory-how-subscriptions-associated-directory/

Azure 
Active Directory

Azure 
subscription
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Azure 
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https://portal.azure.com/


AZURE ACTIVE DIRECTORY IDENTITY MODELS
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EXTENDING FEATURES WITH AAD BASIC, PREMIUM 1, PREMIUM 2, OFFICE 365

https://azure.microsoft.com/en-us/pricing/details/active-directory/

https://azure.microsoft.com/en-us/pricing/details/active-directory/


AAD MULTI FACTOR AUTHENTICATION

Multi-Factor
Authentication



Demistify

MFA requires a smart
phone with internet access?



AZURE MFA OPTIONS

Microsoft Authenticator app
• App which generates a code
• App ask for approval

Phone call 
• Phone call asking confirmation

with a #

SMS 
• Small sms message with code 



Demistify

MFA enabled users
cannot be shared?



• User can add one or 
more authentication apps

• User will add an 
authentication phone

• User can add his Office 
Phone
It’s number is managed 
using the ‘Office Phone 
attribute’

SECURITY VERIFICATION OPTIONS



• Free of charge for global administrator security

• Added level of security when managing and creating Azure 
resources, like virtual machines

MFA FOR GLOBAL ADMINS

Quick 
Win
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Demo (part 1) 

- MFA login (company branded demo tenant)

- show the password in edge (it’s ok)
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Demo (part 2) – Seamless Sign On 

without MFA using an internal client

A
lb

er
t



• MFA used with a code 
generated in the 
authenticator app (with 
a cycle of 1 code per 
minute)

• MFA with SMS code

• MFA with telephone call

MFA – USER LOGIN



AAD AS A SSO





• Do we still need ADFS for Single Sign On? No, we don’t!
• Azure AD is also a Security Token Service supporting SAML, OpenID, Oauth..
• Move applications to Azure AD
• +10 or SAML Requires Premium P1 licenses on Azure AD
• Customers without P1 licenses can still rely on ADFS

WHAT ABOUT APPLICATIONS OUTSIDE OF OFFICE 365



END USER EXPERIENCE

Using Office 365 App Launcher Using MyApps.microsoft.com



Demo - Login SAMLweb
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SECURE PASSWORDS



• Prevent users from using most commonly used passwords, plus over 1 million character substitution 
variations of those passwords

• Can be leveraged in both Azure AD as on premises AD
• Create own banned password list with company specific keywords 
• Audit and enforcement mode

SECURING PASSWORDS
PASSWORD PROTECTION & SMART LOCKOUT (GA!)
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• Choose the: 
• Number of authentication methods required to reset a 

password

• Number of authentication methods available to users

• Authentication methods include:
• Email notification

• Text or code sent to phone

• Number of security questions to be registered and how 
many must be correctly answered

SELF SERVICE PASSWORD RESET



USING SELF SERVICE PASSWORD RESET



Demistify

Self service Password reset
doesn’t work with synced users



• Use Password Write back to configure Azure AD to 
write passwords back to your on-premises Active 
Directory

• A component of Azure AD Connect 
• Available to subscribers of Premium Azure Active 

Directory editions
• Removes the need to set up and manage an on-

premises  SSPR solution

PASSWORD WRITE BACK
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https://account.activedirectory.windowsazure.com

AAD USER ACCOUNT PROFILE MANAGEMENT

https://account.activedirectory.windowsazure.com/


Demo - Change password

- Password Self Service Reset config
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AAD CONDITIONAL ACCESS



Conditional access policies can be applied based on device state, application sensitivity, 
location and user rules

CONDITIONAL ACCESS POLICIES EXPLAINED

The picture can't be displayed.

The picture can't be displayed.

The picture can't be displayed.

The picture can't be displayed. The picture can't be displayed.



• Does not require Premium AAD license

• Currently in preview (verified 2019-03-26)

• You can opt out

• You can exclude users, for example your 
break glass account 

CONDITIONAL ACCESS BASELINE POLICY

Quick 
Win
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NO ACCESS TO AZURE PORTAL
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DEMO - Conditional Access blocking 

portal.azure.com but not for trusted locations



AAD APPLICATION PROXY



• Works as a reverse proxy with AAD identity integrated
• One or more connectors are installed to create an open HTTPS connection
• Integrated authentication is available  
• No need to change the network infrastructure

WHAT IS AZURE ACTIVE DIRECTORY APPLICATION PROXY?



1. Authentication to AAD
2. Authentication passed to service
3. Service passed auth to proxy connector using 

open HTTPS

4. Optional authentication using internal AD by 
connector

5. Web Request passed to internal Web Server
6. Reply passed to connector & service to user 

USER ACCESS FLOW



APPLICATION PROXY CONNECTOR SETTINGS
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• Internal URI

• Msapproxy.net domain or allowed domain of AAD 
tenant with own certificate

• Pre authentication AAD or not

• Cookie settings

• URL translation settings

APPLICATION PROXY CONFIGURATION
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APPLICATION SIGN-ON SETTINGS
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APPLICATION USAGE LOGGING
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Demo- PanoramixWeb in 

myapps.microsoft.com
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AAD PRIVILEGED IDENTITY

MANAGEMENT



Why PIM? Think like a bad guy…



CREDENTIAL THEFT

• Begins by establishing a beachhead in a Tier 2 
workstation or device

• The local administrator accounts are used to 
compromise more hosts and credentials in Tier 
2. 

• When they gain Domain Admin credentials, 
they begin a more focused attack on your 
system

• At the highest level, Tier 0, the attacker has 
unlimited permissions



• PIM, just-in-time administration:
Same user becomes Admin and loses it again

• Granular admin-like roles are available

• View/Audit administrator activation

• Can require approval to activate 

• Review membership of administrative roles

AZURE AD PIM



EXAMPLE SCENARIOS OF AAD PIM



• Just in time provides the user or group members with eligible but not persistent access to the role for a 
specified period or indefinitely (if configured in role settings)

• Permanent does not require the user or group members to activate the role assignment

MODIFY ROLES



WALK THROUGH – PIM user becoming 

Global Administrator 
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ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Activate a eligble role

Login using https://aad.portal.azure.com

https://aad.portal.azure.com/


ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Verify your identity with MFA



ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Start the activation of the role



ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Define duration and reason

Wait for activation stages

Get the confirmation mail

Sign out



ACTIVATING GLOBAL ADMINISTRATOR ROLE USING PIM

Login & do your thing!

You can verify your roles & validity
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