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Getting ready for Microsoft 365 Copilot

Copilot Readiness

SharePoint 
Governance

Compliance 
Implementation

All the stuff you 
wanted to do 
but never did

Microsoft 365 
Governance Security



Getting ready for Microsoft 365 Copilot

Security 

Just in time 
access to 

content with DLP 
and Conditional 
Access Policies

User Review

Ensure that 
users have the 

correct access to 
Workspaces and 

Content

Permissions

Review 
permissions for 
users to ensure 
correct access

Oversharing

Limit 
oversharing of 

content through 
the organization

Content

Remove 
redundant, 
trivial or 

obsolete content 
to ensure 
accuracy  



What are the risks of not being ready?

AI Hallucination

Generate an incorrect 
response based on 
incorrect content

Incorrect Access

Much easier to find 
content you didn’t know 
you have access to with 

natural language

Lack of adoption

You only get one 
chance to make a first 

impression…



Some tips & tricks to 
help you get started with 
Microsoft 365 Copilot



Get Copilot ready - building blocks

Microsoft 365 Copilot



Declutter your Microsoft 365 environment

Bring structure in your SharePoint sites and Teams

Use logical naming for Sites, Teams and Files

Delete outdated information

Set-up lifecycle management for inactive workspaces

Review user access on a regular basis



Restricted SharePoint Search

Will be launched in April

Disable organization-wide search

Restrict Enterprise Search and Copilot experiences to a curated set of SharePoint sites of 
your choice

Off by default. When enabled
 An allowed list of curated SharePoint sites set up by admins 

(with up to 100 SharePoint sites), honoring sites’ existing permissions. 
 Content from their frequently visited SharePoint sites. 
 Users’ OneDrive files, chats, emails, calendars they have access to. 
 Files that were shared directly with the users. 
 Files that the users viewed, edited, or created. 

More info: Introducing Restricted SharePoint Search to help you get 
started with Copilot for Microsoft 365 - Microsoft Community Hub

https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060


Sharing individual files

Change your SharePoint sharing policy and 
disable anonymous sharing

Only allow owners to share files



Don’t forget change management

 Let’s enable Copilot and users will figure it out won’t work!

User expectations will be high

Useful resources
 Microsoft Adoption Site for Copilot

Copilot for Microsoft 365
 Copilot Succes Kit

Copilot Success Kit
 Scenario library

Microsoft Copilot Scenario Library
 Copilot lab

Copilot Lab

https://adoption.microsoft.com/en-us/copilot/
https://adoption.microsoft.com/en-us/copilot/success-kit/
https://adoption.microsoft.com/en-us/copilot-scenario-library/
https://copilot.cloud.microsoft/en-US/prompts


Microsoft 365 Copilot:
The art and science of prompting

There are many types of prompts you can use depending on 
what task you want done. 

Learn about projects and concepts: 
“What is [Project X] and who are the key stakeholders working on 
it?”

Edit text: 
“Check this product launch rationale 
for inconsistencies.”

Transform documents: 
“Transform this FAQ doc 
into a 10-slide onboarding guide.”

Summarize information: 
“Write a session abstract of this [presentation].”

Create engaging content:
“Create a value proposition for [Product X].”

Catch-up on missed items: 
“Provide a summary of the updates 
and action items on [Project X].”

1. Tell Copilot what you need

To get the best response, it’s important to focus on some of the key elements below when 
phrasing your Copilot prompts.

2. Include the right prompt ingredients

Source

Which information sources or 
samples should Copilot use?

Context

Why do you need it and 
who is involved?

How should Copilot respond
to best meet your expectations?

Expectations

What response do you want 
from Copilot? 

Goal

Prompts are how you ask Microsoft 365 Copilot to do something for you — like creating, 
summarizing, editing, or transforming. Think about prompting like having a conversation, using 
plain but clear language and providing context like you would with an assistant.



3. Keep the conversation going

Generating content ideas
Lead with broader requests, then 
give specific details about the 
content.

Enabling insightful meetings
Request a meeting recap, then ask 
for more information about what 
you should know.

Storytelling assistance
Ask Copilot to write a story, then 
guide it by giving more specific, 
relevant details.

Gaining insights
Ask for a summary of a specific file, 
then ask relevant questions to gain 
deeper insights.

Translating languages
Ask Copilot to translate a sentence 
to one of the supported languages, 
then ask for more context or a 
regional dialect.

Solving technical problems
Present a technical problem, then 
narrow it down, or ask for step-by-
step guidance.

Following up on your prompts help you collaborate with Copilot
to gain more useful, tailored responses.

Helpful hints to keep in mind

Know Copilot’s limitations
Copilot is limited to your current 
conversation, so give lots of details.

Be professional
Using polite language 
improves Copilot’s response.

Start fresh
Avoid interrupting and type 
“new topic” when switching tasks.

Use quotation marks
This helps Copilot know what to 
write, modify, or replace for you.

Communicate clearly
Pay attention to punctuation, 
grammar, and capitalization.

Learn more on our Microsoft Copilot help & learning page.

Microsoft 365 Copilot:
The art and science of prompting

https://aka.ms/CopilotCapabilities


Copilot Lab – Your guide to building 
Copilot skills

Provides prompt suggestions directly in product

Stay on top – Personalized recommendations for Copilot prompts

View prompts – Catalog of other prompts by category

https://aka.ms/CopilotLab

https://aka.ms/CopilotLab
https://aka.ms/CopilotLab


Discover – Know your data and understand the risks

Data Security and Information Protection

Uncover the potential data and security risks Microsoft 365 Copilot could 
introduce into your organization.

What is sensitive?

• Define what is sensitive 
to the organization

• Generic & customer 
specific

• Company secrets
• Highly confidential
• Personal 

Identifiable 
Information

Where does data live?

• Created inventory of all 
data repositories

• Considered as copilot 
source

• Microsoft 365
• 3rd party sources
• Structured and 

unstructured

Who has access?

• What content can 
employee access

• Internal & external to 
the organization

• Access control and 
access management

• Oversharing 

How is it used?

• Sensitive data 
overexposure

• Unprotected data 
• Is the use of sensitive 

data  managed

What is the risk?

• What if data is exposed
• Which data could harm 

the organization
• What would be the 

impact & cost
• Are we at risk
• Are we compliant

Organizational risk 
tolerance define next 
steps.

Low risk
Enable copilot

Medium risk
Implement (additional) 
data security and in 
parallel enable coplot.

High risk
Implement data 
security before 
enabling copilot

Protect
Implement controls to mitigate and reduce risk.

Data
classification

• Select and define 
sensitive info types

• Generic, out of the 
box

• Customer specific, 
custom defined to 
specification

Data
labeling

• Train users to use 
standard Team, 
SharePoint site, and file 
naming conventions 

Data access
controls

• Optimize access 
permissions, remove, 
block

• Correct oversharing
• Exclude data sources 

Data Protection
controls

• Protect sensitive 
information

• Data encryption
• Watermarking

• Prevent Data loss
• Protect against 

Oversharing and external 
sharing

Data Lifecycle
controls

• Minimize obsolete data
• Retention policies and 

automatic deletion
• Records management for 

business, legal or 
regulatory record 
keeping requirements

Elevate 
Productivity



Discover – Protect user access to Microsoft 
Copilot for Microsoft 365
Use strong authentication and real-time, risk-based adaptive access policies 
without compromising user experience

Identity & Access management

Can users access?

• Are Entra ID identities 
being used?

• Are on-premise 
identities being used 
and are they 
synchronized to Entra
ID?

Who has access?

• Do different groups of 
users require different 
access permissions?

• Do you use strong 
authentication 
methods to prevent 
credentials theft?

• Do you review access?

Is access controlled?

• Do you have adaptive 
access policies in place 
based on location, 
device risk or user risk?

• Do admins have just-
enough and just-in-
time access to manage 
access to data and 
resources? 

Is access fast and simple?

• Do users need multiple 
accounts and 
passwords to access 
data and resources?

• Do users need to re-
enter their credentials 
to access different 
resources?

• Can users reset or 
change their own 
password?

What is the risk?

• What if data is exposed 
outside of the 
company?

• What if the wrong 
users access sensitive 
data?

• What would be the 
impact & cost?

• Are we at risk?
• Are we compliant?

Organizational risk 
tolerance define next 
steps.

Low risk
Enable copilot

Medium risk
Implement (additional) 
Identity & Access 
management features 
and policies, and in 
parallel enable coplot.

High risk
Implement Identity & 
Access management 
before enabling copilot

Protect
Implement controls to mitigate and reduce risk.

User identity

• Setup a single identity 
for users to access data 
and resources

• Synchronize on-premise 
identities to the cloud

User access

• Create user groups that 
require different access 
permissions

• Setup multifactor 
authentication to verify a 
user’s identity 

Secure adaptive access

• Setup conditional access 
policies based on device 
compliance, user and 
location or real-time risk.

Seamless access

• Setup single sign-on to 
provide an easy  and fast 
sign-in experience

• Setup self-service 
password reset and 
change, and account 
unlock.

• Setup passwordless
authentication

Review access

• Review and manage user 
access using access 
reviews for group 
members or application 
access

Elevate 
Productivity



How can 
Orchestry help 
you get ready?
How Orchestry can be your 
wingman in the era of Copilot 
readiness 



What is Orchestry

Informative Workspace 
Directory

Comprehensive Lifecycle 
Management

Rich Workspace Templates

Intelligent Actionable Insights

Intelligent Recommendations

Intuitive Self-Service 
Provisioning

Advanced Empowering 
Governance

More Features Coming Soon



Orchestry Recommendations for Copilot readiness

I N T R O D U C I N G



Powerful Insights to prepare your tenant 
for Copilot



Orchestry Insights for Copilot readiness

I N T R O D U C I N G



Insight Reports
Instantly see the status of 
your tenant with powerful 
Insight reports not available 
out of the box.

Understand usage, storage, 
membership, permissions and more.

Easily resolve sharing and other 
issues to help you get ready for 
Copilot.



28-day Fully Functional Trial

Understand your environment

Clean up inactive Workspaces

Set yourself up for the future

dwp@Inetum-Realdolmen.world

10% discount on Orchestry licenses for event
participants (Orders before end of June 2024)

Free help with the installation and getting started

mailto:hello@orchestry.com?subject=Email%20Generated%20from%20Orchestry%20PowerPoint
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