
Microsoft Secure Score



Praktische afspraken

• Vragen via chat

• Iedereen op mute

• Q&A na de presentatie

• Evaluatie met link naar de slides worden
na het event doorgestuurd



And… What does an Intelligent 
Workplace include?

OperationsUser
experience Organisation



Wie ben ik?

Wim Van Clapdurp

Werkzaam als Microsoft 365 security en modern workplace consultant.

 focus vooral op security via Microsoft Defender

 reeds 22 jaar in ICT sector
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 Centraal dashboard met aanbevelingen om je security level te verhogen
 Ga naar : https://security.microsoft.com/securescore

Wat is Secure Score?

https://security.microsoft.com/securescore
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Dit is enkel nodig voor een breakglass account.
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Products included in Secure Score Security defaults
Microsoft Secure Score has updated improvement actions to support security 
defaults in Azure Active Directory, which make it easier to help protect your 
organization with pre-configured security settings for common attacks.
If you turn on security defaults, you'll be awarded full points for the following 
improvement actions:
•Ensure all users can complete multi-factor authentication for secure access (9 
points)
•Require MFA for administrative roles (10 points)
•Enable policy to block legacy authentication (7 points)

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults


M365 Secure Score
Webinar

Disable
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Defaults?
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Read and write roles
With read and write access, you can make changes and directly interact with 
Secure Score. You can also assign read-only access to other users.
•Global administrator
•Security administrator
•Exchange administrator
•SharePoint administrator
Read-only roles
With read-only access, you aren't able to edit status or notes for an 
improvement action, edit score zones, or edit custom comparisons.
•Helpdesk administrator
•User administrator
•Service support administrator
•Security reader
•Security operator
•Global reader

Wie kan aan dit portaal?



Weetjes:
Hoe vaak wordt de Secure score geüpdatet? 

De score zal 1 maal per dag aangepast worden (rond 1:00 AM PST dit is 10:00 AM onze tijd). Indien je 
aanpassingen maakt op een item dat ‘gemeten’ wordt zal de score automatisch aanpassen de volgende
dag.
Het kan tot 48 uur duren eer de aanpassingen reflecteren in jouw score.

Hoe lang bestaat secure score al?

Secure score is reeds in 2017 uitgebracht

Hoe hoog scoor je maximaal?

Als je alle security recommendations volgt kom je uit op een secure score van ongeveer 67%
Je kan tot bvb 80% geraken. 
Hiervoor zal wel gebruik moeten gemaakt worden van additionele settings of zal er een beleid nodig zijn.
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Live demo

Dit is een live demo op een demo tenant
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Next Steps



Microsoft 365 Security

Features, 
Capabilities, and 

Licensing 
Workshop

Compliance 
Workshop for 

DPOs

Defender for Office 365

Anti-phishing

Anti-impersonation

Safe Attachments

Safe Links

Identity

Device

Threat

Data

Endpoint Manager Intune Features

MAM for BYOD 
Outlook Mobile
iOS / Android

Azure Information Protection

Create Sensitivity Labels

Beyond

Enable Labels for Teams, 
SharePoint, Exchange, 

OneDrive

3-6 months 1-3 months Now

Pilot Document Labeling

Defender for Endpoint

MAM for BYOD 
Teams, SharePoint, 

OneDrive

Rollout Document Labeling

Endpoint Manager Configuration Features 

BYOD Compliance 
Policies

OS Deployment 
/ Autopilot / 
White Glove

Implement Sensitivity Label Monitoring Pilot Document Protection

Azure AD / 
Hybrid Join

Managed Device  
Compliance Policies

MDM for Managed 
Devices

iOS / Android

PC 
Compliance 

Policies

Application 
Deployment

Defender for Cloud Apps

M365 Security Guidance – Prepare, Plan and Drive roadmap activities / Hands-on assistance and training

Device Security

Device Compliance

5 days/month 3 days/month
Security Priority 

Assessment

PC Configuration Policies

PC Security Baselines

Azure AD Premium P1 Features

MFA

Conditional Access
Self-Service Password 

Reset

Block Legacy Auth. 
Monitor / Plan

Block Legacy Auth. 
Implement

Azure AD Password 
Writeback

Azure AD SSO

External / Guest Access 
Policies

Defender For Indentity 

Identity Protection

Risk-Based Conditional Access

Privileged Identity Management

Access Reviews

2 days/month

Azure AD Password 
Protection

Enhanced ASR

Tamper Protection Anti-phishing

Web content Filt. AIR

PIM Endpoint detection & response

Advanced Hunting
Advanced Messesage

Encryption

Compromised User Dection

https://realdolmen.sharepoint.com/:f:/r/sites/BidOffice/ISOR/Business%20Line%20Workplace/Sales/Offerings/Identity%20and%20Device%20Best%20Practices%20Workshop
https://realdolmen.sharepoint.com/:f:/r/sites/BidOffice/ISOR/Business%20Line%20Workplace/Sales/Offerings/Microsoft%20365%20Compliance%20Workshop%20for%20DPOs
https://realdolmen.sharepoint.com/:f:/r/sites/BidOffice/ISOR/Business%20Line%20Workplace/Sales/Offerings/Microsoft%20365%20Security%20Roadmap%20Assistance
https://realdolmen.sharepoint.com/:f:/r/sites/BidOffice/ISOR/Business%20Line%20Workplace/Sales/Offerings/Security%20Priority%20Assessment


Threat Protection
Microsoft 365 Security

Defender for 
Office 365

Anti-phishing

Anti-malware

Safe Attachments

Safe Links

Pilot
Implement

INH Domain 
Controllers

Install Sensors

Defender for Identity

Defender for Endpoint

POC Decision

Compare DFE to Cybereason

Plan
Implement

Decommission Software?Intune Client 
Onboarding

Cloud App Security

Defender for Identity 
Integration POC - Integrate 

Network Device Logs

Azure Sentinel

POC Decision Plan Implement

Licensing 
Decisions

M365 E3 + 
E5 Security

O365 E1 + 
EMS E3 + Defender 

O365

AZURE Domain 
Controllers

Feature Comparison 
(on paper)

Updated: 17-jun-22

In progress or starting

Completed

To be planned

Decision dependent

Exchange Online Security

DKIM DMARC

Planning and Monitoring Implementation

SPF

BeyondJan – Mar 2023Sep – Dec 2022NowPast

Evaluation &
Fine-Tuning

Defender for Endpoint 
Integration

Defender for Office 
365 Integration

Monitor & fine-tune alerts

Meeting w/ 
Deloitte

Demo DFE 
Scenarios

Evaluation &
Fine-Tuning 

Alerts
POC

Data Governance - Information Protection -
DLP enforcement

Update documentation, procedures, 
and processes

Hands-on training sessions

Update documentation, procedures, and 
processes



GOVERNANCE 
TEAM

Integrate

OptimizeOptimize today 
for tomorrow

Integrate tomorrow 
into today

In order to keep your balance, you 
must keep moving

Unburden Innovate

Inspire

Operate



GOVERNANCE 
TEAM

Integrate

Optimize

Unburden Innovate

Inspire

Operate

• Wiki events
• Business Productivity Roadmap
• M365 Roadmap
• M365 Jumpstart

• Migration
• Optimization

• Managed Services
• Workplace as a Service

• Security Priority Assessment
• Calling Assessment
• Proactive Services
• Training, user adoption,

change management



Contacteer voor :
• Microsoft Security Priority Assessment

• Microsoft 365 Identity and Device Best Practices 
Workshop

• Microsoft Security Roadmap Assistance



Contacteer ons via:

• products@inetum-realdolmen.world

• Uw vertrouwde contactpersoon bij Inetum-
Realdolmen

Bestel online via: 
store.inetum-realdolmen.world



inetum.world

FRANCE | SPAIN | PORTUGAL | BELGIUM | SWITZERLAND | LUXEMBOURG | ENGLAND |
POLAND | ROMANIA | MOROCCO | TUNISIA | SENEGAL | CÔTE D’IVOIRE | ANGOLA |
CAMEROON | USA | BRAZIL | COLOMBIA | MEXICO | RP OF PANAMA | PERU | CHILI |
COSTA RICA | DOMINICAN REPUBLIC | ARGENTINA | SINGAPORE | UAE
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