.

a Gfi Group-company
Sensitivity: L2 Company



Modern Deployment & M365 Security

GEMEENTEN

\20 REALDOLMEN
a Gf Group company




MODERN DEPLOYMENT

am Windows10

Windows AutoPilot
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MODERN DEPLOYMENT

Tier 1 CSP
/ Direct Provider

/ Direct Reseller
[ J

ﬁ Windows Autopilot Autopilot profile sync Intune
E Device sync
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Microsoft Device IDs (Tuples) A
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Deliver device direct to Employee
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Unmanaged &
Maobile Devices
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-I Intune MDM/HAM
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Configuration Manager

OVERVIEW OF MICROSOFT SECURITY
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Identity & Access

Azure Active
Directory

= <&— Conditional Access - [dentity Perimeter Management
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MICROSOFT’S 4 PILLARS OF CYBER RESILIENCE

SECURITY
MANAGEMENT

Gain end-to-end
visibility into your org’s
security and manage
security policy centrally

VISIBILITY of security
state and risks

CONTROL
consistent policies and
controls

GUIDANCE
built-in intelligence and
recommendations

IDENTITY & INFORMATION

ACCESS PROTECTION

MANAGEMENT
Ensure only the right Ensure documents
people have access to and emails are viewed
your organizational only by the intended
systems recipients
VERIFY DISCOVER sensitive
Protect at the front door data based on policy
SIMPLIFY access to CLASSIFY data and
devices and apps apply labels
SAFEGUARD PROTECT
credentials

MONITOR
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THREAT
PROTECTION

Hold back hackers
and recover quickly if

attacked W%
ASSUME

BREACH
MINDSET

IDENTIFY

PROTECT from advanced
cyber attacks

DETECT malicious
activities

RESPOND to threats
quickly

RECOVER



IDENTITY & ACCESS MANAGEMENT — MULTI FACTOR AUTHENTICATION

User-friendly experience Password-less authentication
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POSSESION KNOWLEDGE BEING

+

Something Something Something
you have. you know. you are.
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IDENTITY & ACCESS MANAGEMENT — CONDITIONAL ACCESS

]

) Office 365
D z g . . _ Microsoft Azure
User = am

On-premises
applications




CONDITIONAL ACCESS

Approve shgn In?

Lah & Cern (Or-Fem)
eonp 1l sban ddemo oo

[ ) Azure AD

& ADFS ‘
e fi Controls ﬂi
I {5 Google ID J /S B a:

Al Block

Employee & Partner :
ploy access Microsoft Cloud

Users and Roles

A raid
o o

& acos
R Windows

dl Windows
WF Defender ATP

hAIcrosoft
Lirnited Qloud App Security

dCCEsE

Trusted &

Compliant Devices | @ :

i
-2}

Tl Require
gl LI MF A
Evaluation
Ergine
Force
......... password
ﬁ Carparata reset

i Mabwaork . .
Client apps & |
Auth Method

| &b | Browser apps

On-premises apps

Chant apps



QUESTIONS?
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