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FACE THE
FUTURE

WITH

CONFIDENCE
HP PCs ARE DESIGNED FOR RESILIENCE 
AGAINST THE ATTACKS OF TOMORROW

© 2019 HP Development Company, L.P. The information contained herein is subject to change without notice. 



© 2015 HP Development Company, L.P.3

IN 2019, ITDMs FACE A 

RISING TIDE OF SECURITY THREATS

INCREASE IN 

FIRMWARE
ATTACKS

RISE OF 

DESTRUCTIVE 
ATTACKS

RAPID

EVOLUTION 
OF MALWARE

Over 206 Million Ransomware Attacks
in 2018

Over 600,000 devices’ firmware
captured by Mirai botne

Over 350,000 New Malware Variants
Every Day
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HP SURE START HP SURE RUN HP SURE RECOVER HP SURE CLICK HP SURE VIEW

The world’s first

SELF-HEALING BIOS
Others can detect, but HP Sure 

Start can RECOVER!

Built-in

HARDWARE-ENFORCED 
RUNTIME PERSISTENCE

for your PC's key security 
processes

SECURE AND AUTOMATED 
RECOVERY 

on the world’s first and only 
PCs with a firmware-

embedded self-healing 
system image

SECURE WEB BROWSING 
to protect against most 

common attack 
methods 

and attachment viewing

INTEGRATED PRIVACY 
SCREEN

protects against visual 
hacking with the press of 

a button

BIOS Rootkits 
like 

LoJax

Viruses that take down OS 
defenses like 

H1N1

Wiper attacks 
like

NotPetya

Web-borne or Office 
malware like

WannaCry

Shoulder surfing 
and

Visual 
Hacking

UNIQUE HARDWARE - UNMATCHED PROTECTION

HARDWARE-ENFORCED RESILIENCE AGAINST…
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HP ENDPOINT 
SECURITY CONTROLLER

✓ Physically isolated 
✓ Cryptographically secured

HP Sure Start HP Sure Run HP Sure Recover 

UNIQUE HARDWARE ENABLES RESILIENT DEVICES

3RD PARTY CERTIFIED

by an accredited independent test lab
(Overseen by ANSSI)
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HP SURE START 
IS THE WORLD’S ONLY 
SELF-HEALING BIOS

OTHERS MAY PROTECT OR EVEN 

DETECT ATTACKS ON THE BIOS.

HP SURE START CAN RECOVER
FROM THEM.

3RD PARTY CERTIFIED

by an accredited independent test lab
(Overseen by ANSSI)

WHAT’S NEW IN 2019:

HP Sure Start Gen5 expands 
the self-healing protection of 
HP Sure Start to the Intel 
Management Engine (ME)
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HP UNIQUE 
ADVANTAGE:

N.I.S.T.
STANDARDS

2011: 
BIOS PROTECTIONS
NIST SP 800-147

2019: 
FIRMWARE RESILIENCE
NIST SP 800-193

HP SURE START GEN5 

MEETS AND 
EXCEEDS 
NIST SP 800-193

FOR ALL CORE EMBEDDED 
PLATFORM FIRMWARE

LEARN MORE:
Details in the HP Sure 

Start Whitepaper
(Gen5 Coming Soon!)

*See HP Sure Start whitepaper for details.

UNIQUE!
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HP SURE RUN 
KEEPS YOUR PCs 
SECURITY POSTURE 
STRONG 

FIGHTS BACK AGAINST ATTACKERS BY:

• MONITORING KEY PROCESSES

• ALERTING YOU OF CHANGES

• RESTARTING PROCESSES AUTOMATICALLY IF 
THEY’RE STOPPED

WHAT’S NEW IN 2019:

Sure Run Gen2 includes

NETWORK 
ISOLATION

to quarantine noncompliant 
machines and prevent the 

spread of malware

!
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HP SURE RECOVER: 
SECURE, AND AUTOMATED 
RECOVERY FROM 
DESTRUCTIVE MALWARE

NEW IN GEN2:
✓ Easier for enterprise users to set 

up custom images
✓ Better Network Reliability
✓ Better Event Logging
✓ Multi-Drive and Optane compatibility

HP Sure Recover Gen2 offers: 

✓ Easier set up of custom images
✓ Better network reliability
✓ Better event logging
✓ Intel® Optane™ compatibility

WHAT’S NEW IN 2019:
HP SURE RECOVER WITH 
EMBEDDED REIMAGING

RECOVER YOUR OS IN 
AS LITTLE AS 5 MINUTES
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HP Sure Recover

Possibility to configure it with 
your own recovery image on 
FTP



INSECURE BROWSERS MALICIOUS OFFICE FILES AND 

THE EASIEST WAYS TO ATTACK YOUR ORGANIZATION:

1IN10
WEB REQUESTS LEAD TO

M A L W A R E
16

MALEVOLENT EMAILS
P E R  M O N T H

USERS RECEIVE AN AVERAGE OF

56%
2018 INCREASE OF ENDPOINT

W E B  A T T A C K S
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HP SURE CLICK: CLICK WITH CONFIDENCE
Open attachments and work online with HP Sure Click

PROTECT AGAINST 
MALICIOUS WEBSITES

✓ Isolates each tab in a secure virtual container
✓ Just close the tab, and the malware is gone
✓ Easy to use: integrates with IE and Chrome

PROTECT AGAINST 
BAD ATTACHMENTS

✓ Infected files are a common attack vector 
✓ Protection for Word, Office, Excel and PDF 

files viewed in read only mode
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Compatible with Internet Explorer and Chromium 
browsers
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PROTECT YOUR 
PRIVATE 
INFORMATION

HP Confidential. For use under Confidential Disclosure Agreement only. © Copyright 2017 HP Development Company, L.P. The information contained herein is subject to change without notice. 

HP SURE VIEW
protects against visual hacking with 
the press of a button

✓ Nearly 900k units sold

✓ Currently shipping on 13 commercial platforms

9 out of 10 visual hacking attempts 

to steal sensitive business 

information were successful
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HP Sure View Gen3 

3 GENERATIONS OF PRIVACY INNOVATION

HP Sure View Gen1

HP Sure View Gen2

HP SURE VIEW GEN 3

✓ Better performance in light and 
dark environments

✓ Improved privacy protection
✓ Flexibility for thinner designs
✓ One button on and off

✓ Improved battery life 
✓ Better Visuals –brighter display and 

higher contrast ratio
✓ Same exceptional privacy as Gen2

✓ World’s First integrated 
privacy screen

HP EliteBook x360 830 G5
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HP SURE SENSE
HARNESS THE POWER OF DEEP LEARNING

Protect against never before seen 
attacks before they happen

Minimal performance impact

Works online or offline, with minimal updates

Starting with the EliteBook 800 G6 Series
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HP SURE CLICK

HP SURE SENSE

WINDOWS 

DEFENDER

HP SURE RECOVER

HP SURE RUN

HP SURE START 

LAYERS OF PROTECTION
FOR ENDPOINT RESILIENCE

EVERY COMPANY NEEDS:

RESILIENT HARDWARE
Recovery  for worst-case scenario

Ex: Wiper attacks

TRADITIONAL AV
Assured protection against known attacks

Ex: LoveLetter 

ISOLATION SOLUTION
Assured protection high-risk attack vectors

Ex: Bad websites

AI THREAT PREVENTION
Protects against never-before seen attacks

Ex: Machine Generated Malware

1

2

3

4

HP DELIVERS:
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EVERY PC or PRINTER
PURCHASE
IS A SECURITY 
DECISION
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