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Sensitivity: Company

Microsoft 365 Defender 
Threat Protection: 

Een gedegen security-oplossing
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Praktische afspraken

• Vragen via chat

• Iedereen op mute

• Q&A na de presentatie

• Evaluatie met link naar de slides worden
na het event doorgestuurd



Zero Trust – Threat Protection



GOVERNANCE 
TEAM

Integrate

Optimize

Unburden Innovate

Inspire

Operate

• This meeting
• Wiki events
• Business Productivity Roadmap
• M365 Roadmap
• M365 Jumpstart

• Migration
• Optimization

• Managed Services
• Workplace as a Service

• Security Priority Assessment
• Calling Assessment
• Proactive Services
• Training, user adoption,

change management
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TRADITIONAL

ADVANCED

OPTIMAL

Identities Devices Network & 
Infrastructure Applications Data

No SSO between cloud 
and on-premises apps

Visibility into identity 
risk is very limited

Basic conditional access 
policies with basic MFA

Cloud identity 
federation and visibility 

into identity risk

Password less 
authentication

Phishing-proof MFA

User behavior is 
analyzed in real time

Enforce least privilege 
access

Devices are domain 
joined

No overview and 
inventory of devices

Devices are registered 
with a cloud identity 

provider

DLP policies for 
BYOD

Endpoint threat 
protection is used to 
monitor device risk

Access control is gated 
on device risk

Flat open network with 
unencrypted traffic

Minimal threat 
protection

Basic network 
segmentation

Cloud native filtering 
and threat protection

Micro segmentation

ML-based threat 
protection and filtering

On-premises apps 
and no cloud apps

No overview of 
shadow IT

Apps configured with 
SSO + discover shadow 

IT

Critical apps are 
monitored

Apps are available using 
least privilege access

In-session monitoring 
and response

Access is governed by 
perimeter

Unencrypted and 
without classification

Access is governed by 
classification

Encrypted and 
classified via keywords

Classification by AI

DLP policies based on 
classification

Continuous risk-based 
asset management All traffic is encrypted

Assess the security 
posture of cloud apps

Access governed by 
cloud security policy 

engine

Zero Trust Roadmap

Visibility, analytics, automation & governance
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Verify explicitly

A new reality needs new principles
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Visibility and Analytics

Automation

Zero Trust Architecture

Governance
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Threat what? I have an Antivirus!

footer

Anti-Virus facing threat for 
which it has no definition

User

Anti Virus Endpoint Detection and Response

Microsoft Defender for Endpoint
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Microsoft Defender for…

Email Cloud appsDocs

Identities Endpoints Apps

Identity Endpoint

Cloud AppsOffice

Microsoft 365 Defender

Cloud
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Defender for Endpoint

footer
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Defender for Office

footer
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Defender for Identity

footer
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Defender for Cloud apps

footer
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Why is it challenging?
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Why is it challenging – generic tools logic
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Why is it challenging – with proper logic 
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Microsoft 365 Defender incident analytics
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3 SOC MADRID
SOC SEVILLE
SOC BILBAO

+85 PEOPLE
(Spain)

MADRID

SEVILLE

BILBAO

LiveSOC



21

Sensitivity: Company

TitleQ&A
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Adopting Zero Trust
Think big, start small, move fast

Implementation
Start with quick wins and move 

forward on the road to zero 
trust

Security Roadmap
Maturity assessment with clear 

overview of risks and their mitigations 
including budget & projects mapping 

Managed Services
Visibility and analytics are key 

to a successful zero trust 
adoption

Technology Specific
Focus on specific technologies & platforms like firewalling, networking, M365, Azure, back-up, …

Security adoption
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Toekomstige webinars rond Zero Trust

Aan de slag met big data? Beheer 
de overvloed aan data met Azure 
Purview

www.inetum-realdolmen.world/nl/events

15/02

https://www.realdolmen.com/nl/event/aan-de-slag-met-big-data-beheer-de-overvloed-aan-data-met-azure-purview
http://www.inetum-realdolmen.world/nl/events
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Contacteer ons via:

• info@inetum-realdolmen.world

• Uw vertrouwde contactpersoon bij Inetum-Realdolmen

• Evaluatieformulier

mailto:info@inetum-realdolmen.world


inetum.world

FRANCE | SPAIN | PORTUGAL | BELGIUM | SWITZERLAND | LUXEMBOURG | ENGLAND |
POLAND | ROMANIA | MOROCCO | TUNISIA | SENEGAL | CÔTE D’IVOIRE | ANGOLA |
CAMEROON | USA | BRAZIL | COLOMBIA | MEXICO | RP OF PANAMA | PERU | CHILI |
COSTA RICA | DOMINICAN REPUBLIC | ARGENTINA | SINGAPORE | UAE
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