
"La Cybersecurité, une 
vaccination pour votre 
environment digital”

General program introduction
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1 Security market watch “Understanding the trends, challenges & threats”
Goal: Understanding the challenges and risks you face 
by clarifying and becoming aware of the impact and 
likelihood of threats

2 Security vision ”How to navigate your security transformation”
Goal: Gaining practical insights in how you can 
approach your digital security transformation journey 
to improve your security posture and support the 
hospital business objectives

3 Achieving adequate cybersecurity in Healthcare with Microsoft technology
Goal: Gaining insights in achieving adequate 
cybersecurity in healthcare

Program overview

By: Inetum-Realdolmen – Thomas Tardieux

By: Inetum-Realdolmen – Thomas Tardieux

By: Microsoft – Jonathan Jacqmin & Nadia Aime



Security Vision
How to navigate your security transformation
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1 Security transformation and the shift 

2 How to start your security transformation journey

3 Key Takeaways
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1

Security transformation
“the shift” 

from a traditional security to modern security approach

A Zero trust way forward 
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Traditional security in the “Old Days”

Traditional IT network 
security trusts anyone and 
anything inside the network.

Castle-and-moat Security 
model

Once an attacker is in, they're IN.

What makes things worse, 
nowadays your data is no longer 
centralized in the castle, but 
spread across the Cloud.
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Why shift to a new modern approach?

The world has changed

Users are employees Employees, partners, customers, bots

Corporate managed devices

On-premises applications

Monolithic applications

Corp network and firewall

Local packet tracking and logs

Bring your own device and IoT

Explosion of cloud applications

Composite apps and API’s

Expanding perimeters

Explosion of signals

Containerized solutions, microservicesOn premise solutions
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1. IT Security is Complex
• Many Devices, Users, & Connections

2. “Trusted network” security strategy
• Initial attacks were network based
• Seemingly simple and economical
• Accepted lower security within network

3. Assets increasingly leave network
• BYOD, WFH, Mobile, and SaaS

4. Attackers shift to identity attacks
• Phishing and credential theft
• Security teams often overwhelmed

Assets Attackers

Evolution of the the modern workplace and the attacker’s response

Attackers shifted already 
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Network Perimeter 
(classic perimeter - network controls) 

Identity Perimeter 
(modern perimeter / identity controls) 

Corporate network

So we need a new security perimeter
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New reality needs new security mindset
Security mindset shift

• Security is essential to evolve as an organization in the digital transformation era and 
become digitally, secure and resilient

• Security is essential to protect the trust that is needed in customer, partner and 
employee relationships in order to do business

• Security is a business enabler and protecting business assets and goals of the 
organization by reducing risks to acceptable levels and allowing business to make use of 
new technologies to stay relevant. So, all about staying safe while doing what is 
needed to stay relevant. 

• Security is not only protecting profitability and reputation but also good for 
sustainability (ESG score) and shareholder value
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Security approach shift

• Security approach needs to evolve from a solely maturity-based approach to a business 
risk driven security approach

• Embedding zero trust approach on top of your traditional approach

New reality needs new security approach

NEVER TRUST, ALWAYS VERIFY
ZERO TRUST
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New reality needs new security principles

Zero trust principles

Zero trust is an integrated 
approach to securing access 
with adaptive controls and 
continuous verification 
across your entire digital 
estate 

Verify 
Explicitly

Least 
Privilege

Assume 
Breach
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Risk, the essence of your security approach 
Business risk driven security to find the right balance and set the right priorities that 
support the realization of the business outcomes most effectively by protecting the trust 
to do business
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Risk Identification

Risk Estimation

Business decision

Rlevel
>Rtol

Know
• your risk appetite
• your risk tolerance levels
• your business impact matrix
• the criticality of your assets
• who is responsible for risk management process
• who is responsible to take decisions

• Determine the risk level

• Identify risks based on scenarios or dynamic 
input from your environment and risk events

• Evaluate and decide if you are going to treat 
the risk or not
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Risk, the essence of your security approach 

Risk Identification

Risk Estimation

Prioritize

Risk level

Business decision

Rlevel
>Rtol

Some important security measure to consider

Risk mitigation measures

1. Endpoint protection:

2. Network protection: segregation and micro segmentation

3. Identity protection: MFA

4. Access control: least privileged acces

5. Monitoring and detection controls

6. Infrastructure: Vulnerability management and patching

…
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1. Endpoint Protection & Security

§ The endpoint is untrusted

§ Proper endpoint management in place to ensure 
device has proper security controls.

§Only approved devices are used

§ Private key material is properly secured
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2. Network security: segmentation

§Use micro segmentation to to maintain 
security

§Break security perimeters up into smaller 
regions on separate parts of the network 
based on data classification with separate 
access

§Users can't access different zones without 
extra authentication
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3. Identity protection: MFA

§Cornerstone of Zero Trust

§ Ensures users are properly validated before being granted access

§Uses hardware to fight credential phishing and impersonation
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4. Access Control & least privilege acces

§Minimize attack surface

§Strict controls on user and device access

§Monitor devices and users

§ Provide the least privilege to do the job

Least privileged access

§Minimize exposure between sensitive parts 
of the environment and give users only the 
access they need

§Never trust, always verify

§Need to know basis

§ Part of wider IAM strategy
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5. Monitoring and detection controls

§ 24x7 monitoring

§SIEM/SOC services

§ (M-)XDR services
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2

How to start your
digital security 
transformation journey

and make the shift
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Security transformation principles

1. Start small and Keep pace

2. Use a business risk driven approach

3. Keep focus on the business value

4. Plan and position for change

5. Shift to zero trust in a controlled way
1. Improve your security foundations to become transformation ready
2. Shift to trust but verify
3. Shift to full zero trust: never trust always verify



Integrate

Optimize

Unburden Innovate

Inspire

Operate

Optimize today
for tomorrow

Define and integrate
tomorrow
into today

Understand – Clarify – Assess

Envision – Discover 

Define – Vision – Plan  

Design

Create – Build

Implement

Test

Proof of Concept

Report
Run – Execute

Monitor

Report

Analyze – Assess 
– audit

Evaluate

Adjust – tweak

Report

Use the 4x4 digital security transformation 
accelerator model to drive your transformation
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Security transformation phased approach
Use a phased approach

Integrate

Optimize Inspire

Operate

Unburden Innovate

Inspire

Phase 1 Discover & define 

current state

Phase 2 Define target state

Phase 3: Design plan & 

roadmap to improve

Milestone 1

Integrate

Phase 4a: Build the solutions

Phase 4b: Implement the 

solutions

Milestone 2

Operate

Phase 5a: Use

Phase 5b: Maintain & 

monitor

Optimize

Phase 6a: Evaluate 

Phase 6b: Improve

We can help innovate

We can help to unburden
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How to start with your first journey?

Select the technology domain you find important to look into

Don’t know where to start? 

Assessment cross domain

workshop
• discovery

• envision

• strategy

• risk 

Journey 1: improve foundations
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How to start with your first journey?
Journey 1: improve foundations

Define security transformation baseline to be reached

Analyze results and findings of step 1 and 2

Run technical scans and penetration test on your assets (in function of specific domain or cross domain)1

2

3

4

5

Execute Assessment (focus on architecture / zero trust / specific assets or domain)  

Build security improvement roadmap in function of business impact (risk) and business value (baseline)6

Build and implement quick wins and key improvements7

Activate improvements and release to operations8

Operational use ; maintenance of new technology / improvements ; monitoring9

Assess, evaluate, optimize if needed and good for productivity / risk mitigation / next transformation preparation10

Analyze and evaluate risks

Always keep zero trust principles in mind

Then use the phased approach and follow these steps

1:Discover & define current state

2: Define target state

3: design plan & roadmap 

4: Build & implement 

5:Use maintain and monitor

6: Evaluate and improve 
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3

Key Takeaways

footer



Key Takeaways

Go for zero trust 
in a controlled 
way

Security 
transformation
Start small
Keep pace
Start your flow

Use a business 
risk driven 
security 
approach



Thank you!  
Time for questions
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We have entered 
the post-digital 
transformation era

You are not alone fighting 
these challenges

We are in it together

this all for a better together



inetum.world

FRANCE | SPAIN | PORTUGAL | BELGIUM | SWITZERLAND | LUXEMBOURG | ENGLAND |
POLAND | ROMANIA | MOROCCO | TUNISIA | SENEGAL | CÔTE D’IVOIRE | ANGOLA |
CAMEROON | USA | BRAZIL | COLOMBIA | MEXICO | RP OF PANAMA | PERU | CHILI |
COSTA RICA | DOMINICAN REPUBLIC | ARGENTINA | SINGAPORE | UAE


