
How to secure Hybrid 
Identities

HI MY NAME IS ANTHONY VAN DEN BOSSCHE, TECHNICAL CONSULTANT

What are the problems we are facing today?

What are present opportunities?

Application Publishing

DEMO!



Problems of the past/present

• Loads of overpowered accounts
• No or very limited audit trail
• Applications are getting published

▶ However, not always in a secure manner
▶ Complex application architecture
▶ Difficult seeing the forest from the trees

• No proper User Lifecycle Management
• Multifactor authentication is not leveraged
• No strong password policies exist
• Logon behaviour is not monitored
• Multiple sets of credentials



Opportunities of the present/future

• Use Azure AD as an Identity Provider
• Extend identities towards the Cloud
• Application delivery using Azure AD App Proxy
• Machine learning on logon behaviour
• Just-in-time access and rbac
• Conditional Access Policies
• Leverage an ever-evolving platform
• Easy MFA integration



Application Publishing
Seeing the forest from the trees



Publishing Applications the old way

• Punch holes through firewalls (edge and perimeter)
• Leverage expensive Hardware Load Balancers

▶ F5 BigIP, Kemp, Netscaler
• Costly setup and operational management
• Far reaching knowledge required
• Domain Controllers in DMZ! (RODC best case)
• High TCO (Compute, Networking, Storage)

▶ Cooling, electricity, hardware failures



Azure Active Directory
Extending Identities towards the Cloud



Azure Active Directory

• Identity Bridge thanks to ADConnect (AADSync-DirSync)
• Identity Provider – Security Token Service
• Outside-perimeter protocols

▶ Windows Authentication: Kerberos, NTLM
▶ SAML, WSFederation
▶ OpenID Connect, Oauth2 (Modern Authentication)

• Administration through PoSh, REST Api, Azure Portal(s)
• Numerous Cloud-driven (cloud-born) features

▶ App Proxy, Self Service, PIM, Identity Protection, Collaboration



Azure AD Application 
Proxy
Publishing apps with least amount of effort/cost



Azure AD App Proxy

• No on-premises hardware needed! DMZ still needed?
• No more “Firewall hole punching”! Only outbound traffic!

▶ Recently publically available: only port 80 and 443
• Co-op with Azure AD Security Token Service

▶ Federation Conditional Access, Multifactor Authentication
• Profit from machine learning on the Azure AD platform

▶ PIM, Identity Protection
• Incredibly easy to publish applications

▶ Claims Aware, Windows Authentication, Anonymous, Forms Based
• Auto-updating connectors so no more firmware upgrades
• Secure endpoints (SSLLabs)
• Instant collaboration



High Level install/config steps – Enable feature

• Logon to your tenant
• Enable Azure AD App Proxy on your tenant

• Default connector group already exists



High Level install/config steps – Install connectors

• Download connector from Azure Portal
• Install proxy on selected machines



High Level install/config steps – Add applicaton

• Add your application
• Select on-prem app
• Name the App
• Internal URL
• Authentication Type



Inside Corp Net

Azure AD
Application 

proxy

Azure AD Application Proxy
High Level Overview
• Connectors on-prem have a communication channel with proxy (outbound)
• Use Microsoft domainname tenantname.msappproxy.net
• Or use your own domain name and create CNAME



Azure AD App Proxy licensing info

• Not available in “free” edition (Office 365 only tenant)
• Available for Basic and Premium (P1–P2) licences
• Basic

• Premium P1 (Self Service, MFA, MIM)

• Premium P2 (Identity Protection, PIM)



Azure AD Application Proxy 
Demo
Setup, pass-through, pre-authentication, MFA, Identity Protection



Q&A
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