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CAN MICROSOFT HELP MEET THE GDPR 
REQUIREMENTS?







GDPR – IS IT A THREAT

• Game changer
▶ Identify shadow it

▶ Create a data inventory

▶ Know your business processes

• Opportunities
▶ Data cleanup

▶ Eliminate or manage shadow it

▶ Consolidate data sources and/or systems

▶ Reduce risks (breaches, exposure, impact)

• Important Note:
▶ Being compliant with security regulations doesn’t  automatically mean that you are secure (But it’s a big step)

▶ Individual service/application readiness is not enough

OR AN OPPORTUNITY FOR YOUR ORGANIZATION?



11 
chapters

99 
articles

Art. 15 
Right of 

access by the 
data subject

Art. 16 
Right to 

rectification

Art. 17 
Right to 

erasure (‘right 
to be 

forgotten’)

Art. 20 
Right to data 

portability

Art. 25 
Data 

protection by 
design and by 

default

Art. 30 
Records of 
processing 
activities

Art. 32 
Security of 
processing

Art. 46 
Transfers 
subject to 

appropriate 
safeguards

Try to avoid mapping technology into GDPR articles

Microsoft 365



NEXT … 
4 COMMON CASES TO GIVE YOU INSIGHT AND GET STARTED



CASE 1: I WANT TO DISCOVER ALL PERSONAL DATA

On-Premise

SP – Exch – File Server

Discover & Classify
• Data Security
• Retention

Scan data-at-rest
Classify data-at-rest

Scan data-at-rest
Classify data-at-rest

Scan data-at-rest 
(API)
Classify data-at-rest

DISCOVER



CASE 2: HOW DO I ENSURE MY DATA IS PROTECTED ON-PREMISE, IN THE CLOUD AND ON MY

DEVICES? 

On-Premise

SP – Exch – File Server

MDM (device encryption)
MAM (app encryption)

Data-at-rest encryption
Automatic classification
IRM (SP & Exch)

Data-at-rest encryption
Tenant based encryption
Data/file based encryption

Data/file based encryption

Data-at-rest encryption
Windows Information Protection

PROTECT



CASE 3: I WANT CONTROL OF MY DATA STORED IN CLOUD APPS

• Discover
▶ Identify cloud apps on your network, gain 

visibility into shadow IT, ongoing analytics
• Control access in real time

▶ Manage and limit cloud app access based 
on conditions and session context, including 
user identity, device and location

• Protect your information
▶ Get granular control over data and use built-

in or custom policiesfor data sharing and 
DLP

• Detect threats
▶ Identify high-risk usage and detect unusual 

behavior using threat intelligence and 
research

MANAGE



CONDITIONAL ACCESS: PROXY

Control access to cloud apps 
based on user, location, device 
and app

Identify managed devices via 
VPN (location based), Domain 
joined devices, Intune compliant 
devices or client certificates

Supports any SAML-based app, 
any OS

Context-aware 
session policies

Investigate & 
enforce app and 
data restrictions

Enforce browser-based “view only” 
mode for low-trust sessions

Limit access to sensitive data

Classify, label and protect on 
download

Visibility into unmanaged device 
activity

Unique integration 
with Azure AD

Integral component of Azure AD 
Conditional Access

Simple deployment directly from 
your Azure AD portal

Leverages existing device 
management mechanisms, no 
additional deployment required

MANAGE



CASE 4: HOW CAN WE PROVE OUR EFFORT REGARDING COMPLIANCY?

• Compliance Manager is a dashboard
that provides a summary of your data 
protection and compliance stature and 
recommendations to improve data 
protection and compliance

▶ GDPR – ISO27001 – ISO27018 

• Actionable insights that are designed to 
improve your data protection and 
compliance posture

• Control management and audit-ready 
reporting tools to streamline your 
compliance workflow

REPORT



Discover Manage

Protect ReportProtect

Discover

Report

Office 365 Secure Score
Microsoft Trust Center
Customer Lockbox

Azure Information Protection 
Office 365 Advanced Data Governance
Office 365 Classification
Azure Rights Management Service 
Office 365 Message Encryption
Azure Role Based Access Control
Azure Active Directory
Office 365 Retention
Microsoft Data Classification Toolkit
SharePoint Information Management Policies
Exchange Journaling 
Microsoft Intune & Mobile Application Management

Multi-Factor Authentication
Azure Key Vault
Data Loss Prevention
Azure Data Encryption
Device Guard
Azure Log Analytics
Microsoft Advanced Threat 
Analytics
Shielded Virtual Machines

Office 365 Advanced Security 
Management
Just in Time Administration
Data Loss Prevention
Productivity App
Discovery
Microsoft Antimalware 
for Azure
Credential Guard
Windows Hello 
for Business
Just Enough Administration
Office 365 Threat Intelligence

Windows Information Protection
Advanced Threat Protection 
Cloud App Security

Office 365 Content Search
SharePoint Search Service
Content Search
SQL Server & Azure SQL Database
Sensitive Data Types
Azure Data Catalog
Windows Search

Productivity App Discovery (CAS)

Office 365 eDiscovery

AIP Scanner
Office 365 Advanced eDiscovery

Manage



Microsoft defines four pillars in that GDPR process where some products and services provide powerful 
solutions to handle compliancy:

• Discover - Identify what personal data you have and where it resides

• Manage- Determine how personal data is used and accessed

• Protect - Establish security controls to prevent, detect, and respond to vulnerabilities and data breaches

• Report - Execute on data requests, report data breaches, and keep required documentation

Example Solutions:
Azure Information Protection, Cloud App Security, Data Loss Prevention, Privileged Identity Management, Advanced Threat Protection, 
Compliance Manager, Secure Score, … 

WORKSHOP: CAN MICROSOFT HELP MEET THE GDPR REQUIREMENTS?



Want to find out more?

• EU GDPR Portal
▶ https://www.eugdpr.org/

• Download the Microsoft 365 GDPR white paper: 
▶ https://aka.ms/m365-gdpr-paper

• Microsoft Trust Center – GDPR: 
▶ https://www.microsoft.com/en-us/TrustCenter/Privacy/gdpr/default.aspx

• GDPR How-to: Get organized and implement the right processes
▶ https://azure.microsoft.com/en-us/blog/gdpr-how-to-get-organized-and-implement-the-right-processes/

• O365 Secure Score
▶ https://securescore.office.com

• Training for future Data Protection Officers
▶ https://education.realdolmen.com/en/Course/DPO001

• Contact me at danny.uytgeerts@realdolmen.com

https://www.eugdpr.org/
https://aka.ms/m365-gdpr-paper
https://www.microsoft.com/en-us/TrustCenter/Privacy/gdpr/default.aspx
https://azure.microsoft.com/en-us/blog/gdpr-how-to-get-organized-and-implement-the-right-processes/
https://securescore.office.com/
https://education.realdolmen.com/en/Course/DPO001
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